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21.3 Managing PPP settings via the CLI

The table below shows PPP management features available via the CLI.

Command Default Section
Configure PPP settings
[no] ppp <ID> disabled Section 21.3.1

[no] enable N/A Section 21.3.2
[no] type <pppoe IFNAME> N/A Section 21.3.3
[no] service-name <SERVICE-NAME> N/A Section 21.3.4
[no] username <USERNAME> N/A Section 21.3.5
[no] password <PASSWORD> N/A Section 21.3.6
[no] demand <IDLE-TIMEOUT> N/A Section 21.3.7
[no] mru enabled Section 21.3.8

Show PPP settings
show enable N/A Section 21.3.9
show type N/A Section 21.3.10
show service-name N/A Section 21.3.11
show username N/A Section 21.3.12
show password N/A Section 21.3.13
show demand N/A Section 21.3.14
show mru N/A Section 21.3.15

21.3.1 Managing PPP connections

Syntax [no] ppp <ID>

Context Global Configuration context

Usage Enter the PPP configuration context of the given PPP instance ID. If this is
a new PPP instance, the PPP instance will be created first upon leaving the
PPP context with end or leave.

Use ”no ppp <ID>” to remove an existing PPP instance, or no ppp to remove
all PPP instances.

As of WeOS v4.8.0 only a single PPP instance (ID ”0”) is supported.

Default values Not applicable.

© 2012 Westermo Teleindustri AB 377



Westermo OS Management Guide
Version 4.8.0-0

Error messages None defined yet.

21.3.2 PPP Enable

Syntax [no] enable

Context ppp context

Usage Enable, or disable this PPP link.

Default values

Error messages None defined yet.

21.3.3 PPP type

Syntax [no] type <pppoe IFNAME>

Context ppp context

Usage Set type and binding of PPP link.

Default values None defined

Error messages None defined yet.

21.3.4 PPP service-name

Syntax [no] service-name <SERVICE-NAME>

Context ppp context

Usage ISP name or a class of service configured on PPP.

Default values Disabled (”no service-name”)

Error messages None defined yet.
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21.3.5 PPP Username

Syntax [no] username <USERNAME>

Context ppp context

Usage Username used in PPPoE client mode.

Default values Disabled (”no username”)

Error messages None defined yet.

21.3.6 PPP Password

Syntax [no] password <PASSWORD>

Context ppp context

Usage Password used with username in PPPoE client mode.

Default values Disabled (”no password”)

Error messages None defined yet.

21.3.7 PPP Dial-on-demand

Syntax [no] demand <IDLE-TIMEOUT>

Context ppp context

Usage Dial-on-demand, disconnect after idle timeout in seconds.

Default values Disabled (”no demand”)

Error messages None defined yet.

21.3.8 PPP MRU

Syntax [no] mru

Context ppp context
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Usage Enable maximum receive unit (MRU) negotiation.

If enabled, MRU parameters will be negotiated with the peer during the PPP
link establishment phase.

The unit will use the PPP interface MTU value (configured or automatic) as
the MRU presented to the peer.

A received MRU parameter from the peer will be acknowledged. The PPP
interface MTU will be set in run-time to the lowest of the MTU value and the
received MRU value.

See chapter 23 for information about MTU.

Use ”no mru” to disable the MRU negotiation. No MRU parameter will be
sent to the peer during the PPP link establishment phase, and any MRU
parameter received from the peer will be rejected.

Default values Enabled (”mru”)

Error messages None defined yet.

21.3.9 Show PPP Enable

Syntax show enable

Context ppp context.

Usage Show if PPP link is enabled.

Default values Not applicable.

Error messages None defined yet.

21.3.10 Show PPP Type

Syntax show type

Context ppp context.

Usage Show type and binding of PPP link.

Default values Not applicable.

Error messages None defined yet.
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21.3.11 Show PPP Service-name

Syntax show service-name

Context ppp context.

Usage Show ISP name or a class of service configured on PPP.

Default values Not applicable.

Error messages None defined yet.

21.3.12 Show PPP Username

Syntax show username

Context ppp context.

Usage Show username used in PPPoE client mode.

Default values Not applicable.

Error messages None defined yet.

21.3.13 Show PPP Password

Syntax show password

Context ppp context.

Usage Show password used with username in PPPoE client mode.

Default values Not applicable.

Error messages None defined yet.

21.3.14 Show PPP Dial-on-demand

Syntax show demand

Context ppp context.

Usage Shows Dial-on-demand settings.

Default values Not applicable.

Error messages None defined yet.
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21.3.15 Show PPP MRU

Syntax show mru

Context ppp context.

Usage Shows MRU negotiation setting.

Default values Not applicable.

Error messages None defined yet.

382 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Chapter 22

GRE tunnels

WeOS supports Generic Routing Encapsulation (GRE) tunnels for IP over IP encap-
sulation. This chapter describes GRE tunnelling support in WeOS, while informa-
tion on IP related settings of GRE interfaces is found in chapter 23.

22.1 Overview of GRE tunnel Properties and Manage-
ment Features

Feature Web CLI General
(Sec. 22.2) (Sec. 22.3) Description

GRE Configuration
Enable/disable GRE tunnel X X
Tunnel Endpoints X X Secs.22.1.1, 22.1.2
Tunnel TTL X X Sec. 22.1.3
Outbound Interface X X Sec. 22.1.4

GRE Status
Show GRE Tunnel Status X

22.1.1 Introduction to GRE tunnels

GRE is an encapsulation method for tunnelling data packets over the IP protocol,
and is specified in RFC 2784[4]. GRE can encapsulate arbitrary data packets, but
the most common use is to encapsulate IP packets, creating an IP over IP tunnel.
WeOS only supports the encapsulation of IP packets in GRE.
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GRE works by adding a special (GRE) header in front of the encapsulated packet
containing a checksum1, payload type (0x800 for IP) and some flags. The GRE
header is preceded by an outer IP header used to route the packet between the
tunnelling endpoints.

The GRE protocol is stateless. It does not provide any security features at all;
it lacks encryption and authentication, and it does not detect lost packets, replay
attacks or other spoof attacks.

You can add security, if needed, by using GRE within a VPN tunnel (chapter 30)
or by using some kind of secure protocol (such as HTTPS or SSH) for the data
routed through the tunnel.

GRE tunnels are configured in two steps. First you need to define the tunnel
with its endpoints and other related settings (described further sections 22.1.2-
22.1.4). By configuring the tunnel, a new (GRE) network interface is created
automatically. The second step is to configure the created GRE interface. See
chapter 23 for information about configuring interfaces, including the GRE inter-
faces.

22.1.2 Defining GRE tunnel endpoints

IP−Src

Outer IP Hdr

IP−Dst TTL ...

GRE Hdr

... IP−Dst IP−Src TTL ...Data...

GRE Payload (Inner IP packet)

Tunnel Endpoint

IP Address e.f.g.h

Tunnel Endpoint

IP Address a.b.c.d

Local
Subnet−A

Alice
Local

Subnet−B
Bob

Internet

Figure 22.1: GRE tunnel example.

Fig. 22.1 shows a GRE tunnel example. The IP addresses in the outer IP header
are the tunnel endpoints (a.b.c.d and e.f.g.h). The selection of IP addresses when

1The GRE checksum is optional. WeOS does not include a checksum in transmitted GRE packets
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defining GRE tunnel endpoints depends on the use case. Two common examples
are described further in this section:

� Generic use of GRE tunnels: GRE can be used as a generic IP-in-IP tunnel.
E.g., if Alice and Bob are NAT gateways, a GRE tunnel can be used to tunnel
traffic between the local subnets (subnet-A and subnet-B.) The GRE tunnel
endpoints (a.b.c.d and e.f.g.h) should be routeable IP addresses, and would
typically be the public addresses of Alice and Bob (i.e., the Alice’s and Bob’s
IP addresses on their respective interface towards the Internet).

� Using GRE together with IPsec: GRE can be used together with IPsec to
enable an IPsec VPN to carry dynamic routing protocols such as OSPF. This
enables the creation of robust IPsec VPNs capable of automatic failover to
a redundant path if one connection fails. As of WeOS v4.8.0 redundant VPN
solutions can be achieved by running two VPN gateways (IPsec, GRE, and
OSPF) at each site as shown in fig. 22.2.

In this case the IP addresses used for GRE tunnel endpoints should not be
publicly routeable. Instead the IP address a.b.c.d’ used by Alice1 would
typically be an address within local subnet-A. To avoid problems when the
local interface goes up/down, Alice1 could assign IP address a.b.c.d’ as a
secondary address to her loopback interface.

Tunnel Endpoint

IP Address e.f.g.h’’

IP Address a.b.c.d’

Tunnel Endpoint

IP Address e.f.g.h’

Tunnel EndpointTunnel Endpoint

IP Address a.b.c.d’’

Alice2 Bob2

Bob1Alice1

Local
Subnet−A

Local
Subnet−B

Internet

Figure 22.2: Redundant VPN solutions can be achieved by running two VPN gate-
ways (IPsec/GRE/OSPF) at each site.

22.1.3 TTL of outer IP header

The TTL of the outer IP header (see fig. 22.1) is by default set equal to the TTL of
the IP packet carried inside. It is possible to configure a specific TTL for the outer
header for each GRE tunnel.
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22.1.4 Restricting outbound interface for GRE traffic

By default, GRE traffic will be sent out through the interface leading towards the
remote tunnel endpoint. The outbound interface is then selected on a per-packet
basis by consulting the routing table (just like any other IP packet). It is also
possible to configure the GRE tunnel to only allow traffic to go out via a specific
network interface.
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22.2 Managing GRE settings via the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ GRE

The main GRE configuration page lists the currently configured GRE instances.

Instance A unique instance identifier for the GRE tunnel.
Enabled In the overview table, a green check-box indicates the GRE

tunnel is enabled, and a dash indicates disabled.
Local IP The IP address assigned to the local endpoint of the GRE

tunnel.
Remote IP The IP address assigned to the remote endpoint of the GRE

tunnel.
Outbound The interface that will be used to send/receive GRE packets

for this tunnel.
Fixed TTL The TTL (Time to Live) to set on packets sent. If Inherit, the

TTL value of the outbound interface will be used. Otherwise
(No Inherit), the TTL value has to be assigned.

Edit Click this icon to edit a GRE instance.

Delete Click this icon to remove a GRE instance. You will be asked
to acknowledge the removal before it is actually executed.

New Click this button to create a new GRE instance.
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22.2.1 Create a new GRE instance using the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ GRE ⇒ New

For description of fields, see section 22.2.

22.2.2 Edit GRE settings using the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ GRE ⇒

For description of fields, see section 22.2.
The Instance ID cannot be changed after creation.
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22.3 Managing GRE settings via the CLI

The table below shows GRE management features available via the CLI.

Command Default Section
Configure GRE settings
tunnel Section 22.3.1

[no] gre <ID> Section 22.3.2
[no] enable Enabled Section 22.3.3
[no] local <IPADDR> Empty Section 22.3.4
[no] remote <IPADDR> Empty Section 22.3.5
[no] outbound <IFNAME> Auto Section 22.3.6
[no] ttl <TTL> Auto Section 22.3.7

Show GRE settings
show tunnel [gre [ID]] Section 22.3.8
tunnel

show gre [ID] Section 22.3.9
gre <ID>

show enable N/A Section 22.3.10
show local N/A Section 22.3.11
show remote N/A Section 22.3.12
show outbound N/A Section 22.3.13
show ttl N/A Section 22.3.14

Show GRE Status
show tunnel gre [ID] Section 22.3.15

22.3.1 Managing Tunnels

Syntax tunnel

Context Global Configuration context

Usage Enter the Tunnel configuration context.

Default values Not applicable.

Error messages None defined yet.
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22.3.2 Managing GRE tunnels

Syntax [no] gre <ID> where ID is a number greater or equal to 1

Context Tunnel configuration context

Usage Create, delete, or modify a GRE tunnel.

Use ”gre <ID>” to create a new GRE tunnel, or to enter the configuration
context of an existing GRE tunnel. (To find the ID of configured tunnels,
use ”show tunnel” as described in section 22.3.8,) The ID affects the name
of the interface created for this tunnel. Example: ID as 1 will create an
interface named “gre1”.

Use ”no gre <ID>” to remove a specific GRE tunnel, or ”no gre” to re-
move all configured GRE tunnels. This will also remove the corresponding
interfaces AND their configurations!

Default values Not applicable.

Error messages None defined yet.

22.3.3 Enable/disable a GRE tunnel

Syntax [no] enable

Context GRE configuration context

Usage Enable, or disable this GRE tunnel.

Use ”enable” to enable and ”no enable” to disable a GRE tunnel.

Default values Enabled

Error messages None defined yet.

22.3.4 Local endpoint IP

Syntax [no] local <IPADDR>

Context GRE configuration context

Usage Set the local endpoint IP for the GRE packets in this tunnel.

This IP together with the remote endpoint IP will be used for the outer GRE
packets carrying the tunnelled traffic. Data going out trough the tunnel
from this node will be encapsulated in a GRE datagram using the local IP as
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source IP and the remote IP as destination IP. Incoming GRE datagrams with
destination IP matching local IP and the source IP matching remote IP will be
considered belonging to this GRE tunnel.

Default values None

Error messages None defined yet.

22.3.5 Remote endpoint IP

Syntax [no] remote <IPADDR>

Context GRE configuration context

Usage Set the remote endpoint IP for the GRE packets in this tunnel.

This setting is used together with the local endpoint IP to specify the outer
GRE packets. More info in section 22.3.4.

Default values None

Error messages None defined yet.

22.3.6 Outbound interface

Syntax [no] outbound <IFNAME>

Context GRE configuration context

Usage Set the outbound interface of this tunnel.

Use this to set a specific interface that will be used for sending and receiving
the GRE packets for this tunnel instance.

Use ”no outbound” to automatically select the interface leading to the de-
fault gateway as outbound interface.

Default values Auto (”no outbound”)

Error messages None defined yet.
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22.3.7 Time to Live setting

Syntax [no] ttl <TTL>

Context GRE configuration context

Usage Set the Time to Live parameter for the GRE packets

Use this to set a specific Time to Live (TTL) value that will be used in the IP
header for the outbound GRE packets for this tunnel instance.

Use ”no ttl” to use the TTL defined for the interface where the GRE packets
are routed out.

Default values Inherit (”no ttl”)

Error messages None defined yet.

22.3.8 Show Overview of Tunnel Settings

Syntax show tunnel [gre [ID]]

Context Global Configuration context. Also available as ”show [gre [ID]]”
command within the Tunnel configuration context and as ”show” command
within the GRE configuration context.

Usage List configured tunnels.

Default values Not applicable.

Error messages None defined yet.

22.3.9 Show GRE Tunnel Settings

Syntax show gre [ID]

Context Tunnel configuration context. Also available as ”show” command within
the GRE configuration context.

Usage Show all settings of a specific GRE tunnel.

Default values Not applicable.

Error messages None defined yet.
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22.3.10 Show GRE Tunnel Enable Setting

Syntax show enable

Context GRE configuration context.

Usage Show whether this GRE tunnel is enabled or disabled.

Default values Not applicable.

Error messages None defined yet.

22.3.11 Show GRE Tunnel Local Endpoint IP Setting

Syntax show local

Context GRE configuration context.

Usage Show the configured local endpoint IP for this tunnel.

Default values Not applicable.

Error messages None defined yet.

22.3.12 Show GRE Tunnel Remote Endpoint IP Setting

Syntax show remote

Context GRE configuration context.

Usage Show the configured remote endpoint IP for this tunnel.

Default values Not applicable.

Error messages None defined yet.

22.3.13 Show GRE Tunnel Outbound Interface Setting

Syntax show outbound

Context GRE configuration context.

Usage Show the configured outbound interface for this tunnel. ”Default Gateway”
is shown if the interface leading to the default gateway should be used as
outbound interface.
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Default values Not applicable.

Error messages None defined yet.

22.3.14 Show GRE Tunnel Time to Live Setting

Syntax show ttl

Context GRE configuration context.

Usage Show the configured TTL value for this tunnel. ”Inherit” is shown if no
value is configured.

Default values Not applicable.

Error messages None defined yet.

22.3.15 Show GRE Tunnel Status

Syntax show tunnel gre [ID]

Context Admin Exec context.

Usage Show the status for all or for a specific GRE tunnel.

Default values If no tunnel ID is specified, the status of all tunnels is shown.

Error messages
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Chapter 23

General Interface and Network
Settings

This chapter concerns network interface settings, such as the interface IP ad-
dress setting, as well as IP settings in common for all interfaces, e.g., the default
gateway IP address, DNS server and NTP server settings. There are also inter-
face and network settings specific to various routing protocols and services (RIP,
OSPF, VRRP, etc.), and this is left to chapters 24-28.

Section 23.1 describes network interfaces properties in WeOS. It also presents
the default interface and management interface concepts, as well as IP related
settings for DNS, NTP, etc. Section 23.2 covers management of general interface
and network settings via the Web interface, while the corresponding CLI syntax
description is divided into sections 23.3 (interface settings) and 23.4 (other net-
work settings).

23.1 Overview of General Interface and Network Set-
tings

Table 23.1 summarises general interface and network features. Sections 23.1.1-
23.1.2.2 contain further information on specific interface and network features.

23.1.1 Network interfaces

WeOS supports several kinds of network interfaces:
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Feature Web CLI General
(Sec. 23.2 (Sec. 23.3- Description

Sec. 23.4)
Interface settings
Enable/disable interface X X Sec. 23.1.1
MAC address X Sec. 23.1.1.3
Primary IP address X X Sec. 23.1.1.4
Secondary IP addresses X X Sec. 23.1.1.4
Netmask (Prefix Length) X X Sec. 23.1.1.4
MTU X X
Primary interface X X Sec. 23.1.1.5
Management interface X X Sec. 23.1.1.6
View interface configuration X X
View interface status X X

General network settings
Default gateway X X Sec. 23.1.2.1
Enable/disable unicast routing X X ”
DNS client support

Set DNS server X X Sec. 23.1.2.3
Dynamic DNS X X ”
DNS search path X ”

SNTP (NTP client) X X Sec. 23.1.2.2
View general network config. X X
View general network status X X

Table 23.1: Interface and General Network Settings

� LAN/VLAN network interfaces: A network interface is created for every VLAN
configured on the switch.

� PPP network interfaces: A network interface is created for every PPP in-
stance configured on the switch. As of WeOS v4.8.0, PPP support is limited
to running PPP over Ethernet (PPPoE).

� Loopback network interface: The loopback interface lo is a logical network
interface, which is always present. Its primary IP address cannot be changed,
but it is possible to add secondary IP addresses, which can be useful in some
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Figure 23.1: A network interface is associated with each VLAN, and VLANs are in
turn associated with Ethernet (or DSL) ports as shown in figure a). Furthermore,
when using PPPoE, a PPP network interface will be created and mapped on top
of an associated VLAN interface, see ppp0 and vlan4. The routing switch can
conceptually be seen as a router connecting a set of switches, as shown in figure
b). In this sample setup, port 6 is shared by VLANs 2 and 3 (by use of VLAN
tagging).

situations, e.g., for OSPF (chapter 26).

� GRE interfaces: For every configured GRE tunnel (chapter 22), an associated
GRE network interface is created.

Fig. 23.1 shows how VLAN interfaces (vlan1-vlan4) are mapped to VLANs and
ports, i.e., Ethernet and DSL ports. When using PPPoE, a PPP interface is created
on top of a VLAN interface (see ppp0 and vlan4 in fig. 23.1). Future versions of
WeOS may support additional PPP types, e.g., PPP over serial links.

Every network interface can be assigned an IP(v4) address and netmask. By
assigning an IP address to an interface, the operator is able to remotely manage
the switch via that interface. Furthermore, if routing is enabled, the switch is able
to route packets between this and other network interfaces. Section 23.1.2 gives
a brief overview of WeOS routing features (chapter 25 gives a more detailed in-
troduction to WeOS routing support, while chapters 26 and 27 covers dynamic
routing with OSPF and RIP respectively).

Below the conditions for an interface to get status up are listed:

� The loopback interface lo is always up.
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� For a VLAN interface to get status up, the interface must be enabled and its
associated VLAN must also be up. In turn, the associated VLAN is up when
that VLAN is enabled, and any of its associated ports have link up status.
See chapter 17 for more information on VLANs.

� For a PPP interface to get status up, the PPP interface (and the associated
PPP instance) must be enabled and successfully have carried out the PPP
handshaking, including PPP authentication and IP address negotiation. For
PPPoE, this implies that the underlying VLAN interface must also be up. See
chapter 21 for more information on PPP.

� For a GRE interface to get status up, the GRE interface (and the associated
GRE tunnel instance) must be enabled.

23.1.1.1 Interface Settings at Factory Default

The factory default interface settings varies between products. As of WeOS
v4.8.0, all WeOS products except Falcon have all Ethernet and DSL ports mapped
to VLAN 1, and the network interface associated with VLAN 1 is named vlan1.
The factory default settings for interfaces vlan1 and lo (logical ”loopback” inter-
face) are presented below. Most of the loopback settings are permanent (non-
configurable).

Interface parameters Factory Default Setting (General)
vlan1 lo

Administrative Mode Enabled Enabled

IP address
Static Static
192.168.2.200 127.0.0.1

Netmask 255.255.255.0 255.0.0.0
Secondary IP addresses Disabled Disabled
MAC address Auto N/A
MTU Auto (1500) 16436
TCP-MSS Disabled Disabled
Primary Interface Enabled N/A
Management Interface Enabled1 Disabled

The primary interface and management interface concepts are described in
sections 23.1.1.5 and 23.1.1.6.

1At factory default, all management services except Telnet are enabled on interface vlan1.
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As stated earlier, Falcon has a different factory default settings than other
WeOS products. The Ethernet ports are all mapped to VLAN 1 and interface vlan1
as usual, but the Falcon xDSL port resides on a separate VLAN (VLAN 1006) and
interface (vlan1006). The factory default settings for the associated interfaces
are shown below. Most of the loopback interface (lo) settings are permanent
(non-configurable).

Interface parameters Factory Default Setting (Falcon)
vlan1 vlan1006 lo

Administrative Mode Enabled Enabled Enabled

IP address
Static Dynamic Static
192.168.2.200 (DHCP) 127.0.0.1

Netmask 255.255.255.0 N/A 255.0.0.0
Secondary IP addresses Disabled Disabled Disabled
MAC address Auto Auto N/A
MTU Auto (1500) Auto (1500) 16436
TCP-MSS Disabled Disabled Disabled
Primary Interface Disabled Enabled N/A
Management Interface Enabled1 Disabled Disabled

Note: On Falcon, the xDSL port associated with VLAN 1006 is in-
tended to be used as upstreams port for Internet access. Thus, inter-
face ”vlan1006” is ”primary” interface by default. For security reasons,
management services are disabled on ”vlan1006” by default.

23.1.1.2 Creating Additional Network Interfaces

As shown in fig. 23.1 the switch will have one network interface for every VLAN
defined on the switch. Thus, additional VLAN network interfaces can be created
by creating new VLANs (see chapter 17). Similarly, a PPP network interface is
created for every configured PPP instance (as of WeOS v4.8.0 the support is lim-
ited to PPPoE client support), and a GRE network interface is created for every
configured GRE instance.

The default settings for new VLAN, PPP and GRE interfaces are shown below.
(It is not possible to create additional loopback interfaces. To have additional
loopback IP addresses you can instead configure secondary IP addresses to the
lo interface.)

1At factory default, all management services except Telnet are enabled on interface vlan1.
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Interface parameters Default Setting
vlan<VID> ppp<ID> gre<ID>

Administrative Mode Enabled Enabled Enabled

IP address
Static1 Dynamic Static
Disabled (IPCP) Disabled

Netmask Disabled N/A Disabled
MAC address Auto N/A N/A
MTU Auto (1500) 14922 1476
Primary Interface Disabled1 ”Inherited” N/A
TCP-MSS Disabled 1412 Disabled
Management Interface Enabled3 ”Inherited” Disabled

The primary interface and management interface concepts are described in
sections 23.1.1.5 and 23.1.1.6.

VLAN network interfaces will be named according to the associated VLAN ID,
e.g., the interface of VLAN 100 will be named vlan100. PPP interfaces will be
named according to its associated PPP instance ID, e.g., the interface of PPP
instance ”0” will be named ppp0, and the interface of GRE instance ”2” will be
named gre2.

To communicate with the switch via a newly created interface, an IP address
has to be assigned to the interface.

When creating a PPP instance of type PPPoE, the primary interface and manage-
ment interface properties of the associated VLAN network interface are inherited
by the PPP interface, e.g., if the VLAN interface was primary, the PPP interface
will inherit this and become primary (as there can only be one primary interface,
the VLAN interface will lose this property when the PPP interface gains it).

The inheritance does not work in the reverse direction though, i.e., if the PPP
instance is removed, the management and primary interface properties of the
PPP interface are generally not passed back to the associated VLAN interface.
The exception is if the PPP interface is configured as primary interface - in that
case, the associated VLAN interface will automatically become primary interface
if the PPP instance is removed.

1The exception is interface vlan1 (VID 1). If vlan1 does not exist, or if it is created without an ad-
dress method defined, vlan1 will default to acquire its address dynamically via DHCP. Furthermore,
if no interface is defined as primary interface, vlan1 will be used as primary interface.

2When using PPPoE the default PPP interface MTU is 8 bytes less than the associated VLAN
interface MTU, which is typically 1500 bytes.

3On new VLAN interfaces, all management services except Telnet are enabled by default.
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Note: When using PPPoE, one must specify which VLAN interface to
run PPPoE over, see e.g. interface ”vlan4” in fig. 23.1. The created PPP
interface (”ppp0”) will then ”own” the associated VLAN interface. As of
WeOS v4.8.0, it is not possible to access a switch via a VLAN interface
”owned” by a PPP interface - the switch is instead accessed via the PPP
interface.

23.1.1.3 VLAN Interface MAC address

Each VLAN network interface will be assigned a MAC address (also known as
the Ethernet address, the link address, the hardware address, or the IEEE EUI-48
address).

In WeOS products, each Ethernet port (or DSL port) is assigned a MAC address,
and a VLAN interface will by default inherit its MAC address from one of its mem-
ber ports. It is also possible to manually configure a MAC address for a VLAN
interface.

The algorithm to assign VLAN interface MAC address uses the following prefer-
ence order:

1. If the interface has been configured with a specific MAC address, use that
address as the interface MAC address.

2. If the VLAN has one or more ports assigned untagged, use the MAC address
of the ”lowest” untagged port as the interface MAC address.

3. If the port has one or more ports assigned tagged, use the MAC address of
the ”lowest” tagged port as the interface MAC address.

4. Use the MAC address of the channel (section 17.1.6) associated with the
VLAN.

Consider the sample VLAN configuration in fig. 23.1. Assuming all interfaces
get their MAC address automatically, interface vlan1 inherits the MAC address of
port 1, vlan2 inherits its MAC from port 4, vlan3 from port 7 (assuming port 6 is
tagged on VLAN 3), and interface vlan4 from port 10.

Note: For the automatic MAC assignment methods (steps 2-4 above),
the MAC address may change when the set of ports associated with
the VLAN changes. When this happens, the WeOS device will submit a
gratuitous ARP to update stale ARP caches in neighbour nodes.
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For VLANs created dynamically (section 17.1.7), no associated network inter-
face is created. Thus, for such VLANs no interface MAC address is needed.

23.1.1.4 IP address settings

Each network interface can be assigned a primary IP address and up to 8 sec-
ondary IP addresses (multinetting). The primary IP address can either be stati-
cally or dynamically assigned, depending on the address method configured for
the interface (”inet static” or ”inet dynamic”).

The secondary IP addresses can only be statically configured.

Options for configuring the primary address for different interface types:

� VLAN interfaces: The primary IP address of a VLAN interface can be config-
ured statically, or configured to acquire its address dynamically (DHCP). It is
also possible to have a VLAN interface without any IP address.

� PPP interfaces: As of WeOS v4.8.0, PPP interfaces can only acquire their
primary IP address dynamically (IPCP).

� GRE interfaces: For GRE interfaces, the primary IP address can only be con-
figured statically.

� Loopback interface (lo): The primary IP address of the loopback interface
(lo) is permanently set to 127.0.0.1.

The example below interface vlan2 is assigned a static primary IP address
(”192.168.11.1”) and an additional secondary IP address (”192.168.12.1”),
i.e., multinetting is used. In this example, the IP address netmasks (255.255.255.0)
have been written as a prefix lengths (’/24’).

redfox:/config/#> interface vlan2
redfox:/config/iface-vlan2/#> inet static
redfox:/config/iface-vlan2/#> address 192.168.11.1/24
redfox:/config/iface-vlan2/#> address 192.168.12.1/24 secondary
redfox:/config/iface-vlan2/#> end
redfox:/config/#>

When configured for dynamic address assignment, a VLAN network interface
will attempt to get its IP address from a DHCP server (similarly a PPP interface
will acquire its IP address dynamically using IPCP). If no DHCP server is present,
the interface will generally end up without any IP address. The exception is the
primary interface, which will acquire a link-local IP address in absence of DHCP
servers. The primary interface and link-local addresses concepts are further de-
scribed in section 23.1.1.5.
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23.1.1.5 Dynamic Address Assignment and Primary Interface

An interface can be configured to get its IP settings dynamically via DHCP (VLAN
interfaces) or IPCP (PPP interfaces). In addition to interface settings such as IP
address and netmask, the switch can acquire general network settings such as
default gateway and DNS server(s) from the DHCP server (or via PPP). (More in-
formation on general network settings is given in section 23.1.2.)

Since multiple network interfaces can acquire their IP settings dynamically,
there is a need for precedence rules regarding which interface can update the
general network settings (default gateway, etc.). The interface allowed to affect
these general IP settings is in WeOS called the primary interface.

� Only the primary interface can use the parameters acquired via DHCP (or
PPP) to set the general IP settings such as default gateway, etc..

� There can at most be one primary interface defined at a time. Configuring
one interface to become primary implies the interface previously defined as
primary will lose that property. It is possible to disable the primary interface
option entirely.

� Static configuration of general IP settings has precedence over configuration
acquired dynamically. That is, if for example the default gateway is set to
192.168.0.1, that will be the default gateway in use even if another gateway
is learnt via DHCP on the primary interface.

Regarding name server and domain configuration settings, they may be ac-
quired from a DHCP server when no name server has been configured stat-
ically. However, configuring a domain search path does not prohibit getting
name server and domain via DHCP (or PPP).

� Interfaces not defined as primary interface only acquire their IP address and
netmask via DHCP (or PPP).

In the example below interface vlan3 is configured to acquire its IP address via
DHCP. As vlan3 is configured as primary interface, it is also able to acquire default
gateway, DNS server(s) and related settings via DHCP.

redfox:/config/#>
redfox:/config/#> interface vlan3
redfox:/config/iface-vlan3/#> inet dhcp
redfox:/config/iface-vlan3/#> primary
Moved primary interface from vlan1 to vlan3, this operation cannot be undone.
redfox:/config/iface-vlan3/#> end
redfox:/config/#>
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If no DHCP server is present, an interface configured to use DHCP for address
assignment will end up without any IP address. The exception is the primary
interface; if the primary interface is configured to use DHCP, it will fall-back to
use a link-local IP address if it fails to get an address via DHCP. Link-local address
are taken from the 169.254.0.0/16 range in such a manner that

� address collisions are avoided,

� an interface is likely to get the same address every time it comes up.

23.1.1.6 Management Interface

The operator can manage the switch remotely in several ways: Web (HTTP/HTTPS),
SSH, Telnet, SNMP and IPConfig. As described in chapter 7 it is possible to com-
pletely disable individual management services, however, there are situations
when an operator may wish to limit management access to a certain network in-
terface or VLAN. WeOS provides a powerful mechanism for controlling access to
management services on a per interface basis. An interface where one or more
management services are enabled is referred to as a management interface.

1 2 3 4 8765

InternetInterface vlan1:
management ssh http https ipconfig snmp

Interface vlan2:
no management

Interface vlan3:
management ssh

WeOS Switch/Router

VLAN 1

VLAN 3

VLAN 2

Figure 23.2: Enabling/disabling management services per interface.

Fig. 23.2 gives an example on the flexibility by the management interface fea-
ture in WeOS. The switch has three network interfaces - one for each VLAN. VLAN
1 is the administrator’s local LAN with full management capabilities. VLAN 2 is an-
other local LAN for regular in-house users, from which no management is allowed.
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VLAN 3 is used for the upstream connection to the Internet; in this example SSH
is allowed on this network interface, while other services are disabled.

Note: WeOS use the term ” management interface” rather than ”man-
agement VLAN”. This is because management should not be limited
to VLAN network interfaces. For example, the operator may wish to
manage a switch remotely through a modem connection (i.e., a PPP
interface on a switch equipped with a serial port).

An operator could create the equivalent of a management VLAN by
disabling management on all interfaces but the network interfaces as-
sociated with that VLAN.

Sections 23.1.1.1 and 23.1.1.2 describe the network interface default settings
(settings at factory default and settings for newly created interfaces). Regard-
ing the management interface capabilities, the following services are enabled:
HTTP/HTTPS, SSH, SNMP and IPConfig. Both for the interface available at factory
default (the vlan1 network interface1), and for all newly created (VLAN) inter-
faces. PPP interfaces created via PPPoE will ”inherit” the management property
of its associated VLAN, see section 23.1.1.2.

The default behaviour aims to avoid unintentional loss of management access
to the switch.

Warning: Enabling management services on all interfaces is conve-
nient, but may pose a security risk if connected to an untrusted net-
work. As the switch by default is (typically) manageable via all network
interfaces, the operator must ensure to disable management services
(totally or for specific management services) on interfaces connected
to untrusted networks. For an interface connected to the public In-
ternet one should consider disabling all management services, or per-
haps only allow management via, e.g, SSH and HTTPS. Configuring ad-
equately secure passwords is also crucial when providing management
access via an interface connected to an untrusted/public network.

When it comes to disabling of management services, a word of caution may be
in order. The ability to select management services per interface is actually yet
another way of getting locked out from the system. For systems equipped with a

1As mentioned in section 23.1.1.1 factory default on Falcon switches include a separate VLAN
for the xDSL port, and the associated interface (vlan1006) has management services disabled for
security purposes.
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console port this may not be a problem, for others this is the time to be reminded
about the ”crossed–cables factory reset” (section 7.1.4.3).

However, WeOS actually does implement some safeguards to prevent against
locking yourself out. If all management is disabled on all interfaces, the system
falls back to enabling secure shell, SSH, access on interface vlan1. Furthermore,
if Web (for instance) is the only management service enabled on any interface,
but the Web server has been entirely disabled, the same fall-back solution is
triggered.

Due to the special role of interface vlan1, it is, from a security standpoint,
recommended to separate the primary interface from the management interface.
The primary interface is usually set on the external side of a WAN–LAN setup to
ensure that default gateways or DNS servers received from a DHCP server are
set. Westermo recommends setting up, e.g., vlan2 as the system primary and
external interface.

23.1.2 General IP settings

The general IP settings provided fall into three categories:

� Routing: Configuration of default gateway, static IP routes, and ability to
enable/disable IP routing.

� IGMP: Configuration of IGMP snooping parameters such as querier mode,
query interval and static multicast router ports. (IGMP snooping is covered
in chapter 24.)

� Services: Examples of include settings for DNS and DDNS servers, domain
search path, and SNTP client settings.

23.1.2.1 Routing

To manage the switch remotely, it should generally be configured with a default
gateway. It is also possible to configure additional, static IP routes.

The switch is capable of IP forwarding, i.e., it can route incoming IP packets to
other interfaces and IP subnets. Both static routing and dynamic routing (RIP and
OSPF) are supported. The switch acts as a router by default, i.e., IP forwarding is
enabled in the factory default setting.

Currently, the switch is able to route unicast IP packets, but is unable to route IP
multicast. However, WeOS devices can efficiently distribute IP multicast packets
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in a switched LAN by use of IGMP snooping.

This chapter only covers rudimentary routing features, such as enabling/disabling
IP forwarding and configuring a default gateway. WeOS routing support is de-
scribed further in chapters 25-28.

23.1.2.2 Time synchronisation via NTP Server

The switch can synchronise its clock with an external time server via the SNTP
protocol. A single SNTP server address can be configured. Time synchronisation
will not be activated until a SNTP server address is configured.

23.1.2.3 DNS and dynamic DNS

For most users it is easier to refer to Internet hosts using domain names (e.g.,
www.westermo.se) than using IP addresses (e.g., 85.24.138.221). To facilitate
use of the Domain Name System (DNS), WeOS supports configuration of up to
two DNS server entries. It is also possible to configure a domain search path.
DNS server and domain search path settings can also be acquired dynamically
via DHCP or PPP (see section 23.1.1.5).

Use of domain names on a switch can be convenient, e.g., when configuring
VPN peers or when troubleshooting with tools such as ping or traceroute (sec-
tion 7.1.7).

It is also convenient to communicate with the switch using domain names.
When the switch acquires its IP address dynamically (via DHCP or PPP), main-
taining the DNS server entry is cumbersome. To manage this situation, WeOS
includes support for dynamic DNS (DDNS). With DDNS enabled, the switch will
update its DNS server entry automatically when acquiring a new IP address.

Supported DDNS providers are ”dyndns” (http://www.dyndns.org), ”freedns”
(http://freedns.afraid.org), and ”no-ip” (http://www.no-ip.com).
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23.2 Managing interfaces and general IP settings via
the web interface

Menu path: Configuration ⇒ Network(IP) ⇒ Global settings

When entering the Network(IP) configuration page you will be presented to a
list of common network settings.

Global Settings (Default Gateway, NTP server, Timezone, Routing and DNS
servers)

Configured
Default
Gateway

Statically configured default gateway of the unit. This is the
IP address of the gateway to send packages to when no more
specific route can be found in the routing table. Empty field
indicates that no default gateway address has been statically
configured.

Active
Default
Gateway

The currently active default gateway in use. N/A indicates that
no default gateway is in active use. A default gateway cannot
be active if no route to the default gateway is available.

Remote NTP
Server

The IP address of a time server to be used to keep the units
calendar time synchronised. The text Disabled is shown if no
NTP server address has been entered.

Timezone Shows current timezone region. Used to adjust local time.
Continued on next page
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Continued from previous page
Routing Routing, also known as IP-forwarding, allows traffic to flow be-

tween VLANs. Use the firewall to protect VLANs from unwanted
traffic. Texts Enabled and Disabled shows routing status.

Domain Name
Server(s)

List manually configured DNS servers. An empty field indicates
that no DNS server has been manually configured.

Edit Click this icon to edit ”this part” of the global settings.

These settings are described further in section 23.2.1.

To change the settings for a specific Interface click the associated edit icon
which will take you to the interface settings edit page. Interface settings are
described further in section 23.2.3.

23.2.1 Edit Common Network Settings

Menu path: Configuration ⇒ Network (IP) ⇒ Global settings ⇒

When clicking the Edit icon in will be the edit page.

Default Gateway Statically configured default gateway of the unit.
This is the IP address of the gateway to send pack-
ages to when no more specific route can be found in
the routing table. Leave empty if no default gateway
is desired.

Continued on next page
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Continued from previous page
Remote NTP Server The IP address of a time server to be used to keep

the units calendar time synchronised. Leave empty
if you do not want to use a time server.

Timezone Select a timezone region to get adjusted local time.
Routing Routing, also known as IP-forwarding, allows traffic

to flow between VLANs. Use the firewall to protect
VLANs from unwanted traffic. Check this box to en-
able routing, uncheck to disable.

Name server 1 IP address of (primary) DNS server.
Name server 2 IP address of (secondary) DNS server.

Click the Apply button to save and apply the changes.
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23.2.2 DDNS settings

Menu path: Configuration ⇒ Network (IP) ⇒ DDNS
Dynamic DNS (DDNS) provider settings

Dynamic DNS Check this box to enable Dynamic DNS, uncheck to disable.
Login Set login username for the account at your DDNS provider
Password Set login password for the account at your DDNS provider
Provider Select DDNS provider. Supported providers are ”dyndns”

(http://www.dyndns.org), ”freedns” (http://freedns.
afraid.org), and ”no-ip” (http://www.no-ip.com)

Hostname Set the DNS hostname, i.e., registered domain name which
should map to the IP address of this your switch. When
selecting freedns, the domain name must be followed by
a hash value (”HOSTNAME,HASH”); the hash is provided by
FreeDNS).

Interval Set the interval by which DDNS verifies that the IP address
mapping at your DDNS provider matches the IP address of
your switch. Maximum 10 days (864000 seconds).

Click the Apply button to save and apply the changes.
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23.2.3 Interface Settings

Menu path: Configuration ⇒ Network (IP) ⇒ Interface

Name A unique identifier for the interface. Automatically generated from
VLAN (or PPP) identifier when the VLAN (or PPP instance) is created.

Enabled Shows whether the interface is enabled or disabled. A green check-
mark means the interface is enabled, and a dash means it is dis-
abled.

Status The status of the interface, Up or Down.
Address
method

The IPv4 address assignment method used for the interface: Static
means the IPv4 address is configured manually, Dynamic means the
address is acquired automatically via DHCP (for VLAN interfaces) or
IPCP (for PPP interfaces), and Disabled means IPv4 address assign-
ment is disabled on the interface.

Address/
Netmask

The IPv4 address, and its associated netmask, assigned to the inter-
face. The netmask identifies what IP addresses are located on the
same subnet. Displays configured IP address, when address method
Static is used. Displays the dynamically assigned address, or Pend-
ing if Dynamic address method is set. Text Disabled is shown if IP
address assignment is disabled. Text Owned is shown when there is
a PPPoE interface associated with that VLAN interface. Secondary
addresses assigned to the interface are also listed.

Edit Click this icon to edit the interface.

When clicking the Edit icon for an interface you will be presented to its associ-
ated edit page.
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Note: The user support to only display relevant input fields is only available
when using a JavaScript enabled browser.

Mac-Address (Only applicable for VLAN interfaces.) The media access
control (MAC) address is used for controlling the commu-
nication on OSI layer 2. Shows the MAC-address associ-
ated to this interface.

Enabled The interface may be activated or deactivated by the En-
abled setting. Click the check-box to activate/deactivate
the interface.

IP Address
Enabled

(Only applicable for VLAN interfaces.) When disabling the
IP address, traffic may not be sent to the switch from
units connected to the VLAN associated with this inter-
face. The address may be disabled to e.g. prevent ad-
ministration access from specific VLANs. The IP address
mode field, and for static address mode the IP address
and netmask fields, will not be visible unless this box has
been checked.

IP Address
Mode

Choose Static to manually configure IP address and net-
mask or Dynamic to let the unit query a DHCP server for
address information.(As of WeOS v4.8.0, PPP interfaces
can only be assigned their IP address dynamically.)

Continued on next page
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Continued from previous page
Primary Address The IPv4 address, and its associated netmask, assigned

to the interface. The netmask identifies what IP addresses
are located on the same subnet. Not applicable for PPP
and loopback interfaces. These fields will only be visible
if static IP Address Mode has been selected.

Secondary
Addresses

Address and netmask for the secondary IPv4-addresses
associated to this interface. These fields will only be vis-
ible if IP Address Enable has been checked. Up to eight
secondary IPv4-addresses may be associated to the in-
terface. Click the plus sign to add new lines. Click the
to delete a row.

MTU This option is not availble for all interface types.
Override Set a non-default MTU size by entering

an override value.
Auto The interface will let its MTU be the de-

fault MTU of the associated link type.
TCP MSS This option is not availble for all interface types.

Override Limit TCP-MSS to the given number of
bytes.

Auto Lets the TCP-MSS depend on the MTU
of the interface This will work fine
for typical TCP connections, but is not
likely to work over IPsec tunnels or
when additional IP header options are
in use.

Disabled Disables TCP-MSS clamping.
Management
Services

Check the boxes for the services that should be accessi-
ble from this interface.

Click the Apply button to save and apply the changes.
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23.3 Managing network interfaces via the CLI

The available interface settings and monitoring commands are shown in the table
below:

Command Default Section
iface <IFNAME> inet <static|dynamic> Differs1 Sec. 23.3.1

[no] enable Enabled Sec. 23.3.2
[no] address <ADDRESS/LEN| Disabled Sec. 23.3.3

ADDRESS NETMASK> [secondary]
[no] primary Disabled Sec. 23.3.4
[no] management <[ssh] [telnet] [http] Enabled2 Sec. 23.3.5

[https] [ipconfig] [snmp] | all>
[no] mtu <68-1500> Differs1 Sec. 23.3.7
[no] tcp-mss <40-1460|auto> Differs1 Sec. 23.3.8

Only for VLAN interfaces
[no] mac <X:X:X:X:X:X> Auto Sec. 23.3.6

Show interface configuration
show iface [IFNAME] Sec. 23.3.9
show ifaces Sec. 23.3.10
iface <IFNAME> inet <static|dynamic>

show enable Sec. 23.3.11
show address Sec. 23.3.12
show primary Sec. 23.3.13
show management Sec. 23.3.14
show mac Sec. 23.3.15
show mtu Sec. 23.3.16
show tcp-mss Sec. 23.3.17

Show interface status
show iface [IFNAME] Sec. 23.3.18
show ifaces Sec. 23.3.19

1Some interface ”native” default settings depend on the interface type, see section 23.1.1.2.
Section 23.1.1.1 provides information on ”factory” default settings.

2By default, all management services except Telnet are enabled on newly created interfaces.
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23.3.1 Manage Network Interfaces

Syntax iface <IFNAME> inet <static|dynamic>

Context Global Configuration context

Usage Enter interface context, and specify IP address assignment method.

� ”static” means static IP address assignment. The IP address is config-
ured via the ”[no] address <ADDRESS/LEN|ADDRESS NETMASK>” com-
mand, see section 23.3.3.

� If ”dynamic” is selected, the switch attempts to acquire its address via
DHCP (VLAN interfaces) or IPCP (PPP interfaces). If no DHCP server
is available, the interface will generally end up without an IP address.
The exception is the primary interface, which will get a link-local IPv4
address if it fails to get an address via DHCP.

Default values ”static” for VLAN and GRE interfaces, and ”dynamic” for PPP
interfaces. For VLAN interfaces there is one exception – If vlan1 does not
exist, or if it is created without an address method defined, vlan1 will default
to acquire its address dynamically via DHCP.

Error messages None defined yet.

23.3.2 Interface Administrative Mode (Enabled or Not Enabled)

Syntax [no] enable

Context interface context

Usage Bring interface up/down. Note, even if an interface is configured adminis-
tratively up, its operational status may still be down if the associated VLAN
(or PPP instance) is not up.

Use command ”enable” to configure an interface as up, and ”no enable”
to configure the interface as down.

Default values Enabled (”enable”)

Error messages None defined yet.
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23.3.3 IP Addresses (primary and secondary)

Syntax [no] address <ADDRESS/LEN|ADDRESS NETMASK> [secondary]

Context interface context

Usage Set static IP address and netmask for an interface.

When static address assignment is chosen (”inet static”, see section 23.3.1),
the ”address” command can be used to the primary IP address of the
interface, as well as secondary IP addresses of the interface (using the
”secondary”) keyword.

When dynamic address assignment is chosen (”inet dynamic”, see sec-
tion 23.3.1), the ”address” command is limited to assign secondary IP ad-
dresses.

Up to 8 secondary addresses can be configured for an interface.

It is possible to specify the boundary between the network part and the
host specific part of the IP address either as a prefix length (e.g. ”address
192.168.0.1/24”) or as a regular netmask (e.g., ”address 192.168.0.1
255.255.255.0”).

Default values Disabled (no address). That is, newly created interfaces have
no IP address configured, see also section 23.1.1.2.

Error messages None defined yet.

23.3.4 Primary Interface

Syntax [no] primary

Context interface context

Usage Set this interface as primary interface. When configuring an interface as
primary, the interface previously defined as primary will lose that property.
Use ”no primary” to unset this interface as primary.

For more information, see section 23.1.1.5.

Default values Disabled (no primary) (Note: A PPP interface created via PPPoE
will ”inherit” (copy) the primary setting from its associated VLAN interface).

Error messages None defined yet.
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23.3.5 Enable Management Services on Interface

Syntax [no] management <[ssh][telnet][http][https][ipconfig][snmp]|all>

Context interface context

Usage Enable and disable management services on this interface. This com-
mand controls whether it should be possible to manage the switch via this
network interface, and if so, what services should be enabled.
E.g., ”management ssh https” will add SSH and HTTPS to the set of ser-
vices accessible for traffic entering via this interface, and ”no management
ipconfig” will disable the Westermo IPConfig service via this interface.

Use ”no management” to disable all available management services on this
interface.
Use ”management all” to enable all available management services on this
interface.

Default values Enabled for all services but ”telnet”. (Note: PPP interfaces
created via PPPoE will ”inherit” the management settings from its associated
VLAN interface).

Error messages None defined yet.

23.3.6 VLAN Interface MAC address

Syntax [no] mac <X:X:X:X:X:X>

Context interface context

Usage Configure a specific MAC address for this (VLAN) interface. The address
is given as a colon-separated hexadecimal string of numbers, e.g., ”mac
00:1a:4b:7b:77:24”. Leading zeros can be ignored. Uppercase or lower-
case letters can be used.

Use ”no mac” specify that the interface should get its MAC address auto-
matically.

For more information, see section 23.1.1.3.

Default values Auto (no mac)

Error messages None defined yet.
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23.3.7 Interface MTU Size

Syntax [no] mtu <68-1500>

Context interface context

Usage Configure a non-default maximum transmission unit (MTU) size (in bytes)
for this interface. The MTU size is the packet size a network interface will
pass to the link layer for transmission, i.e., the maximum payload of the link
layer protocol.

The default is to let the MTU depend on the type of link layer (auto mode).
For interfaces associated with Ethernet and DSL links this implies a default
MTU of 1500 bytes.

For PPP interfaces (PPPoE), the MTU is set to 8 bytes less than the MTU of
the associated VLAN interface, which typically implies a PPP interface MTU
of 1492 bytes (1500 − 8). This value is set at the time of PPP interface
creation; if the VLAN interface MTU is changed afterwards, the PPP interface
MTU is not updated automatically. Note: The operational MTU can change
based on the PPP connection negotiation, see section 21.3.8.

The MTU of GRE interfaces defaults to 1476 bytes.

Use ”mtu <68-1500>” to set a non-default MTU size. Use ”no mtu” to spec-
ify that the interface should let its MTU be the default MTU of the associated
link type.

Default values

� VLAN interfaces: Auto (”no mtu”) For Ethernet and DSL links, this im-
plies MTU 1500 bytes.

� GRE interfaces: 1476 bytes (”mtu 1476”)

� PPP interfaces (PPPoE): Typically 1492 bytes (”mtu 1492”, i.e., 8 bytes
less than the associated VLAN interface)

Error messages None defined yet.

23.3.8 Interface TCP MSS Size

Syntax [no] tcp-mss <40-1460|auto>

Context interface context
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Usage Enable/disable TCP-MSS clamping on this interface.

TCP-MSS clamping is used to limit the packet size (or more precisely, limit
the ”maximum TCP segment size”) of TCP connections over the given inter-
face, and is useful in situations where path MTU discovery of some reason
does not work.

Enabling TCP-MSS clamping implies additional packet processing, thus it de-
grades routing performance somewhat. It is disabled by default on most
interface types (exception is PPP interface of type PPPoE).

Use ”tcp-mss <BYTES>” to limit TCP-MSS to the given number of bytes.

Use ”tcp-mss auto” to let the TCP-MSS depend on the MTU of the interface
(”MTU-40”, i.e., interface MTU minus typical size of IP and TCP headers).
This will work fine for typical TCP connections, but is not likely to work over
IPsec tunnels or when additional IP header options are in use.

Use ”no tcp-mss” to disable TCP-MSS clamping.

Default values Disabled (no tcp-mss) (Exception: ”tcp-mss 1412” for PPPoE
PPP interfaces.)

Error messages None defined yet.

23.3.9 Show Network Interface Configuration

Syntax show iface [IFNAME].

Context Global Configuration context. Also available as ”show” command within
the interface context.

Usage Show network interface configuration information of the given interface
IFNAME (or all interfaces).

Default values All interfaces, i.e., if no interface IFNAME is provided, informa-
tion on all interfaces will be shown.

Error messages None defined yet.

23.3.10 Show Configuration of all Interfaces

Syntax show ifaces

Context Global Configuration context.

Usage Show network interface configuration information all interfaces.

420 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Default values Not applicable.

Error messages None defined yet.

23.3.11 Show Interface Administrative Mode

Syntax show enable

Context interface context.

Usage Show whether this interface is administratively configured as enabled
(up) or disabled (down).

Default values Not applicable.

Error messages None defined yet.

23.3.12 Show IP address Setting

Syntax show address

Context interface context.

Usage Show the IP address setting for this interface (static IP address, use of
dynamic address assignment, or IP address disabled).

Default values Not applicable.

Error messages None defined yet.

23.3.13 Show Primary Interface Setting

Syntax show primary

Context interface context.

Usage Show the primary interface setting for this interface.

Default values Not applicable.

Error messages None defined yet.
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23.3.14 Show Management Interface Setting

Syntax show management

Context interface context.

Usage Show if it is possible to manage the switch via this interface, and if so,
what services (SSH, SNMP, etc.) that are enabled on this interface.

Default values Not applicable.

Error messages None defined yet.

23.3.15 Show Interface MAC Address Setting

Syntax show mac

Context interface context.

Usage Show the interface MAC address setting.

Default values Not applicable.

Error messages None defined yet.

23.3.16 Show Interface MTU Size Setting

Syntax show mtu

Context interface context.

Usage Show the interface maximum transfer unit (MTU) size setting.

Default values Not applicable.

Error messages None defined yet.

23.3.17 Show Interface TCP MSS Setting

Syntax show tcp-mss

Context interface context.

Usage Show the interface maximum TCP segment size (MSS).

Default values Not applicable.

Error messages None defined yet.
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23.3.18 Show Network Interface Status

Syntax show iface [IFNAME]

Context Admin Exec context.

Usage Show status information for this interface (or all interfaces). If dynamic
address assignment is configured on an interface, this command will display
the IP address acquired.

Default values Unless a specific interface is specified, status for all interfaces
will be shown.

Error messages None defined yet.

23.3.19 Show Status of all Interfaces

Syntax show ifaces

Context Admin Exec context.

Usage Show status information for all interfaces. If dynamic address assignment
is configured on an interface , this command will display the IP address
acquired.

Default values Not applicable.

Error messages None defined yet.
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23.4 Managing general IP settings via the CLI

The available general IP settings and monitoring commands are shown below.

Command Default Section
Configure general IP settings
ip Section 23.4.1

[no] default-gateway <ADDRESS> Disabled Section 23.4.2
[no] route <NETWORK NETMASK| Section 23.4.3

NETWORK/LEN> <GATEWAY|IFNAME>
[no] forwarding Enabled Section 23.4.4
[no] name-server <ADDRESS> Disabled Section 23.4.5
[no] domain <DOMAIN> Disabled Section 23.4.6
[no] ddns Disabled Section 23.4.7

[no] login <USERNAME> <PASSWORD> Disabled Section 23.4.8
[no] provider <dyndns|freedns|no-ip> dyndns Section 23.4.9
[no] hostname <HOSTNAME>[,HASH] Disabled Section 23.4.10
[no] interval <SECONDS> 600 Section 23.4.11

icmp Section 23.4.12
[no] broadcast-ping Enabled Section 23.4.13

[no] sntp Disabled Section 23.4.14
[no] server <ADDRESS> Disabled Section 23.4.15
[no] poll-interval <SECONDS> 600 sec Section 23.4.16

Show general IP settings
show ip Section 23.4.17
ip

show default-gateway Section 23.4.18
show route Section 23.4.19
show forwarding Section 23.4.20
show name-server Section 23.4.21
show domain Section 23.4.22

Continued on next page
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Continued from previous page
Command Default Section
Show general IP settings (cont.)
ip

show ddns Section 23.4.23
icmp

show broadcast-ping Section 23.4.24
show sntp Section 23.4.25
sntp

show server Section 23.4.26
show poll-interval Section 23.4.27

Show general IP status
show ip route Section 23.4.28
show ip name-server Section 23.4.29

23.4.1 Manage Global IP Settings

Syntax ip

Context Global Configuration context

Usage Enter IP context

Default values Not applicable.

Error messages None defined yet.

23.4.2 Configure IP Default Gateway

Syntax [no] default-gateway <ADDRESS>

Context IP context

Usage Add/remove default gateway. Use ”no default-gateway” to remove de-
fault gateway.

The default gateway could alternatively be configured via the ”route” com-
mand (e.g., ”route 0.0.0.0/0 192.168.0.1”), see also section 23.4.3.

If a default route is configured using the ”default-gateway” command (or
”route” command), a default gateway acquired via DHCP on the primary
interface will be ignored.
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Default values Disabled (”no default-gateway”)

Error messages None defined yet

23.4.3 Configure Static IP Routes

Syntax [no] route <NETWORK NETMASK|NETWORK/LEN> <GATEWAY|IFNAME>

Context IP context

Usage Add/remove a static IP route.

The network boundary of the destination subnet can be given as a netmask
(e.g., ”route 192.168.3.0 255.255.255.0 192.168.0.1”) or as a prefix
length (e.g., ”route 192.168.3.0/24 192.168.0.1”).

The destination network is typically located remotely (specify the next hop
gateway, e.g., ”route 192.168.3.0/24 192.168.0.1”), but it is also possi-
ble to use the static route command to specify additional directly connected
subnets (specify the local interface, e.g., ”route 192.168.3.0/24 vlan1”).

Use the ”no”-form to remove a static route, e.g., ”no route 192.168.3.0/24
192.168.0.1”. ”no route” will remove all configured routes (except static
route to default gateway, see the ”default-gateway” command).

Default values Using ”no route” (without a subnet address, etc.) removes
all configured static routes (except static route to default gateway, see the
”default-gateway” command in section 23.4.2).

Error messages None defined yet

23.4.4 Manage IP Forwarding

Syntax [no] forwarding

Context IP context

Usage Enable/disable IPv4 routing.

Default values Enabled (”forwarding”)

Error messages None defined yet
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23.4.5 Name Server (DNS)

Syntax [no] name-server <ADDRESS>

Context IP context

Usage Add/remove name-server (DNS). Two name-servers can be configured -
call the same ”name-server” command twice.

Run ”no name-server <ADDRESS>” to remove a specific name server, or
”no name-server” to remove all configured name servers.

If a name server is configured using the ”name-server” command, name
server(s) (and domain search path) acquired via DHCP on the primary inter-
face will be ignored.

Default values Disabled (”no name-server”) Running ”no name-server” (with-
out specifying any name removes all configured name servers.

Error messages None defined yet

23.4.6 Domain Search Path

Syntax [no] domain <DOMAIN>

Context IP context

Usage Add/remove domain search path. A single search path can be added.

Run ”no domain” to remove the domain search path.

If a name server is configured using the ”name-server” command, do-
main(s) acquired via DHCP on the primary interface will be ignored.

Default values Disabled (”no domain”)

Error messages None defined yet

23.4.7 Manage DDNS Settings

Syntax [no] ddns

Context IP context
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Usage Enter ddns context. Upon entering the context, the DDNS service will
be enabled. However, it will not be activated until valid DDNS parameters
(login, etc.) are configured. Use ”no ddns” to disable the DDNS service.

Default values Disabled (”no ddns”)

Error messages None defined yet.

23.4.8 Set DDNS Login and Password

Syntax [no] login <USERNAME> <PASSWORD>

Context ddns context

Usage Set login username and password for your account at your DDNS provider
(see section 23.4.9). Use ”no login” to remove a configured DDNS login
setting.

Default values Disabled

Error messages None defined yet.

23.4.9 Set DDNS Provider

Syntax [no] provider <dyndns|freedns|no-ip>

Context ddns context

Usage Set DDNS provider. Supported providers are ”dyndns” (http://www.
dyndns.org), ”freedns” (http://freedns.afraid.org), and ”no-ip” (http:
//www.no-ip.com). Use ”no provider” to return to the default provider
setting.

Default values dyndns

Error messages None defined yet.

23.4.10 Set DDNS Hostname

Syntax [no] hostname <HOSTNAME>[,HASH]

Context ddns context
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Usage Set the DNS hostname, i.e., registered domain name which should map
to the IP address of this your switch.

When selecting ”provider freedns”, the domain name must be followed
by a hash value (”hostname HOSTNAME,HASH”); the hash is provided by
FreeDNS).

Default values Disabled

Error messages None defined yet.

23.4.11 Set DDNS interval

Syntax [no] interval <SECONDS>

Context ddns context

Usage Set the interval by which DDNS verifies that the IP address mapping at
your DDNS provider matches the IP address of your switch. Maximum 10
days (864000 seconds).

Use ”no interval” to return to the default provider setting.

Default values 600 (seconds)

Error messages None defined yet.

23.4.12 Manage ICMP Settings

Syntax icmp

Context IP context

Usage Enter ICMP context.

Default values Not applicable.

Error messages None defined yet.
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23.4.13 Enable/disable Broadcast Ping

Syntax [no] broadcast-ping

Context ICMP context

Usage Define whether the switch should respond to broadcast ”ping” (ICMP Echo
Request) messages or not. Responding to broadcast ping is convenient
when troubleshooting the network, but can in some situations be consid-
ered a security risk.

Use ”no broadcast-ping” to disable responding to broadcast ping mes-
sages.

Default values Enabled (”broadcast-ping”)

Error messages None defined yet.

23.4.14 Manage SNTP Settings

Syntax [no] sntp

Context Global Configuration context

Usage Enter sntp context. Upon entering the context, the SNTP service will
be enabled. However, it will not be activated until valid SNTP parameters
(server and polling interval) are configured. Use ”no sntp” to disable the
SNTP service.

Default values Not applicable.

Error messages None defined yet.

23.4.15 Set SNTP Server Address

Syntax [no] server <ADDRESS|FQDN>

Context sntp context

Usage Set IP Address, or domain name, of SNTP Server. A single SNTP server
IP address, or a fully qualified domain name, FQDN, can be configured. Use
”no server” to remove a configured SNTP server address.

Default values pool.ntp.org

Error messages None defined yet.
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23.4.16 Set SNTP Poll Interval

Syntax [no] poll-interval <30-720>

Context sntp context

Usage Set SNTP server poll interval (in seconds). ”no poll-interval” will reset
the poll interval to its default (600 seconds).

Default values 600 (seconds)

Error messages None defined yet.

23.4.17 Show General IP Settings

Syntax show ip

Context Global Configuration context

Usage Show general IP settings.

Default values Not applicable.

Error messages None defined yet.

23.4.18 Show Default Gateway Setting

Syntax show default-gateway

Context IP context

Usage Show general IP settings.

Default values Not applicable.

Error messages None defined yet.

23.4.19 Show Configured Static Routes

Syntax show route

Context IP context

Usage Show configured static routes.

Default values Not applicable.

Error messages None defined yet.
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23.4.20 Show IP Forwarding Setting

Syntax show forwarding

Context IP context

Usage Show whether IP forwarding (routing) is enabled or disabled.

Default values Not applicable.

Error messages None defined yet.

23.4.21 Show Configured Name Servers

Syntax show name-server

Context IP context

Usage Show configured name servers.

Default values Not applicable.

Error messages None defined yet.

23.4.22 Show Configured Domain Search Path

Syntax show domain

Context IP context

Usage Show configured domain search path.

Default values Not applicable.

Error messages None defined yet.

23.4.23 Show DDNS settings

Syntax show ddns

Context IP context. Also available as ”show” command within the DDNS con-
text.

Usage Show DDNS settings.

Default values Not applicable.

Error messages None defined yet.
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23.4.24 Show Broadcast Ping setting

Syntax show broadcast-ping

Context ICMP context.

Usage Show whether the switch is configured to respond to broadcast ping mes-
sages or not.

Default values Not applicable.

Error messages None defined yet.

23.4.25 Show SNTP settings

Syntax show sntp

Context Global Configuration context. Also available as ”show” command within
the SNTP context.

Usage Show SNTP settings.

Default values Not applicable.

Error messages None defined yet.

23.4.26 Show SNTP Server Setting

Syntax show server

Context SNTP context.

Usage Show SNTP server settings.

Default values Not applicable.

Error messages None defined yet.

23.4.27 Show SNTP Polling Interval Setting

Syntax show poll-interval

Context SNTP context

Usage Show configured SNTP poll interval.
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Default values Not applicable.

Error messages None defined yet.

23.4.28 Show IP Forwarding Table

Syntax show ip route

Context Admin Exec context

Usage Show IP Forwarding table (summary of configured routes and routes ac-
quired dynamically).

Default values Not applicable.

Error messages None defined yet.

23.4.29 Show Name Server and Domain Status Information

Syntax show ip name-server

Context Admin Exec context

Usage Show name-server and domain search path status information (statically
configured or acquired dynamically)

Default values Not applicable.

Error messages None defined yet.
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Chapter 24

Multicast in Switched Networks
(IGMP Snooping)

When distributing IP multicast data in a switched network, the switches within
the LAN can either:

� treat the traffic as broadcast, and then forward it onto all ports (in the same
VLAN), or

� limit the forwarding of multicast packets to those ports leading to sub-
scribers of the specific IP multicast group

The latter method requires the switches to inspect Internet Group Management
Protocol (IGMP) messages exchanged by hosts and routers to learn which ports
lead to subscribers - this mechanism is referred to as IGMP snooping[2]. With
IGMP Snooping enabled, WeOS switches dynamically keep track of up to 1200
multicast addresses.

As part of the IGMP snooping support, WeOS also enables a switch to act as
IGMP querier - a role which is usually handled by a multicast router. Having
switches with IGMP querier capabilities enables efficient distribution of IP multi-
cast in networks without multicast routers.
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24.1 Overview of IGMP Snooping Features

Feature Web CLI General
(Sec. 24.2) (Sec. 24.3) Description

IGMP querier mode X X Sec. 24.1.1
IGMP query interval X X ”
IGMP multicast router ports X X ”
Other IGMP Querier Present Timeout X ”
View IGMP Snooping Settings X X

24.1.1 IGMP Snooping

The switch is capable of efficiently distributing IP(v4) multicast traffic on LAN
interfaces by means of IGMP snooping. IGMP Snooping is enabled per VLAN as
described in section 17.1.5.

� With IGMP snooping enabled on a VLAN, IP multicast packets will only be
forwarded onto ports leading to a receiver of that IP multicast address, or to
ports assumed to lead to an IP multicast router.

� With IGMP snooping disabled on a VLAN, multicast traffic will be forwarded
on all ports of that VLAN, i.e., it is treated similar to broadcast traffic.

� Port that are shared between multiple VLANs may have different IGMP snoop-
ing settings on different VLANs, i.e., one VLAN may have IGMP snooping en-
abled and another may have IGMP snooping disabled. The disabled mode
has precedence on such ports, i.e., a port will ”flood/broadcast” all multicast
traffic if (at least) one of the VLANs this port belongs to has IGMP Snooping
disabled.

As part of the IGMP snooping functionality, the switch can also act as an IGMP
Querier, and settings for querier mode, and query interval are provided.

� Querier mode: By default the switch will use auto mode, meaning that it
follows the standard IGMP protocol to elect a designated IGMP querier on
each LAN (the querier with the lowest IP address on each LAN becomes the
querier). The switch can also be configured to always act as querier, or
to act in proxy querier mode. In proxy mode, the switch will not send any
IGMP queries by itself, but relay IGMP Queries received. The IGMP Proxy
will modify the source IP address of the relayed IGMP Queries to 0.0.0.0 to
indicate that it is not a multicast router.
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On VLANs where the network interface has not been assigned any IP ad-
dress, the switch will revert to proxy mode irrespective of the querier mode
setting.

Warning: For proper multicast distribution there must be an IGMP
Querier present on every VLAN where IGMP snooping is enabled.
On VLANs where all switches operate in IGMP proxy querier mode,
perhaps because none of them was assigned an IP address on that
VLAN, there is a risk that multicast traffic will be blocked. If a switch
is intended to act as IGMP querier on a VLAN, that switch must be
assigned an IP address its associated VLAN network interface.

� Query interval: The switch can be configured to send out queries on intervals
12, 30, 70 and 150 seconds (default 12 seconds).

� Other IGMP Querier present timeout: When the device acting as IGMP querier
goes down, the lack of IGMP Query messages for a certain time interval, will
trigger other devices to detect this and to take over as IGMP Querier. In
WeOS this timeout can be configured via the ”multicast-router-timeout”
setting. Default value: 300 seconds.

When IGMP snooping is enabled, the switch will learn on which ports there
are interested receivers of a certain multicast group, by listening to IGMP Report
messages sent by the member nodes. Thus, the switch will only forward multicast
packets on those ports leading to a member of that specific multicast group. In
addition, a switch will forward all multicast traffic on ports which may lead to a
multicast router. The current IGMP implementation considers the following ports
to be multicast router ports:

� Ports configured as multicast router ports: The operator can define ports as
multicast router ports.

� Ports leading to an IGMP Querier: Ports where the switch receives IGMP
Queries are dynamically added to the list of multicast router ports.

� FRNT ports: If FRNT is enabled on the switch, the FRNT ring ports are added
to the list of multicast router ports. This ensures multicast traffic to perceive
the benefit of FRNT’s fast recovery mechanism in case the ring is broken.

When a multicast reciever attached to a switch port leaves a multicast group
(i.e., stops subscribing to an IP multicast address or is simply disconnected from
port), the IGMP snooping leave latency (the time until the switch stops forwarding
the associated multicast data) is within 2-3 times the configured Query Interval.
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24.2 Managing IGMP Snooping settings via the web
interface

Menu path: Configuration ⇒ IGMP

When entering the IGMP configuration page you will be presented to the global
settings for IGMP. Enabling of IGMP is done per VLAN, see Section 17.

Querier
Mode

Select the query mode by clicking on the appropriate radio button.

Automatic Activates automatic querier election. Recom-
mended.

Querier In Forced Querier mode the device always starts a
new IGMP query every Query Interval seconds.

Proxy A fall-back mode in which the switch never initiates
queries by itself, only forwards queries and reports.

Continued on next page
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Continued from previous page
Query Interval Number of seconds between each query. For the least

amount of latency 12 seconds is recommended. Select
the query interval by clicking on the appropriate radio
button.

Multicast
Router Ports

A selection of ports on which to enable multicast traf-
fic. Useful if the device fails to automatically detect any
multicast routers on the subnet. Check the box for each
port that you wish to act as a multicast router port.

Click the Apply button to save and apply the changes.
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24.3 Managing IGMP Snooping settings via the CLI

The available general IP settings and monitoring commands are shown below.

Command Default Section
Configure General IGMP Snooping settings
ip Section 23.4.1

igmp-mode <auto|querier|proxy> auto Section 24.3.1
igmp-interval <12|30|70|150> 12 sec Section 24.3.2
[no] mcast-router-ports <PORTLIST> Disabled Section 24.3.3
[no] mcast-router-timeout <1-2147483647> 300 Section 24.3.4

show ip Section 23.4.17
ip

show igmp Section 24.3.5
show igmp-mode Section 24.3.6
show igmp-interval Section 24.3.7
show mcast-router-ports Section 24.3.8
show mcast-router-timeout Section 24.3.9

Per VLAN IGMP Snooping settings
vlan <VID> Section 17.4.7

[no] igmp Enabled Section 17.4.14
show igmp Section 17.4.27

Show IGMP Snooping Status
show ip igmp Section 24.3.10

24.3.1 IGMP Querier Mode

Syntax igmp-mode <auto|querier|proxy>

Context IP context

Usage Set IGMP Querier mode. In ”auto” the device will participate in the querier
election process (querier with lowest IP becomes querier). In ”querier” mode
the device will continue to send IGMP queries even if there are other querier
present with lower IP address. In ”proxy” mode the device will act as an
IGMP proxy. Note that if there is no IP address configured for an interface,
the device will fall back to proxy mode regardless of the mode setting.
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Default values auto.

Error messages None defined yet

24.3.2 IGMP Querier Interval

Syntax igmp-interval <12|30|70|150>

Context IP context

Usage Set IGMP Querier interval (seconds). The same interval is used for all
interfaces.

Default values 12 (seconds).

Error messages None defined yet

24.3.3 Static Multicast Router Port Settings

Syntax [no] mcast-router-ports <PORTLIST>

Context IP context

Usage Add or remove multicast router ports. All (layer-2) multicast traffic will be
forwarded on multicast router ports, see section 24.1.1.

Default values Using ”no mcast-router-ports” (without a PORTLIST) removes
all configured multicast router ports.

Error messages None defined yet

A ”PORTLIST” is a comma separated list of port ranges without intermediate
spaces, e.g., ”1/1-1/3,2/3”.

24.3.4 Other IGMP Querier Present Timeout

Syntax [no] mcast-router-timeout <1-2147483647>

Context IP context

Usage Set the ”other IGMP Querier present” timeout (seconds). The same inter-
val is used for all interfaces.
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Timeout for learned multicast router ports. With IGMP, and IGMP Snooping
for switches, the elected querier is a critical component of successful opera-
tion. If it dies, or suddenly gets a new IP address, another device must take
over. This timeout adjusts the timeout before this device can take over.

Default values 300 (seconds).

Error messages None defined yet

24.3.5 Show IGMP Settings

Syntax show igmp

Context IP context

Usage Show summary of all IGMP snooping related settings.

Default values Not applicable.

Error messages None defined yet.

24.3.6 Show IGMP Querier Mode Setting

Syntax show igmp-mode

Context IP context

Usage Show configured IGMP querier mode (”auto”, ”querier” or ”proxy”)

Default values Not applicable.

Error messages None defined yet.

24.3.7 Show IGMP Query Interval Setting

Syntax show igmp-interval

Context IP context

Usage Show configured IGMP interval.

Default values Not applicable.

Error messages None defined yet.
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24.3.8 Show Configured Multicast Router Ports

Syntax show mcast-router-ports

Context IP context

Usage Show configured multicast router ports.

Default values Not applicable.

Error messages None defined yet.

24.3.9 Show Configured Other Multicast Router Present Timeout

Syntax show mcast-router-timeout

Context IP context

Usage Show configured ”other multicast router present” timeout.

Default values Not applicable.

Error messages None defined yet.

24.3.10 Show IGMP Snooping Status Information

Syntax show ip igmp

Context Admin Exec context

Usage Show IGMP snooping status information.

Default values Not applicable.

Error messages None defined yet.
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Chapter 25

IP Routing in WeOS

In addition to switching (layer-2), WeOS devices are capable to route data packets
(layer-3), i.e., they are routing switching. The WeOS routing support includes
static routing and dynamic routing via OSPF and RIP, as well as other useful
router features such as firewall, NAT, VPN, VRRP, and DHCP server.

This chapter introduces the IP routing capabilities in WeOS in general. More
information on dynamic routing is found in chapters 26 (OSPF) and 27 (RIP), and
supplementary router services are covered in the chapters to follow.

25.1 Summary of WeOS Routing and Router Features

Table 25.1 presents the routing and router features available in WeOS.

25.1.1 Introduction to WeOS Routing and Router Features

IP routing enables us to connect our networks together, and to let (TCP/IP) de-
vices communicate across networks of different type and topology, and possibly
over multiple network ”hops” and long distances. A router looks at the destina-
tion IP address carried within each IP packet, consults its routing table to make a
routing decision, and forwards the packet onto the next router in the path to the
destination.

The routing table can either be managed manually via static IP routing, or au-
tomatically by using dynamic routing protocols, or a combination of both. Static
IP routing is usually fine for small IP networks, or networks with no redundant
paths. To manage routing in larger networks, it is preferred to use dynamic IP
routing. With dynamic routing, the routers will exchange routing information and
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Feature Web CLI General
(Sec. 25.2) (Sec. 25.3) Description

Enable/disable routing X X Secs 25.1.1-25.1.2
Default gateway X X Secs 25.1.1-25.1.2
Static routing X Secs 25.1.1-25.1.2
Dynamic routing
- RIP (v1/v2) X Sec 25.1.1, Chap. 27
- OSPF X Sec 25.1.1, Chap. 26
View routing table X X
Router redundancy (VRRP) X Sec 25.1.1, Chap. 28
Firewall and NAT X X Sec 25.1.1, Chap. 29
Virtual Private Network (VPN) X X Sec 25.1.1, Chap. 30
DHCP Server X X Sec 25.1.1, Chap. 32

Table 25.1: Summary of router and routing features.

build up their routing tables dynamically. Furthermore, dynamic routing utilises
network redundancy; if a link goes down, routers will inform each other and pack-
ets will automatically be routed along another path. Thus, dynamic routing pro-
tocols perform a similar service in routed networks as FRNT (chapter 18) and
RSTP (chapter 19) perform in switched networks. The time to react on a topol-
ogy change is referred to as the convergence time. WeOS supports two dynamic
routing protocols: Open Shortest Path First (OSPF) and Routing Information Pro-
tocol (RIP). OSPF is the recommended over RIP, due to its superior convergence
characteristics.

OSPF and RIP are both examples of unicast Interior Gateway Protocols (IGPs),
which means they can be used to handle routing within a routing domain, such as
an corporate network. This is also referred to as intra-domain routing, as opposed
inter-domain routing, which is commonly handled using the Border Gateway Pro-
tocol (BGP)1. OSPF and RIP are covered in chapters 26 and 27 respectively.

While dynamic routing protocols such as RIP and OSPF enable routers to find
redundant paths in case a link or router goes down, it does not enable end de-
vices (hosts) to use a second router if their regular router goes down. To support
redundancy between hosts and routers the Virtual Router Redundancy Protocol

1As of WeOS v4.8.0, dynamic routing is limited to intra-domain routing with RIP and OSPF. WeOS
does not support dynamic inter-domain routing via BGP (Border Gateway Protocol), or IP multicast
routing.
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(VRRP) is used. With VRRP, a backup router will take over if a router fails, and
communication from connected hosts can continue automatically. VRRP support
is covered in chapter 28.

When a router is used as a company gateway to a public network, such as the
Internet, there is an obvious need to protect the local company network against
network intrusion and other attacks. It is also common that the hosts and routers
within the company network use private IP addresses. To protect the company
network and to enable the use of private IP addresses, WeOS includes firewall
and network address translation (NAT) support. Chapter 29 describes the NAT
and firewall features in WeOS.

Another need which occurs when connecting company networks to the Internet
is to ensure communication privacy. WeOS support IPsec VPN to establish secure
communication over public networks. With IPsec VPNs, a company can secure
communication between a head office and different branch offices by installing
a WeOS device as VPN gateway at each site. WeOS VPN support is covered in
chapter 30.

WeOS includes DHCP server support, which is used to dynamically configure
IP settings such as IP address, netmask, default gateway and DNS server(s) to
attaches host. This removes the need to install a separate DHCP server on every
IP subnet. Chapter 32 describes WeOS DHCP server support.

25.1.2 General IP Routing Settings and Hints

25.1.2.1 Using a WeOS device as a switch or as a router

WeOS devices are both able to route and to switch packets, i.e., they are routing
switches. Switching is performed between ports in the same VLAN, while routing
is performed between IP subnets or network interfaces (please see fig. 23.1 in
section 23.1.1 for information on the distinction between ports, VLANs and net-
work interfaces in WeOS). Routing can be disabled, and the WeOS device will then
act as a VLAN capable switch.

25.1.2.2 Static routing

WeOS supports static IP routing. With static routing a WeOS devices can specify
the next hop router to use to reach a given IP subnet, or add additional (directly
attached) subnets to a local interface. As of WeOS v4.8.0, configuration of static
routes is limited to the CLI. A special case is the default gateway, which is also
possible to configure via the Web.
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25.1.3 Learning routing information from different sources

A WeOS device will learn about routing information by manual configuration (con-
nected interfaces or static routes), or via dynamic routing protocols (OSPF and
RIP). As described in chapters 26 and 27, a router is able to redistribute external
routing information into an OSPF or RIP routing domain.

In some situations a router will learn the route to the same destination through
different mechanisms. In this case, the route to use will depend on the adminis-
trative distance associated with the involved routing mechanisms. A route with a
lower administrative distance will be prioritised over a router with higher admin-
istrative distance.

In WeOS the administrative distance of connected routes, static routes, and
routes learnt dynamically via RIP and OSPF is currently associated with fixed ad-
ministrative distances as shown below. Support for configuring administrative
distance is planned for a later release.

Administrative
Distance

Connected 0
Static 1
OSPF 110
RIP 120

Static routes commonly have administrative distance 1 by default, but certain
services, like IPsec sets routes directly to the kernel. Such routes will have ad-
ministrative distance 0.

25.1.3.1 Limitations When Using RSTP and Routing

As of WeOS v4.8.0 a single RSTP instance per WeOS unit is supported. This works
fine in a switched environment where all VLANs on a switch can be added to
inter-switch ports, see also chapters 17 (VLAN) and 19 (RSTP/STP).

However, when using RSTP in a routed environment it is often needed to run
a separate instance of RSTP per VLAN. Otherwise there is a risk that RSTP incor-
rectly detects a loop (at layer-2) and blocks some port, even though there is a
”routing barrier”, which already handles the loop. The result of RSTP blocking
ports may be loss of connectivity at layer-3.

RSTP is typically enabled on all ports by default. When using the WeOS device
as a router, it is therefore recommended either to
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� disable RSTP as a whole, or

� disable RSTP on all ports but one VLAN, or a group of VLANs with a shared
layer-2 backbone (such as a ring).

Support for multiple RSTP/STP instances is planned but not yet implemented.
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25.2 Examine Routing Table via the Web Interface

Menu path: Status ⇒ Routes

On this page the current IP routes are listed.

One or more codes describes which source the route has, and if it is selected.
C Connected - A network is known by a direct connection to

the switch.
K Kernel route
S Static - A statically configured route.
R RIP - The route is known through the RIP protocol.
O OSPF - The route is known through the OSPF protocol.
> Selected route
* FIB route
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25.3 Enabling Routing and Managing Static Routing
via CLI

The table below shows WeOS CLI commands relevant for handling static routing.
The detailed description of these commands is found in other chapters as listed
in the table.

Command Default Section
Configure general routing settings
ip Section 23.4.1

[no] default-gateway <ADDRESS> Disabled Section 23.4.2
[no] route <NETWORK NETMASK| Section 23.4.3

NETWORK/LEN> <GATEWAY|IFNAME>
[no] forwarding Enabled Section 23.4.4

Show general routing settings
show ip Section 23.4.17
ip

show default-gateway Section 23.4.18
show route Section 23.4.19
show forwarding Section 23.4.20

Show general routing status
show ip route Section 23.4.28
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Chapter 26

Dynamic routing with OSPF

This chapter describes WeOS support for the OSPF dynamic routing protocol. As
of WeOS release v4.8.0, management of OSPF is only available via the CLI.

26.1 Overview of OSPF features

The table below summarises OSPF support in WeOS.

Feature CLI General Description
General OSPF settings
Router-id X Sec.26.1.1.1
OSPF Networks X Sec.26.1.1.1
Area type (regular, stub, NSSA) X Secs. 26.1.1.2, and

26.1.1.4-26.1.1.5
Redistribution (static, connected, RIP) X Sec. 26.1.1.3
Distribute default route X Sec. 26.1.1.3
Inter-area summarisation X Sec. 26.1.1.6
Inter-area filtering X Sec. 26.1.1.6
Passive interface default X Sec. 26.1.1.7

Per interface OSPF settings
Link cost X Sec. 26.1.1
Passive interface X Sec. 26.1.1.7
Authentication (MD5, plain) X Sec. 26.1.1.8
Hello/Dead intervals X Sec. 26.1.1.9
Designated Router priority X Sec. 26.1.1.10

© 2012 Westermo Teleindustri AB 451

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Note: As of WeOS v4.8.0 there is no support for ”load balancing” in
case there are multiple paths with equal cost to reach a destination.

When an OSPF configuration change is done in WeOS, OSPF will be
restarted on that router. Until the OSPF routing protocol has converged,
this may cause a temporary loss of connectivity in parts of your net-
work.

26.1.1 OSPF introduction

Router−C

Router−A

Router−E

Router−D

Router−B

Net−B

Net−E

Net−DNet−C

Net−A

Figure 26.1: Simple network topology with interconnected routers and networks.

Dynamic routing protocols such as OSPF and RIP (chapter 27) simplifies router
configuration, and improves network robustness.

� Simplified configuration: Manual configuration of static routes is not needed,
and thereby a time consuming and error-prone procedure is avoided. In the
network shown in fig. 26.1, each router would only have to be configured
with information about its own identity and the IP subnets it is attached to.
Routers will then exchange this information, and be able to establish the
appropriate routing table by themselves.
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� Improved robustness: If the topology changes, perhaps because a link failed,
routers will automatically detect this and inform each other. The data traffic
will be forwarded other ways, given that a redundant path to the destination
exists.

OSPF is an example of a link-state routing protocol. In a link-state routing
protocol, each router announces information about its own identity (router-id),
its directly connected networks, and its neighbour routers. This information is
flooded throughout the OSPF domain, and each router will store the information
in a local OSPF database. Each router will gain complete knowledge about every
router and link in the whole topology, and is therefore able to compute the best
path (the least cost path) to reach every destination1.

For example, Router-A in fig. 26.1 would send out OSPF messages informing
other routers about its router-id, its connected networks, i.e., Net-A and the links
towards routers A, B, and C, the identity of (and link to) to its neighbour routers
(A, B and C).

A major advantage of link-state routing protocols, such as OSPF, over distance
vector routing protocols, such as RIP, is the fast convergence after a topology
change. If a link goes down, information about this can be flooded rapidly to all
routers within the routing domain, and each router can then update their routing
table accordingly.

26.1.1.1 OSPF Router-ID and OSPF Networks

We use the example below to explain some essential OSPF parameter settings
(the example is for Router-A in fig. 26.2).

router
ospf

router-id 10.0.11.1
network 10.0.1.0/24 area 0.0.0.0
network 10.0.2.0/24 area 0.0.0.0
network 10.0.3.0/24 area 0.0.0.0
network 10.0.11.0/24 area 0.0.0.0
end

end

1In OSPF, a cost is associated with every link. As of WeOS v4.8.0, the default cost per link is
”10”. The link cost can be configured per interface, see section 26.2.25 for details.
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Figure 26.2: Example OSPF network with IP addresses and subnets.

The ”router-id” line states the identity of this OSPF router, and must be
unique within this OSPF routing domain.

� The router-id is 32-bit value, and can be specified either as a regular integer
value, or in dotted-decimal form, just like an IP address.

� It is common practise to set the router-id to one of the IP addresses assigned
to the router.

� If no router-id is configured, WeOS will pick one of the router’s configured IP
addresses, and use that as router-id.

As mentioned in section 26.1.1, the router should inform the other routers
about its attached links and networks. However, a router will announce its net-
works and links first when they are declared to be within the OSPF routing domain
– this is done via the ”network” command. Furthermore, a ”network” declara-
tion implies that OSPF messages will be exchanged through the corresponding
network interface. (In some network setups one likes to include a subnet within
the OSPF domain, without activating OSPF on the corresponding interface. This
can be achieved by configured that interface as passive, see section 26.1.1.7.)
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In the example above, Router-A has been configured to include and announce
all its subnets in the OSPF domain (10.0.1.0/24, 10.0.2.0/24, etc.). From the
example we can also see that the ”network” declaration contains an area pa-
rameter. OSPF areas are further explained in section 26.1.1.2.

26.1.1.2 OSPF hierarchy and areas

Being a link state protocol, OSPF requires routers to keep a lot of routing informa-
tion in their database:

� Each OSPF router will typically keep a database with information of every
router and link in the whole OSPF domain.

� OSPF routers will also redistribute and keep routing information learnt from
external sources (static routes, routes learnt via other routing protocols,
etc.).

To reduce the burden of keeping keeping state information about the whole
OSPF domain, the domain can be split into OSPF areas. (For information on how
to avoid the need to keep information on external routing information, see sec-
tion 26.1.1.4.)

Area 0.0.0.2

Area 0.0.0.1

(Backbone area)

Area 0.0.0.0

Area 0.0.0.3

ABRABR

ABR ABR

R
R

R

R

R

R

R

R R

R

Figure 26.3: Sample OSPF hierarchy with a backbone area and three other areas.

The routers in fig. 26.3 have been divided into four areas. When splitting the
network into multiple areas, each router will only have full knowledge of the
topology within their respective area. Routers will also keep summary informa-
tion about destinations outside their own area, but routers will not have knowl-
edge about the actual topology inside other areas.
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Each IP subnet can only part of one OSPF area, and when configuring OSPF
networks you should also define which area it belongs to. The area identifier is a
32 bit value, which can be stated as a decimal value, but is commonly written in
dotted decimal form. E.g., ”network 10.0.1.0/24 area 0.0.0.0” is equivalent
to writing ”network 10.0.1.0/24 area 0”.

A router which have networks in different areas is called an area border router
(ABR). An example is given below.

router
ospf

router-id 192.168.5.11
network 192.168.5.0/24 area 0.0.0.0
network 192.168.11.0/24 area 0.0.0.1

end

In OSPF, areas are organised in a two-level hierarchy. At the top we have area
0, which is referred to as the backbone area. As the hierarchy is limited to two
levels, every ABR must be connected to the backbone area. Direct connections
between areas at lower level is prohibited; all inter-area traffic should go via the
backbone area2.

To allow for a more flexible area hierarchy, OSPF provides a feature referred to
as virtual links, however, OSPF virtual links are not supported in WeOS v4.8.0.

26.1.1.3 Route redistribution and default route

Route information learnt from other routing protocols (RIP, BGP3, etc.) can be
redistributed (i.e., imported) into the OSPF domain. The same goes for static
routes, and directly connected networks.

To let a router redistribute routing information into the OSPF domain, the ”redistribute”
command is used, e.g., ”redistribute rip” to import routes learnt via RIP. An
OSPF router performing route distribution into the OSPF domain is referred to as
an administrative system border router (ASBR).

Routers can inject a default route (0.0.0.0/0) into the OSPF domain. This is done
using the ”distribute-default [always]” command. Without the ”always”
keyword, the router will only inject the default route if it itself has a default route.

External routes can be added at two levels, type 1 and type 2 external routes:
2The reason for introducing these topology limitations is to avoid the ”counting to infinity” seen

in distance vector protocols (see chapter 27) problem to occur for OSPF inter-area routing.)
3As of WeOS v4.8.0 BGP is not supported.
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� Type 1: Type 1 external routes are typically used when importing routes,
that are locally managed, e.g., a static routes inside your domain, or from a
local RIP domain.

The ASBR located in area 0.0.0.2 in fig. 26.4 would preferably redistribute
the routes learnt via RIP as type 1 external routes.

� Type 2: Type 2 external routes are typically used when importing routes
managed by another operator, e.g., routes learnt via BGP.

The ASBRs located in area 0.0.0.0 in fig. 26.4 would preferably redistribute
the routes learnt via BGP as type 2 external routes.

26.1.1.4 Stub areas and totally stubby areas

In some situations one wish to limit the routing information going into an area to
be limited even further, perhaps due to limited resources on the router. For this
situation, OSPF provides a special area type referred to as a stub area.

As with other OSPF routers, routers inside a stub area will have full routing
information for networks and routers within their own area and summary routes
to destinations in other areas, but need not keep routing information learnt from
external sources (static routes, or routes learnt via other routing protocols such
as RIP, BGP, etc.). In a stub area, routing to networks outside the OSPF domain
is instead based on default routing towards the ABR(s); i.e., the ABR will filter
out all external routing information and instead inject a default route (pointing to
itself) area.

To create a stub area, all routers in the area (ABRs as well as internal routers)
must declare the area as stub. An example is given below.

router
ospf

router-id 192.168.5.11
network 192.168.5.0/24 area 0.0.0.0
network 192.168.11.0/24 area 0.0.0.1
area 0.0.0.1

stub
end

end

To reduce the routing information going into a stub area even further, it is
possible to prohibit summary routes from other areas to go into a stub area.
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This is done by adding the no-summary parameter to the stub command (”stub
no-summary”); this is only needed on the ABR(s) of the stub area.

Such areas are referred to as totally stubby areas.

The cost of the default route being injected into the stub area is by default
set to ”1”. The cost value can be configured via the ”default-cost” command
within the area context.

The backbone area cannot be configured as a stub area.

26.1.1.5 Not so stubby areas (NSSAs)

In a stub area, no router can redistribute routing information learnt from exter-
nal sources (static routes, BGP, etc.). That is, a stub area cannot contain an
autonomous system border router (ASBR).

If you wish to have an ASBR in an area, but limit the amount of routing infor-
mation to keep track of as in a stub area, OSPF provides an area type known as
not so stubby area (NSSA).

Fig. 26.4 demonstrates a case where NSSAs can be a useful choice. Here we
assume that area 0.0.0.1 and area 0.0.0.2 are preferably defined as stub areas
to avoid that BGP routes (redistributed by the ASBRs in the backbone area) are
propagated into those areas. But area 0.0.0.2 includes a router connected to a
local RIP network. By defining area 0.0.0.2 as a NSSA, the RIP routes can be re-
distributed into the OSPF network.

NSSA are created in the same way as a stub area (see section 26.1.1.4). All
routers in the area must declare the area as NSSA. An example is given below.

router
ospf

router-id 192.168.5.12
network 192.168.5.0/24 area 0.0.0.0
network 192.168.16.0/24 area 0.0.0.2
area 0.0.0.2

nssa
end

end

As with stub areas, NSSAs are able to prohibit inter-area routing information to
be distributed inside the area (use ”nssa no-summary” on the ABRs of the area).
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Figure 26.4: Topology where NSSA areas are useful.

Such areas are called NSSA totally stub areas.

The backbone area cannot be configured as a NSSA area.

© 2012 Westermo Teleindustri AB 459

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

26.1.1.6 Additional Area Specific Settings

ABRs are able to filter and to aggregate routing information before distribut-
ing it into another area. This is managed using the ”range <NETWORK/LEN>
[not-advertise]” command.

� Route filtering: With the ”not-advertise” keyword, any route matching the
given range will be filtered out when distributing routing information outside
a certain area.

� Route summarisation: Without the ”not-advertise” keyword, all routes
matching the given range will be summarised (aggregated) as a single des-
tination (of given network and prefix length) outside of a certain area.

Below is and example where an ABR will filter out routes in 192.168.16.0/20 when
distributing routes from area 0.0.0.2. Similarly, all routes inside area 0.0.0.2
matching 172.16.0.0/16 will be summarised to single route, when distributing
routes from area 0.0.0.2.

router
ospf

router-id 192.168.5.12
network 192.168.5.0/24 area 0.0.0.0
network 192.168.16.0/24 area 0.0.0.2
network 192.168.19.0/24 area 0.0.0.2
area 0.0.0.2

range 192.168.16.0/20 not-advertise
range 172.16.0.0/16

end
end

26.1.1.7 Passive Interfaces

In some situations you may wish to include a router’s subnets as part of the
OSPF routing domain without running OSPF on the associated network interface.
To accomplish this the network should be defined in the router ospf context (as
usual), and the related interface should be declared as passive in the interface
ospf context. Below is an example where network 192.168.33.0/24 should be
included in the OSPF domain, but where the associated interface (vlan100) is
declared as passive.
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iface vlan100 inet static
...
... Skipping lines
...
address 192.168.33.1/24
ospf

passive
end

end

router
ospf

router-id 192.168.15.1
network 192.168.15.0/24 area 0.0.0.0
network 192.168.33.0/24 area 0.0.0.0
end

end

By default, OSPF will run on all interfaces which have an associated network
declared as an OSPF network. If OSPF should not run on such an interface, that
interface should be declared as passive, as described above. However, WeOS
is able to support use cases where the interfaces should be passive by default.
The parameters controlling the behaviour are the ”passive-interface” setting
in router ospf context, and the ”passive” setting in the interface ospf context.

� passive-interface: Use the ”[no] passive-interface” setting in router
ospf context to control whether interfaces should be passive in OSPF by
default or not. Default setting: Active (”no passive-interface”)

� passive: Use the ”[no] passive [auto]” setting in interface ospf context
to control whether a specific interface should be passive (”passive”), ac-
tive (”no passive”), or to automatically follow (”passive auto”) the global
OSPF setting declared by the ”[no] passive-interface” setting in router
ospf context. Default: Auto (”passive auto”)

Below is an example, with the same result as above, where interfaces are pas-
sive in OSPF by default.

iface vlan110 inet static
...
... Skipping lines
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...
address 192.168.15.1/24
ospf

no passive
end

end

router
ospf

router-id 192.168.15.1
passive-interface
network 192.168.15.0/24 area 0.0.0.0
network 192.168.33.0/24 area 0.0.0.0
end

end

26.1.1.8 OSPF security

If an ”external” OSPF router happens to connect to your network (maliciously or
by mistake) the routing inside your domain can be affected severely. E.g., if that
router injects a default route into the OSPF domain, all traffic supposed to go to
your Internet gateway may instead be routed towards this ”foreign” router.

To avoid that this happens, it is good practise to enable authentication of all
OSPF messages inside your network. WeOS provides to forms of authentication
of OSPF messages:

� Plain: Plain text authentication will protect against the situation when care-
less users attach an OSPF router to your network by mistake. However,
since the password is sent in plain text inside the OSPF messages, it does
not prohibit a deliberate attacker to inject routing information into your net-
work. Plain text secrets are text strings of 4-8 characters.

� MD5: With MD5 authentication each OSPF message will include a crypto-
graphic checksum, i.e., message authentication code (MAC), based on a se-
cret only known by the system administrator. MD5 secrets are text strings
of 4-16 characters.

Authentication of OSPF messages is configured per network interface, and is
disabled by default.
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Use of MD5 authentication is recommended. When using MD5 authentication,
an associated key identifier must be specified. The purpose of the key identifier
is to enable use of multiple MD5 keys in parallel when performing key roll-over.
However, as of WeOS version v4.8.0 only a single OSPF secret per interface is
supported.

Warning: Configuring OSPF authentication remotely in an opera-
tional network can be dangerous, since the communication towards
that router can be broken if the neighbour routers do not yet have
the corresponding authentication configuration. In this case it is good
practice to always have a redundant routing path to the router you are
configuring.

If the you end up in the situation where you can no longer reach a
router due to a change in OSPF authentication configuration, you may
be able to solve the situation by first logging into a ”neighbour” of the
”unreachable router”, and from that router use SSH (see section 7.3.16)
to login to the ”unreachable router”, and then update the configuration
appropriately.

26.1.1.9 Finding OSPF Neighbours

OSPF routers will periodically transmit OSPF Hello messages, and routers can
thereby discover new neighbour routers, and also detect if a neighbour router is
down. There two parameter settings related to the OSPF hello messages. These
settings are configured per interface.

� Hello-interval: The interval (in seconds) at which this router is transmitting
Hello messages. Default: 10 seconds

� Dead-interval: The interval (in seconds) after which a neighbour router is
considered down if no Hello message from that router is received4. Default:
40 seconds

Note: All routers attached to a link must have identical ”hello-interval”
and ”dead-interval” settings. That is, an OSPF router will only accept

4If the interface towards that neighbour goes down (e.g., if (all) the Ethernet port(s) associated
with that interface goes down), the router will react immediately instead of waiting for the dead-
interval to expire.
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incoming Hello messages with identical hello and dead interval values
as the router itself is using on that interface.

26.1.1.10 Designated OSPF router

In shared networks, such as Ethernets, there may be several routers attached to
the same LAN. Representing a LAN as a full mesh of links between the attached
routers may grow the OSPF database substantially if the number routers is large.
Instead, link state protocols, such as OSPF, treats a shared link as a logical star,
with a virtual node in the middle representing the shared network, see 26.5. The
router which takes the role of network is referred to as the designated router.

a) b)

R1

R4 R5

R2 R3

R2

R5 R4

R3

R1*

R1

(DR)

Figure 26.5: Link state protocols such as OSPF logically represent a shared link
(a) as a star (b). One of the attached routers (here R1), will take the role as
designated router and represent the ”network” in the middle.

The designated router (DR), as well as a backup designated router (BDR), are
elected automatically. If no node has been elected as DR or BDR, the router with
the highest configured DR election priority becomes the DR, using the router-id
as tie-breaker when more than one router has highest priority.

OSPF implements a sticky DR election scheme. Once a router has become DR, it
will keep that role even when a router with higher DR priority comes up. However,
a DR will give up its role if it discovers another router, which also consider itself
to be DR, and if that router has higher priority (with router-id as tie). Such a
situation could occur if a segmented LAN becomes connected.
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26.2 Managing OSPF via the CLI

The table below shows OSPF management features available via the CLI.

Command Default Section
Configure General OSPF Settings
router

[no] ospf Disabled Sec. 26.2.1
[no] router-id <ROUTERID> Auto Sec. 26.2.2
[no] network <NETWORK/LEN> [area <AREAID>] area 0 Sec. 26.2.3
[no] passive-interface Active Sec. 26.2.4
[no] distribute-default [always] Disabled Sec. 26.2.5

[metric-type <1|2>] [metric <0-16777214>]
[no] redistribute connected [metric-type <1|2>] Disabled Sec. 26.2.6

[metric <0-16777214>]
[no] redistribute static [metric-type <1|2>] Disabled Sec. 26.2.6

[metric <0-16777214>]
[no] redistribute rip [metric-type <1|2>] Disabled Sec. 26.2.6

[metric <0-16777214>]

[no] area <AREAID> Sec. 26.2.7
[no] stub [no-summary] Disabled Sec. 26.2.8
[no] nssa [no-summary] Disabled Sec. 26.2.9
[no] default-cost <0-16777215> 0 Sec. 26.2.10
[no] range <NETWORK/LEN> [<advertise| advertise Sec. 26.2.11

not-advertise>]

View General OSPF Settings
router

show ospf Sec. 26.2.12
ospf

show router-id Sec. 26.2.13
show network Sec. 26.2.14
show passive-interface Sec. 26.2.15
show distribute-default Sec. 26.2.16
show redistribute [<connected|static|rip>] Sec. 26.2.17

Continued on next page
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Continued from previous page
Command Default Section

show area [<AREAID>] Sec. 26.2.18
area <AREAID>

show stub Sec. 26.2.19
show nssa Sec. 26.2.20
show default-cost Sec. 26.2.21
show range Sec. 26.2.22

Configure Interface Specific OSPF Settings
interface <IFACE>

[no] ospf Sec. 26.2.23
[no] passive [auto] Auto Sec. 26.2.24
[no] cost <1-65535> 10 Sec. 26.2.25
[no] hello-interval <1-65535> 10 Sec. 26.2.26
[no] dead-interval <1-65535> 40 Sec. 26.2.27
[no] auth <md5 [KEYID] | plain> <SECRET> Disabled Sec. 26.2.28
[no] priority <0-255> 1 Sec. 26.2.29

View Interface Specific OSPF Settings
interface <IFACE>

show ospf Sec. 26.2.30
ospf

show passive Sec. 26.2.31
show cost Sec. 26.2.32
show hello-interval Sec. 26.2.33
show dead-interval Sec. 26.2.34
show auth Sec. 26.2.35
show priority Sec. 26.2.36

View OSPF Status
show ip ospf Sec. 26.2.37
show ip ospf route Sec. 26.2.38
show ip ospf neighbor [<IFACE | detail>] Sec. 26.2.39
show ip ospf database [asbr-summary|external| Sec. 26.2.40

network|router|summary>
Continued on next page
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Continued from previous page
Command Default Section
show ip ospf database max-age Sec. 26.2.40
show ip ospf database self-originate Sec. 26.2.40

26.2.1 Activate OSPF and Manage General OSPF Settings

Syntax [no] ospf

Context Router context

Usage Enter the router OSPF configuration context, and activate OSPF with de-
fault settings if OSPF is not activated already. Instead of running ”ospf”
from the Router context, you can use ”router ospf” directly from the
Global Configuration

Use ”no ospf” to disable OSPF and delete all existing OSPF configuration.

Default values Disabled (no ospf)

Error messages None defined yet.

26.2.2 Configure OSPF Router-ID

Syntax [no] router-id <ROUTER-ID>

Context OSPF context

Usage Set the OSPF router identifier, which must be unique within your OSPF
domain. The router ID is a 32-bit value, and is given in a dotted 1decimal
form <a.b.c.d> (where a-d are numbers in the range 0-255), or as an integer
(0..232 − 1). Commonly the router ID is set equal to one of the router’s IP
addresses.

In Auto mode, the router ID is automatically set to the IP address of one of
the router’s interface (the highest IP address), and stick to that value until
the OSPF process is restarted.

Default values Auto (no router-id)

Error messages None defined yet.
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26.2.3 Enable OSPF on an Interface

Syntax [no] network <NETWORK/LEN> [area <AREAID>

Context OSPF context

Usage Enable OSPF on the router interface with the specified IP subnet (NET-
WORK/LEN), include that IP subnet in the OSPF routing domain, and deter-
mine the associated OSPF area.

The area ID is a 32-bit number, and is entered in dotted decimal form, or as
an integer (0..232 − 1). By default, the backbone area (0.0.0.0) is assumed.

Use ”no network <NETWORK/LEN> [area <AREAID>]” to delete a config-
ured ”network” entry.

Default values Disabled, i.e., no ”network” entries exist when first activating
OSPF (see section 26.2.2).

Error messages None defined yet.

26.2.4 Configure Interface Default Active/Passive Setting

Syntax [no] passive-interface

Context OSPF context

Usage Define whether OSPF should be run on the interfaces defined (implicitly)
via the OSPF ”network” command (see section 26.2.3).

If the setting is ”no passive-interface”, the interfaces associated with
the ”network” command will automatically run OSPF, unless OSPF is explic-
itly disabled on the interface (see the ”passive” command in section 26.2.24).

Similarly, if the setting is ”passive-interface”, the interfaces associated
with the ”network” command will not run OSPF, unless OSPF is explicitly en-
abled on the interface (see the ”no passive” command in section 26.2.24).

Default values Active (”no passive-interface”)

Error messages None defined yet.

26.2.5 Configure Distribution of Default Route into OSPF Domain

Syntax [no] distribute-default [always] [metric-type <1|2>] [metric
<0-16777214>]

468 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Context OSPF context

Usage Inject a default route into the OSPF domain, i.e., announce that this router
can reach network 0.0.0.0/0.

Use the ”always” keyword to make the router always advertise the default
route, regardless if it has one or not. Without the "always" keyword, it will
only advertise if it has one.

Default values Disabled (”no distribute-default”)

Error messages None defined yet.

26.2.6 Configure Redistribution of External Route Information
into OSPF Domain

Syntax [no] redistribute <connected|static|rip> [metric-type <1|2>]
[metric <0-16777214>]

Context OSPF context

Usage Import external routing information into the OSPF domain. Redistribution
of connected routes, static routes, and routes learnt via RIP is handled inde-
pendently, e.g., use ”redistribute rip” to import routes learnt via RIP.

Use ”no redistribute” to remove all redistribution, and ”no redistribute
rip” to remove redistribution of routes learnt via RIP, etc.

Default values Disabled (”no redistribute”)

Error messages None defined yet.

26.2.7 Manage area specific settings

Syntax [no] area <AREAID>

Context OSPF context

Usage Enter the area context of the specified AREAID to configure area specific
settings, such as area type (regular, stub, nssa), inter-area route summari-
sation, etc.

Use ”no area <AREAID>” to remove specific for a single area, and ”no
area” to remove specific settings for all areas.

Default values Disabled (”no area”)

Error messages None defined yet.
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26.2.8 Configure an Area as Stub

Syntax [no] stub [no-summary]

Context OSPF Area context

Usage Configure an area as a stub area. To create a stub area, all routers in
the area (ABRs as well as internal routers) must declare the area as stub.

To configure the area as a totally stubby area, all ABRs in the area should
add the no-summary parameter to the stub command (”stub no-summary”.

Use ”no stub” to let a stub (or nssa) area become a regular area.

Default values Disabled (i.e., areas are ”regular” OSPF areas by default)

Error messages None defined yet.

26.2.9 Configure an Area as NSSA

Syntax [no] nssa [no-summary]

Context OSPF Area context

Usage Configure an area as a nssa area. To create a nssa area, all routers in
the area (ABRs as well as internal routers) must declare the area as nssa.

To configure the area as a NSSA totally stub area, all ABRs in the area should
add the no-summary parameter to the nssa command (”nssa no-summary”.

Use ”no nssa” to let a nssa (or stub) area become a regular area.

Default values Disabled (i.e., areas are ”regular” OSPF areas by default)

Error messages None defined yet.

26.2.10 Configure default route cost in stub and NSSA areas

Syntax [no] default-cost

Context OSPF Area context

Usage Configure the cost of the default route injected into a stub area. This
setting only applies to the ABRs of a stub or NSSA area.

Use ”no default-cost” to use the default value for the default cost setting.

Default values ”default-cost 0”

Error messages None defined yet.
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26.2.11 Configure inter-area route summarisation and filtering

Syntax [no] range <NETWORK/LEN> [<advertise|not-advertise]

Context OSPF Area context

Usage Configure inter-area route summarisation or route filtering.

Use the ”range <NETWORK/LEN>” (”range <NETWORK/LEN> advertise” is
equivalent) to aggregate routes (within this area) matching the specified
<NETWORK/LEN> range, before distributing the routes outside this area.
That is, all routes within this range are summarised as a single route, when
advertised outside this area.

Use the ”range <NETWORK/LEN> not-advertise” to prohibit routes (within
this area) matching the specified <NETWORK/LEN> range, to be distributed
outside this area. That is, routes within this range are filtered.

Use ”no range <NETWORK/LEN>” to remove a specific summary/filter set-
ting, or ”no range” to remove all summary/filter settings for this area.

Default values Disabled

Error messages None defined yet.

26.2.12 Show All General OSPF Settings

Syntax show ospf

Context Router context. Also available as ”show” command within the OSPF
context.

Usage Show a summary of all general OSPF settings.

Default values Not applicable

26.2.13 Show OSPF Router-ID Setting

Syntax show router-id

Context OSPF context.

Usage Show the router-ID setting.

Default values Not applicable
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26.2.14 Show OSPF Network Settings

Syntax show network

Context OSPF context.

Usage Show the OSPF network settings.

Default values Not applicable

26.2.15 Show OSPF Passive Default Settings

Syntax show passive-interface

Context OSPF context.

Usage Show the default behaviour of OSPF interfaces (passive or active).

Default values Not applicable

26.2.16 Show OSPF Distribute Default Route Setting

Syntax show distribute-default

Context OSPF context.

Usage Show the whether this router is configured to inject a default route into
the OSPF domain.

Default values Not applicable

26.2.17 Show OSPF Redistribute Settings

Syntax show redistribute [<connected|static|rip>]

Context OSPF context.

Usage Show the OSPF redistribution settings. Use”show redistribute” to show
all redistribution settings, ore”show redistribute connected”, etc., to show
redistribute settings for specific types of redistribution.

Default values Not applicable

472 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

26.2.18 Show Summary of Area Specific Settings

Syntax show area [<AREAID>]>]

Context OSPF context. (Also available as ”show” command within the OSPF
Area context.)

Usage Show a summary of area specific settings. Use ”show area” to show
settings for all areas, and ”show area <AREAID>” to show settings for a
specific area.

Default values All areas (if no AREAID is specified, area specific settings for all
areas will be displayed.)

26.2.19 Show Stub Area Settings

Syntax show stub

Context OSPF Area context.

Usage Show whether this area is configured as stub or not. If this is a stub area,
it will show whether the ”no-summary” keyword is set or not, i.e., if it is a
totally stubby area or just a stub area.

Default values Not applicable.

26.2.20 Show NSSA Area Settings

Syntax show nssa

Context OSPF Area context.

Usage Show whether this area is configured as NSSA or not. If this is a NSSA
area, it will show whether the ”no-summary” keyword is set or not, i.e., if it
is a NSSA totally stub area or just a NSSA area.

Default values Not applicable.

26.2.21 Show Stub/NSSA Default Cost Setting

Syntax show default-cost

Context OSPF Area context.
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Usage Show the setting of the default-cost, i.e., the cost of the default route
injected by ABRs into a stub or NSSA area.

Default values Not applicable.

26.2.22 Show Area Summarise and Filtering Settings

Syntax show range

Context OSPF Area context.

Usage Show configured route summarisation and route filtering settings for this
area.

Default values Not applicable.

26.2.23 Manage Interface Specific OSPF Settings

Syntax [no] ospf

Context Interface context

Usage Enter the Interface OSPF configuration context, i.e., the context where
Interface specific OSPF settings are configured.

Use ”no ospf” to remove any specific OSPF settings for this interface. .

Default values Disabled (i.e., no interface specific OSPF settings)

Error messages None defined yet.

26.2.24 Configure Interface OSPF Passive Settings

Syntax [no] passive [auto]

Context Interface OSPF context

Usage Control whether a specific interface should be passive (”passive”), ac-
tive (”no passive”), or to automatically follow (”passive auto”) the global
OSPF setting declared by the ”[no] passive-interface” setting in router
ospf context (see section 26.2.4).

Default values Auto (”passive auto”)

Error messages None defined yet.
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26.2.25 Configure Interface OSPF Cost Settings

Syntax [no] cost <1-65535>

Context Interface OSPF context

Usage Configure interface OSPF cost.

Use ”no cost” to return to the default setting.

Note: As of WeOS v4.8.0 only static configuration of the interface
OSPF cost setting is available. Support to let the cost automatically
depend on the interface data rate is planned, but not yet imple-
mented.

Default values 10 (this may be subject to change in later versions of WeOS.

Error messages None defined yet.

26.2.26 Configure Interface OSPF Hello Interval Settings

Syntax [no] hello-interval <1-65535>

Context Interface OSPF context

Usage Configure OSPF hello interval (in seconds) for this interface.

Use ”no hello-interval” to return to the default setting.

Note: The hello interval setting must be the same on neighbour
routers.

Default values 10 (seconds)

Error messages None defined yet.

26.2.27 Configure Interface OSPF Dead Interval Settings

Syntax [no] dead-interval <1-65535>

Context Interface OSPF context
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Usage Configure OSPF dead interval (in seconds) for this interface.

Use ”no dead-interval” to return to the default setting.

Note: The dead interval setting must be the same on neighbour
routers.

Default values 40 (seconds)

Error messages None defined yet.

26.2.28 Configure Authentication of OSPF Messages

Syntax [no] auth <md5 [KEYID] | plain> <SECRET>

Context Interface OSPF context

Usage Configure authentication of OSPF messages on this interface. Two au-
thentication methods are available:

� MD5: Use ”auth md5 <KEYID> <SECRET>” to use a MD5 cryptographic
authentication. MD5 secrets are text strings of 8-16 characters. A key
identifier (0-255) is associated with MD5 keys. (Both the secret and the
key identifier must be the same on neighbour routers.)

� Plain: Use ”auth plain <SECRET>” to use a clear-text password as au-
thentication. Plain text secrets are text strings of 4-8 characters. (The
secret must be the same on neighbour routers.)

Use ”no auth” to disable authentication of OSPF messages on this inter-
face.

Default values Disabled

Error messages None defined yet.

26.2.29 Configure OSPF Designated Router Priority

Syntax [no] priority <0-255>

Context Interface OSPF context
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Usage Configure the OSPF designated router priority, which affects the chance
to become designated router on a broadcast network. A higher value in-
creases the chance to become designated router.

Use ”priority 0” to state that this router is not eligible as designated
router on this interface/”IP subnet”.

Use ”no priority” to return to the default setting.

Default values 1 (”priority 1”)

Error messages None defined yet.

26.2.30 Show Summary of Interface OSPF Settings

Syntax show ospf

Context Interface context. (Also available as ”show” command within the Inter-
face OSPF context.)

Usage Show a summary of OSPF settings for this interface.

Default values Not applicable

26.2.31 Show Passive Interface Setting

Syntax show passive

Context Interface OSPF context.

Usage Show the OSPF passive interface setting (passive, active or ”auto”) for
this interface.

Default values Not applicable

26.2.32 Show Interface OSPF Cost Setting

Syntax show passive

Context Interface OSPF context.

Usage Show OSPF cost setting for this interface.

Default values Not applicable
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26.2.33 Show Interface OSPF Hello Interval Setting

Syntax show hello-interval

Context Interface OSPF context.

Usage Show the OSPF hello interval setting for this interface.

Default values Not applicable

26.2.34 Show Interface OSPF Dead Interval Setting

Syntax show dead-interval

Context Interface OSPF context.

Usage Show the OSPF dead interval setting for this interface.

Default values Not applicable

26.2.35 Show Interface OSPF Authentication Setting

Syntax show auth

Context Interface OSPF context.

Usage Show the OSPF authentication setting for this interface.

Default values Not applicable

26.2.36 Show Interface OSPF DR Priority Setting

Syntax show auth

Context Interface OSPF context.

Usage Show the OSPF designated router election priority setting for this inter-
face.

Default values Not applicable
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26.2.37 Show General OSPF Status

Syntax show ip ospf

Context Admin Exec context.

Usage Show general OSPF status information.

Default values Not applicable

26.2.38 Show OSPF Routes

Syntax show ip ospf route

Context Admin Exec context.

Usage Show the current least-cost routes learnt via OSPF. See also the com-
mand ”show ip route” (section 23.4.28), which displays the full forward-
ing/routing table.

Default values Not applicable

26.2.39 Show OSPF Neighbours

Syntax show ip ospf neighbor [<IFACE | detail>]

Context Admin Exec context.

Usage Show current list of OSPF neighbours. Use ”show ip ospf neighbor
IFACE” to list OSPF neighbours for a specific interface, or the keyword ”detail”
to receive a more detailed listing.

Default values By default, neighbours on all interfaces are listed.

26.2.40 Show OSPF Database

Syntax
show ip ospf database [asbr-summary|external|network|router|summary>],
show ip ospf database max-age,
show ip ospf database self-originate

Context Admin Exec context.

Usage Use ”show ip ospf database” to list the current OSPF database. Vari-
ous keywords can be added to view specific parts of the database.
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Default values By default, the full database is listed.
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Chapter 27

Dynamic Routing with RIP

This chapter describes WeOS support for the Routing Information Protocol (RIP.)
WeOS supports dynamic routing via RIP version 1 (RIPv1) and version 2 (RIPv2).

RIP is relatively simple to setup, but does not handle topology changes as rapidly
as the OSPF dynamic routing protocol (support for OSPF is described in chap-
ter 26). Therefore, OSPF is generally preferred over RIP when it is possible to
select dynamic routing protocol.

27.1 Overview of RIP Features

Feature CLI General Description
RIP version X Sec. 27.1.1
RIP Networks/Interfaces X –”–
RIP Neighbour X –”–
Redistribution (static, connected, OSPF) X Sec. 27.1.2
Distribute Default Route X –”–
Authentication (MD5, plain) X Sec. 27.1.3
Passive interface X Sec. 27.1.4

Table 27.1: Summary of RIP features.

27.1.1 Introduction to RIP

RIP is an example of a distance vector routing protocol, and historically it has
been one of the most widely used intra-domain unicast routing protocol within
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the Internet.
RIP is quite simple to configure; commonly you only have to enable RIP and

define which interfaces to run RIP on. The router will automatically discover its
neighbours and start to exchange routing information.

R1

10.0.2.0/24 10.0.3.0/24

10.0.1.0/24

.1 .2

.3

.2 .2

.1.1

Figure 27.1: A router (R1) connected to other routers via three interfaces.

To enable RIP on all interfaces on R1 in fig. 27.1, configuration shown below
would suffice.

router
rip

network 10.0.1.0/24
network 10.0.2.0/24
network 10.0.3.0/24
end

end

The command ”network 10.0.1.0/24” will enable RIP on all interfaces in-
cluded within the given range; in this example it states that RIP should be ac-
tivated on the ”upper interface” (i.e., the interface with address 10.0.1.3/24). It
is also possible to specify the interfaces explicitly; assuming the three interfaces
of R1 are called vlan1, vlan2, and vlan3, the following configuration would give
the same result:
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router
rip

network vlan1
network vlan2
network vlan3
end

end

Both RIPv1[6] and RIPv2[13] are supported, and RIPv2 is used by default when
RIP is enabled. The major difference between RIPv1 and RIPv2 is that RIPv2
supports flexible subnet masks (CIDR - classless inter-domain routing), while
RIPv1 assumes that IP subnet masks follow the (deprecated) classful addressing
scheme (class A, B and C). In addition, RIPv2 supports message authentication
(section 27.1.3, and can therefore offer protection in situations when ”foreign RIP
routers” are connected (by mistake or as a deliberate attack) to a network and
inject RIP routing messages. Thus, use of RIPv2 is preferred over RIPv1, except
for cases where legacy equipment require the use of RIPv1.

RIPv2 routers exchange routing information using IP multicast (IP address 224.0.0.9)1.
In case a neighbour router is unable to handle IP multicast, the ”neighbor” com-
mand enables the exchange of RIP messages using regular IP unicast.

27.1.2 Redistribution and Injection of Default Route

It is possible to redistribute routing information learnt externally (OSPF, con-
nected routes or static routes) inside the RIP routing domain, using the ”redistribute”
command.

You can also let a RIP router inject a default route (0.0.0.0/0) into your RIP
domain, using the ”distribute-default”.

27.1.3 Authentication

To avoid that false routing information is injected into your network (deliberately
or by mistake) it is possible to authenticate RIPv2 messages. Two authentication
alternatives are available:

� Plain: Plain text authentication will protect against the situation when care-
less users attach a RIP router to your network by mistake. However, since

1While RIPv2 use IP multicast, RIPv1 exchange routing information using broadcast.
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the password is sent in plain text inside the RIP messages, it does not pro-
hibit a deliberate attacker to inject routing information into your network.
Plain text secrets are text strings of 4-16 characters.

� MD5: With MD5 authentication each RIP message will include a crypto-
graphic checksum, i.e., message authentication code (MAC), based on a
secret only known by the system administrator. MD5 secrets are text strings
of 4-32 characters.

Authentication of RIP messages is configured per network interface, and is dis-
abled by default.

Use of MD5 authentication is recommended. When using MD5 authentication,
an associated key identifier must be specified. The purpose of the key identifier
is to enable use of multiple MD5 keys in parallel when performing key roll-over.
However, as of WeOS version v4.8.0 only a single RIP secret per interface is
supported.

27.1.4 Passive interface

In some situations you may wish to include a router’s subnets as part of the RIP
routing domain without running RIP on the associated network interface. To ac-
complish this the network should be defined in the router rip context (as usual),
and the related interface should be declared as passive in the interface rip con-
text. Below is an example where network 10.0.3.0/24 should be included in the
RIP domain, but where the associated interface (vlan3) is declared as passive.

iface vlan3 inet static
...
... Skipping lines
...
address 10.0.3.1/24
rip

passive
end

end

router
rip

network 10.0.1.0/24
network 10.0.2.0/24
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network 10.0.3.0/24
end

end

By default, RIP will run on all interfaces which have an associated network de-
clared as a RIP network. If RIP should not run on such an interface, that interface
should be declared as passive, as described above. However, WeOS is able to
support use cases where the interfaces should be passive by default. The param-
eters controlling the behaviour are the ”passive-interface” setting in router
rip context, and the ”passive” setting in the interface rip context.

� passive-interface: Use the ”[no] passive-interface” setting in router rip
context to control whether interfaces should be passive in RIP by default or
not. Default setting: Active (”no passive-interface”)

� passive: Use the ”[no] passive [auto]” setting in interface rip context to
control whether a specific interface should be passive (”passive”), active
(”no passive”), or to automatically follow (”passive auto”) the global RIP
setting declared by the ”[no] passive-interface” setting in router rip
context. Default: Auto (”passive auto”)

Below is an example, with the same result as above, where interfaces are pas-
sive in RIP by default.

iface vlan1 inet static
...
... Skipping lines
...
address 10.0.1.3/24
rip

no passive
end

end

iface vlan2 inet static
...
... Skipping lines
...
address 10.0.2.1/24
rip

no passive
end
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end

router
rip

passive-interface
network 10.0.1.0/24
network 10.0.2.0/24
network 10.0.3.0/24
end

end
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27.2 Managing RIP via the CLI

The table below shows RIP management features available via the CLI.

Command Default Section
Configure General RIP Settings
router

[no] rip Disabled Sec. 27.2.1
[no] version <1|2> version 2 Sec. 27.2.2
[no] timers [update <SEC>] update 30 Sec. 27.2.3

[invalid <SEC>] invalid 180
[flush <SEC>] flush 240

[no] network <NETWORK | IFACE> Sec. 27.2.4
[no] neighbor <ADDRESSLIST> Sec. 27.2.5
[no] passive-interface Active Sec. 27.2.6
[no] distribute-default Disabled Sec. 27.2.7
[no] redistribute connected Disabled Sec. 27.2.8
[no] redistribute static Disabled Sec. 27.2.8
[no] redistribute ospf Disabled Sec. 27.2.8

View General RIP Settings
router

show rip Sec. 27.2.9
rip

show version Sec. 27.2.10
show timers Sec. 27.2.11
show network Sec. 27.2.12
show neighbor Sec. 27.2.13
show passive-interface Sec. 27.2.14
show distribute-default Sec. 27.2.12
show redistribute [<connected|static|ospf>] Sec. 27.2.16

Configure Interface Specific RIP Settings
interface <IFACE>

[no] rip Sec. 27.2.17
[no] passive [auto] Auto Sec. 27.2.18

Continued on next page
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Continued from previous page
Command Default Section

[no] split-horizon [poisoned-reverse] Enabled Sec. 27.2.19
[no] send-version <1,2> Auto Sec. 27.2.20
[no] receive-version <1,2> Auto Sec. 27.2.21
[no] auth <md5 [keyid] | plain> <SECRET> Disabled Sec. 27.2.22

View Interface Specific RIP Settings
interface <IFACE>

show rip Sec. 27.2.23
rip Sec. 27.2.23

show passive Sec. 27.2.24
show split-horizon Sec. 27.2.25
show send-version Sec. 27.2.26
show receive-version Sec. 27.2.27
show auth Sec. 27.2.28

View RIP Status
show ip rip Sec. 27.2.29

27.2.1 Activate RIP and Manage General RIP Settings

Syntax [no] rip

Context Router context

Usage Enter the router RIP configuration context, and activate RIP with default
settings if RIP is not activated already. Instead of running ”rip” from the
Router context, you can use ”router rip” directly from the Global Config-
uration

Use ”no rip” to disable RIP and delete all existing RIP configuration.

Default values Disabled (no rip)

Error messages None defined yet.
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27.2.2 Configure Default RIP Version

Syntax [no] version <1|2>

Context RIP context

Usage Select what RIP version (1 or 2) to use by default, both with respect to
sending and receiving of RIP messages. The setting can be overridden per
interface using the ”receive-version” (section 27.2.21) and ”send-version”
(section 27.2.21) respectively.

Use ”no version” to return to the default setting.

Default values RIPv2 (version 2)

Error messages None defined yet.

27.2.3 Configure RIP Protocol Timers

Syntax [no] timers [update <SEC>] [invalid <SEC>] [flush <SEC>]

Context RIP context

Usage Several timers of the RIP protocol can be changed using the timers com-
mand. All timers take a value between <5-2147483647> seconds.

� The update timer controls the interval between sending unsolicited Re-
sponse Messages to all neighboring routers.

� The invalid timer controls the time before a route is expired and re-
moved from the kernel routing table. It is kept for ƒ sh − nd sec-
onds in the internal RIP routing table to notify neighbors that a route
has been dropped.

� The flush timer should be longer than the invalid timer. It controls the
time when a route is finally cleared from the routing table.

Important All routers should have the same timings setup.

Default values Use ”no timers” to return to the default timers:

update 30 sec

invalid 180 sec

flush 240 sec
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Example: timers update 5 invalid 15 flush 30

This sends out updates every five seconds, invalidates a route if a router is
not heard from in 15 seconds and flushes the route after an additional 15
seconds.

Error messages None defined yet.

27.2.4 Enable RIP on an Interface

Syntax [no] network <NETWORK/LEN | IFACE>

Context RIP context

Usage Enable RIP on the specified router interface. The interface can be speci-
fied either explicitly (”network <IFACE>”) or implicitly giving the IP subnet
associated with the interface (”network <NETWORK/LEN>”).

Use ”no network <IFACE>” and ”no network <NETWORK/LEN>” to remove
an existing ”network” entry.

Default values Disabled, i.e., when first activating RIP (section 27.2.1, RIP will
not be enabled on any interface.

Error messages None defined yet.

27.2.5 Configure Unicast Neighbor

Syntax [no] neighbor <ADDRESSLIST>

Context RIP context

Usage Configure one or more RIP neighbor routers explicitly. This is useful in
case the neighbor router is unable to handle IP multicast. An ”ADDRESSLIST”
is a comma-separated list of IPv4 address, e.g, ”neighbor 192.168.1.1,192.168.3.2”.
Calling the ”neighbor” command twice (with arguments ”192.168.1.1” and
”192.168.3.2” respectively) would be equivalent.

Use ”no neighbor” to remove all configured neighbours, and ”no neighbor
<ADDRESSLIST>” to remove a specific neighbour settings.

Default values Disabled (No neighbours defined)

Error messages None defined yet.
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27.2.6 Configure Interface Default Active/Passive Setting

Syntax [no] passive-interface

Context RIP context

Usage Define whether RIP should be run on the interfaces defined (implicitly)
via the RIP ”network” command (see section 27.2.4).

If the setting is ”no passive-interface”, the interfaces associated with
the ”network” command will automatically run RIP, unless RIP is explicitly
disabled on the interface (see the ”passive” command in section 27.2.18).

Similarly, if the setting is ”passive-interface”, the interfaces associated
with the ”network” command will not run RIP, unless RIP is explicitly en-
abled on the interface (see the ”no passive” command in section 27.2.18).

Default values Active (”no passive-interface”)

Error messages None defined yet.

27.2.7 Configure Distribution of Default Route into RIP Domain

Syntax [no] distribute-default

Context RIP context

Usage Inject a default route into the RIP domain, i.e., announce that this router
can reach network 0.0.0.0/0.

Use ”[no distribute-default” to stop this router from injecting a default
route into the RIP domain.

Default values Disabled (”no distribute-default”)

Error messages None defined yet.

27.2.8 Configure Redistribution of External Route Information
into RIP Domain

Syntax [no] redistribute <connected|static|ospf>

Context RIP context
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Usage Import external routing information into the RIP domain. Redistribution
of connected routes, static routes, and routes learnt via OSPF is handled
independently, e.g., use ”redistribute ospf” to import routes learnt via
OSPF.

Use ”no redistribute” to remove all redistribution, and ”no redistribute
ospf” to remove redistribution of routes learnt via OSPF, etc.

Default values Disabled (”no redistribute”)

Error messages None defined yet.

27.2.9 Show All General RIP Settings

Syntax show rip

Context Router context. Also available as ”show” command within the RIP con-
text.

Usage Show a summary of all general RIP settings.

Default values Not applicable

27.2.10 Show Default RIP Version Setting

Syntax show version

Context RIP context.

Usage Show the default RIP version setting.

Default values Not applicable

27.2.11 Show RIP Timer Settings

Syntax show timers

Context RIP context.

Usage Show the RIP protocol timers.

Default values Not applicable

492 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

27.2.12 Show RIP Network Settings

Syntax show network

Context RIP context.

Usage Show the RIP network settings, i.e., which interfaces/subnets that are
included in the RIP routing domain.

Default values Not applicable

27.2.13 Show Configured RIP Unicast Neighbours

Syntax show neighbor

Context RIP context.

Usage Show the configured RIP Unicast Neighbours. active).

Default values Not applicable

27.2.14 Show RIP Passive Default Settings

Syntax show passive-interface

Context RIP context.

Usage Show the default behaviour of RIP interfaces (passive or active).

Default values Not applicable

27.2.15 Show RIP Distribute Default Route Setting

Syntax show distribute-default

Context RIP context.

Usage Show the whether this router is configured to inject a default route into
the RIP domain.

Default values Not applicable
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27.2.16 Show RIP Redistribute Settings

Syntax show redistribute [<connected|static|rip>]

Context RIP context.

Usage Show the RIP redistribution settings. Use ”show redistribute” to show
all redistribution settings, or ”show redistribute connected”, etc., to show
redistribute settings for specific types of redistribution.

Default values Not applicable

27.2.17 Manage Interface Specific RIP Settings

Syntax [no] rip

Context Interface context

Usage Enter the Interface RIP configuration context, i.e., the context where In-
terface specific RIP settings are configured.

Use ”no rip” to remove any specific RIP settings for this interface. .

Default values Disabled (i.e., no interface specific RIP settings)

Error messages None defined yet.

27.2.18 Configure Interface RIP Passive Settings

Syntax [no] passive [auto]

Context Interface RIP context

Usage Control whether a specific interface should be passive (”passive”), ac-
tive (”no passive”), or to automatically follow (”passive auto”) the global
RIP setting declared by the ”[no] passive-interface” setting in router rip
context (see section 27.2.6).

Default values Auto (”passive auto”)

Error messages None defined yet.
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27.2.19 Configure Split Horizon Setting

Syntax [no] split-horizon [poisoned-reverse]

Context Interface RIP context

Usage Enable or disable split horizon on this interface, with optional poison re-
verse. Split horizon is a RIP mechanism to mitigate the counting to infinity
issue appearing in distance vector protocols such as RIP. Poisoned reverse
is a variant where the router actively advertises routes as unreachable over
the interface which they were learned. The effect of such an announcement
is to immediately remove most looping routes before they can propagate
through the network.

Default values Enabled (”split-horizon”), with poison reverse disabled.

Error messages None defined yet.

27.2.20 Configure RIP Version for Sending on this Interface

Syntax [no] send-version <1,2>

Context Interface RIP context

Usage Control whether this interface should use the global RIP version set-
ting (section 27.2.2) when sending RIP messages on this interface (”no
send-version”), or to override the global setting by sending RIPv1 (”send-version
1”), RIPv2 (”send-version 2”), or both RIPv1 and RIPv2 (”send-version
1,2”).

Use ”no send-version” to remove override settings and return to auto
setting. (Override can also be removed for individual versions, e.g., ”no
send-version 1” to remove version 1 as override setting.)

Default values Auto (”no send-version”)

Error messages None defined yet.

27.2.21 Configure RIP Version for Receiving on this Interface

Syntax [no] receive-version <1,2>

Context Interface RIP context

© 2012 Westermo Teleindustri AB 495

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Usage Control whether this interface should use the global RIP version set-
ting (section 27.2.2) when accepting incoming RIP messages on this inter-
face (”no receive-version”), or to override the global setting by accept-
ing RIPv1 (”receive-version 1”), RIPv2 (”receive-version 2”), or both
RIPv1 and RIPv2 (”receive-version 1,2”).

Use ”no receive-version” to remove override settings and return to auto
setting. (Override can also be removed for individual versions, e.g., ”no
receive-version 1” to remove version 1 as override setting.)

Default values Auto (”no receive-version”)

Error messages None defined yet.

27.2.22 Configure Authentication of RIP Messages

Syntax [no] auth <md5 [KEYID] | plain> <SECRET>

Context Interface RIP context

Usage Configure authentication of RIP messages on this interface. Two authen-
tication methods are available:

� MD5: Use ”auth md5 <KEYID> <SECRET>” to use a MD5 cryptographic
authentication. MD5 secrets are text strings of 4-32 characters. A key
identifier (0-255) is associated with MD5 keys. (Both the secret and the
key identifier must be the same on neighbour routers.)

� Plain: Use ”auth plain <SECRET>” to use a clear-text password as au-
thentication. Plain text secrets are text strings of 4-16 characters. (The
secret must be the same on neighbour routers.)

Use ”no auth” to disable authentication of RIP messages on this interface.

Default values Disabled

Error messages None defined yet.

27.2.23 Show Summary of Interface RIP Settings

Syntax show rip

Context Interface context. (Also available as ”show” command within the Inter-
face RIP context.)

496 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Usage Show a summary of RIP settings for this interface.

Default values Not applicable

27.2.24 Show Passive Interface Setting

Syntax show passive

Context Interface RIP context.

Usage Show the RIP passive interface setting (passive, active or ”auto”) for this
interface.

Default values Not applicable

27.2.25 Show Split Horizon Setting

Syntax show split-horizon

Context Interface RIP context.

Usage Show whether split horizon is enabled on this interface or not. If the
optional poisoned reverse setting is enabled, that is also stated.

Default values Not applicable

27.2.26 Show Send Version Override Setting

Syntax show send-version

Context Interface RIP context.

Usage Show RIP version override settings when sending RIP messages on this
interface.

Default values Not applicable

27.2.27 Show Receive Version Override Setting

Syntax show receive-version

Context Interface RIP context.
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Usage Show RIP version override settings when accepting incoming RIP mes-
sages on this interface.

Default values Not applicable

27.2.28 Show Interface RIP Authentication Setting

Syntax show auth

Context Interface RIP context.

Usage Show the RIP authentication setting for this interface.

Default values Not applicable

27.2.29 Show RIP Status Information

Syntax show ip rip (or simply ”show rip”)

Context Admin Exec context.

Usage Show RIP status information, e.g., active interfaces, discovered RIP neigh-
bours, etc.

Default values Not applicable
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Chapter 28

Virtual Router Redundancy
(VRRP)

This chapter describes WeOS support for the Virtual Router Redundancy Protocol
(VRRP)[12]. VRRP is a standard protocol to enable redundancy between a host
and its router, in case the router goes down. VRRP can also be used for load
balancing purposes.

28.1 Introduction to WeOS VRRP support

The table below summarises VRRP support in WeOS.

Feature Web CLI General Description
(Sec. 28.2) (Sec. 28.3)

VRRP Instances X X Sec.28.1.1
Virtual Router IP Address X X –”–
Virtual Router Priority X X –”–

Static Priority X X –”–
Dynamic Priority X X –”–

Advertisement Interval X X –”–
Preemption control X X Sec.28.1.1
Message authentication X X Sec.28.1.2
Load balancing X X Sec.28.1.3
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28.1.1 VRRP Overview

The primary objective of VRRP is to enable redundancy between a host and its
next hop router, i.e., you can deploy additional routers on an IP subnet as backup
routers, and have one of the backup routers to automatically take over if the
primary router fails. Fig. 28.1 can be used to illustrate the need for VRRP in such
a scenario.

� A host will typically have an IP setting where the default gateway points
to a specific router. An example is given in fig. 28.1a, where the host (H)
will send all traffic towards the Internet via Router 1 (R1) with IP address
192.168.1.1. If R1 fails, the host will lose Internet connectivity even though
a redundant path (R2) happens to exists.

� VRRP enables routers to share a virtual IP (VIP) address. The router with the
highest priority acts as master for the VIP address, while the other routers
are backups in case the master fails. Fig. 28.1b illustrates the use of VRRP.
R1 and R2 are both responsible for the VIP address (192.168.1.3), with R1
as master since it has higher priority (150>100). If R1 goes down, R2 will
become master of the VIP address and communication can automatically
resume. Note that the default gateway of the host is configured to the VIP
address.

192.168.1.3

Virtual IP:

Priority 150

(Master)

192.168.1.3

Virtual IP:

Priority 100

(Backup)

Default GW:

192.168.1.1

(i.e., "R1")

.1

R2

.2

H

.1

R2

.2

.78

H

192.168.1.0/24 192.168.1.0/24 .78

a) b)

Default GW:

192.168.1.3

(i.e., "VIP")

Internet
(or Corporate Intranet)

Internet
(or Corporate Intranet)

R1 R1

Figure 28.1: Illustrating the need for VRRP to support redundancy: a) Host (H)
loses connectivity when Router 1 (R1) fails. b) Host (H) can continue to commu-
nicate even though Router 1 (R1) fails, since VRRP enables Router 2 (R2) to take
over.
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Note: VRRP enables a host to have redundant routers. For redun-
dancy ”router to router”, dynamic routing protocols such as OSPF (chap-
ter 26) or RIP (chapter 27) can be used.

Some common VRRP parameters are listed below:

� VRRP instance: WeOS allows you to configure up to four VRRP instances
per interface. Each instance is assigned a virtual router instance identifier
(VRID), which must be equal on all routers acting as virtual routers for a
specific VIP address. That is, R1 and R2 in fig. 28.1b should have the same
VRIP, e.g., 33. The VRIP can be in range 0-255.

� Virtual IP address (VIP): WeOS allows you to configure one VIP address per
VRRP instance. The VIP address should be in the same IP subnet as the reg-
ular IP address assigned to the interface (e.g., the VIP address in fig. 28.1b
is 192.168.1.3, which is in the same subnet as R1’s and R2’s IP addresses
on that subnet).

Note: It is possible use the address assigned to a router as the
VIP address, e.g., it would be possible to use 192.168.1.1 as VIP
address in fig. 28.1b. If so, the router who is configured with that
address is referred to as the owner of the VIP address, and should
become master by default (priority 255, see below).

� Advertisement interval: In VRRP, the master will announce its presence by
sending VRRP Advertisements on a certain interval. The interval can be
configured in range 1-255 seconds. All VRRP routers for a VRRP instance
group must use the same advertisement interval setting.

A low VRRP advertisement interval gives faster fail-over (the time to detect
that a master is down is roughly 3 times the advertisement interval).

Default advertisement interval: 1 (second)

� VRRP Priority: The VRRP priority parameter is used to define which router
should become master of the VIP address when multiple routers are avail-
able. (If two routers with the same priority transitions to master state, the
router with the highest IP address will win the election.)

The priority can be configured in range 1-255, where the value ”255” should
be used if (and only if) the router is also the owner of the VIP address (see
the Note above). Default priority: 100
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WeOS supports dynamic VRRP priority. E.g., if the master router loses its
Internet connection it should lower its priority dynamically (or even decline
to be master), this to allow for a backup router to take over immediately.
For example, if R1 in fig. 28.1b would lose its upstream connection, it could
lower its priority to 30, whereby R2 would could take over if preemption is
enabled.

In WeOS, dynamic VRRP priority is configured by mapping the status of an
event trigger, typically a ping trigger (see section 34.1) to a priority adjust-
ment value.

� VRRP Preemption: The VRRP master election is not controlled by the pri-
ority setting alone; there is also a preemption parameter, which enables
you to select to have a deterministic master election procedure (highest
priority always becomes master), or if a master router should keep its role
even though a router with higher priority later appears on the network. The
exception to this if the new router is the VIP address owner (priority 255)
is connected to the subnet; the VIP owner will always preempt an existing
master.

When preemption is enabled, an optional preemption delay parameter can
be configured (default 0 seconds), which determines how long the router
should wait until preemption is activated. Default: Disabled

A sample VRRP configuration for R1 in fig. 28.1b is shown below:

iface vlan2 inet static
...
address 192.168.1.1/24
vrrp 33

address 192.168.1.3
priority 150
end

end

28.1.2 Authentication

WeOS supports a simple form of VRRP message authentication, but enabling the
inclusion of a plain-text password in the VRRP advertisements[12]. But use of
VRRP authentication is discouraged[7], as it may cause more harm than help.

To avoid that multiple master routers appear on an IP subnet, a WeOS VRRP
router will refrain from becoming master if it hears another router with mismatch-
ing VRRP authentication information.
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28.1.3 Load sharing

It is possible to use VRRP for load sharing between routers, and still provide
redundancy by having the routers to act as backup for each other. Fig. 28.2
shows a load sharing example. In this example, the VIP addresses reside within
the same IP subnet. However, as WeOS supports multi-netting, the VIP addresses
could be on different IP subnets.

.1 .2
192.168.1.4

Priority 75

(Backup)

Virtual IP:

VRID 44:

192.168.1.4

Priority 200

(Master)

Virtual IP:

VRID 44:

192.168.1.3

Priority 100

(Backup)

Virtual IP:

VRID 33:

192.168.1.3

Priority 150

(Master)

Virtual IP:

VRID 33:

H

.22

H

.25

H

.14

H

.77

H

.67

H

.90

(R2 Master, R1 Backup)

Default GW: 192.168.1.3 Default GW: 192.168.1.4

(R1 Master, R2 Backup)

192.168.1.0/24

R1

Internet
(or Corporate Intranet)

R2

Figure 28.2: Example setup where R1 and R2 share the load from IP subnet
192.168.1.0/24, and using VRRP to backup each other.
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28.2 Managing VRRP via the web interface

Menu path: Configuration ⇒ Network(IP) ⇒ VRRP

The main VRRP configuration page lists the currently configured VRRP instances
on all interfaces.

Interface The interface on which to listen for VRRP information and
act as gateway. Only VLAN interfaces may be selected.

Virtual
Router ID

A unique ID common to those routers that will provide re-
dundancy..

Edit Click this icon to edit a VRRP instance.

Delete Click this icon to remove a VRRP instance. You will be asked
to acknowledge the removal before it is actually executed.
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28.2.1 Create a new VRRP instance using the web interface

Menu path: Configuration ⇒ Network(IP) ⇒ VRRP ⇒ New

Interface The interface on which to listen for VRRP information and
act as gateway. Only VLAN interfaces may be selected.

Virtual
Router ID

A unique ID common to those routers that will provide re-
dundancy.

Virtual
Address

A virtual address that the routers will use when providing
the gateway support. The VIP address should be in the same
IP subnet as the regular IP address assigned to the interface

Continued on next page
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Continued from previous page
Advertisement
Interval

The interval in seconds how often a VRRP advertisement
message will be sent out. Allowed values: 1-255 seconds
(default: 1)

Priority A number used for election of current gateway. A higher
number means a higher chance to become elected. If two
routers has the same priority in an election, the router with
the highest IP address will win. The value 255 should be
used if (and only if) the router is also the owner of the virtual
IP address. Allowed values: 1-255 seconds (default: 100)

Preemption Enable/disable preemption and, if enabled, set a preemp-
tion delay. Preemption allows an elected router to remain
as master for a time period If the new router is the virtual
IP address owner (priority 255), it will always become the
master. Default: Disabled

For more information on the different settings, see section 28.1.1.

28.2.1.1 Dynamic Priority

Track Trigger If not disabled, the alarm trigger selected will, if triggered,
add the priority adjustment value to the router priority.

Priority
Adjustment

A positive or negative number to add to the priority when
the alarm has triggered. Allowed values: -255 to 255.

For more information on the different settings, see section 28.1.1.

28.2.2 Edit VRRP settings using the web interface

Menu path: Configuration ⇒ Network(IP) ⇒ VRRP ⇒

For description of fields, see section 28.2.1.
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28.2.3 VRRP Status Page

Menu path: Status ⇒ VRRP

Show the status of all configured VRRP instances.
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28.3 Managing VRRP via the CLI

The table below shows VRRP management features available via the CLI.

Command Default Section
Configure VRRP Settings
interface <IFACE>

[no] vrrp <VRID> Sec. 28.3.1
[no] address <ADDRESS> Sec. 28.3.2
[no] interval <1..255> 1 Sec. 28.3.3
[no] priority <1..255> 100 Sec. 28.3.4
[no] preempt [delay <0..1000>] Disabled Sec. 28.3.5
[no] auth <plain> <SECRET> Disabled Sec. 28.3.6
[no] track trigger <ID> adjust <DELTA> Disabled Sec. 28.3.7

View VRRP Settings
interface <IFACE>

show vrrp [VRID] Sec. 28.3.8
vrrp <VRID>

show address Sec. 28.3.9
show interval Sec. 28.3.10
show priority Sec. 28.3.11
show preempt Sec. 28.3.12
show auth Sec. 28.3.13
show track Sec. 28.3.14

View VRRP Status
show vrrp Sec. 28.3.15

28.3.1 Create and Manage a VRRP Instance

Syntax [no] vrrp <VRID>

Context Interface context

Usage Create, manage, or delete a VRRP instance. Use ”vrrp <VRID>” to enter
the VRRP configuration context of the specified VRRP instance (VRID can be
in the range 0-255). If the instance does not already exist, it will be created.
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Use ”no vrrp <VRID>” to remove a specific VRRP instance, or ”no vrrp”
to remove all configured VRRP instances for this interface.

At most 4 VRRP instances can be created per interface.

Default values Disabled

Error messages None defined yet.

28.3.2 Configure Virtual Address

Syntax [no] address <ADDRESS>

Context VRRP context

Usage Set the virtual IP address (VIP address) used for the VRRP instance.

The VIP address should be within the same IP subnet as the regular IP ad-
dress assigned to the interface (see section 23.3.3).

Only one VIP address can be configured per VRRP instance.

Default values Disabled

Error messages None defined yet.

28.3.3 Configure VRRP Advertisement Interval

Syntax [no] interval <1..255>

Context VRRP context

Usage Configure VRRP advertisement interval in seconds. A small value enables
faster failover,

Use ”no interval” to return to the default interval setting.

Default values 1 (second)

Error messages None defined yet.
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28.3.4 Configure VRRP Priority

Syntax [no] priority <1..255>

Context VRRP context

Usage Configure VRRP priority. A high value increases the chance to become
master of the VIP address (see also the ”preempt” command in section 28.3.5).

Priority ”255” should be used if (and only if) this router is the owner of the
IP address used as VIP address, i.e., if the VIP address is assigned as an IP
address to this router’s interface (see section 23.3.3).

Use ”no priority” to return to the default priority setting.

Default values 100

Error messages None defined yet.

28.3.5 Enable or Disable VRRP Master Preemption

Syntax [no] preempt [delay <0..1000>]

Context VRRP context

Usage Enable or disable VRRP master preemption. If enabled, this router will
preempt an existing master if the current master has lower priority. (Note:
The owner of a VIP address will always take over as master irrespective of
the ”preempt” setting.)

When preemption is enabled, the router will wait a time interval depend-
ing on the configured advertisement interval and a configurable preemption
delay (seconds) before taking over as master.

Use ”no preempt” to prohibit this router to preempt an existing VRRP mas-
ter.

Default values Disabled (”no preempt”) When enabled, the delay defaults to
0 seconds.

Error messages None defined yet.

28.3.6 Configure VRRP Message Authentication

Syntax [no] auth <plain> <SECRET>

Context VRRP context
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Usage Configure VRRP message authentication. Simple clear-text authentica-
tion is supported.

The associated secret can be 4-8 characters. Valid characters are ASCII
characters 33-126, except ’#’ (ASCII 35).

Use ”no auth” to disable VRRP message authentication.

Default values Disabled

Error messages None defined yet.

28.3.7 Configure VRRP Dynamic Priority

Syntax [no] track trigger <ID> adjust <DELTA>

Context VRRP context

Usage Configure dynamic VRRP priority. The VRRP priority will be adjusted by
the given delta value (-255 to 255) when the associated trigger reports
”alarm” status. E.g., ”track trigger 2 adjust -100” will decrease the
VRRP priority by 100 when there is an alarm condition on trigger 2.

Use ”no track” to remove (all) track entries defined for this VRRP instance.
(As of WeOS v4.8.0, at most one ”track” entry can be configured.)

Default values Disabled

Example In this example, this virtual router’s priority is lowered from 150 to
50, if the router cannot reach the host 192.168.3.11 through the (upstream)
interface vlan2.

falcon:/config/#> alarm
falcon:/config/alarm/#> trigger ping
falcon:/config/alarm/trigger-2/#> peer 192.168.3.11 outbound vlan2
falcon:/config/alarm/trigger-2/#> end
falcon:/config/alarm/#> end
falcon:/config/#> iface vlan1
falcon:/config/iface-vlan1/#> vrrp 33
falcon:/config/iface-vlan1/vrrp-33/#> address 192.168.2.1
falcon:/config/iface-vlan1/vrrp-33/#> priority 150
falcon:/config/iface-vlan1/vrrp-33/#> track trigger 2 adjust -100
falcon:/config/iface-vlan1/vrrp-33/#> leave
falcon:/#> copy running start
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28.3.8 Show Summary of VRRP Settings

Syntax show vrrp [VRID]

Context Interface context (also available as ”show” command within the VRRP
context.

Usage Show summary of VRRP settings. Use ”show vrrp” to list settings for
all configured VRRP instances, and ”show vrrp VRID” to list settings for a
specific VRRP instance.

Default values By default the settings for all VRRP instances are listed.

28.3.9 Show Virtual IP Address Setting

Syntax show interval

Context VRRP context

Usage Show the configured virtual IP (VIP) address for this VRRP instance.

Default values Not applicable

28.3.10 Show VRRP Advertisement Interval Setting

Syntax show interval

Context VRRP context

Usage Show the configured advertisement interval for this VRRP instance.

Default values Not applicable

28.3.11 Show VRRP Priority Setting

Syntax show priority

Context VRRP context

Usage Show the configured VRRP priority for this VRRP instance.

Default values Not applicable
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28.3.12 Show VRRP Master Preemption Setting

Syntax show preempt

Context VRRP context

Usage Show the configured VRRP master preemption setting for this VRRP in-
stance.

Default values Not applicable

28.3.13 Show VRRP Message Authentication Setting

Syntax show auth

Context VRRP context

Usage Show the configured VRRP message authentication setting for this VRRP
instance.

Default values Not applicable

28.3.14 Show VRRP Dynamic Priority Setting

Syntax show track

Context VRRP context

Usage Show the configured VRRP track entries, i.e., the dynamic VRRP priority
setting.

Default values Not applicable

28.3.15 Show VRRP Status

Syntax show vrrp

Context Admin Exec context

Usage Show the status of all configured VRRP instances.

Default values Not applicable
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Chapter 29

Firewall Management

When connecting your network to the Internet (or any non-trusted network) a
router with firewall functionality should be used. The firewall will protect against
undesired access to your local servers, or other kinds of network intrusion from
attackers on the Internet.

The WeOS firewall supports the following main features:

� Packet filtering: Packet filters enables you to control what traffic is allowed
to pass through your router/firewall and what packets it should drop. Packet
filter rules can also be specified to control access to services on your router.

� Network Address Translation (NAT): The WeOS NAT functionality includes
both network address port translation (NAPT) and 1-TO-1 NAT.

� Port forwarding: Port forwarding is often used together with NAPT, and will
then enable you to access servers in your private network from outside (e.g.,
from the Internet).

The WeOS firewall utilises connection tracking; a rule allowing traffic to pass
through the firewall in one direction, will implicitly allow traffic of established
connections (and traffic of related connections) to also pass in the reverse direc-
tion. Application level gateway (ALG) helper functions can be enabled to provide
connection tracking of more complex protocols, such as FTP and SIP.

Section 29.1 describes the firewall functionality available in WeOS. Sections 29.2
and 29.3 cover firewall management via the Web Interface and via the CLI.
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29.1 Overview

Table 29.1 summarises the supported firewall functionality. Sections 29.1.1-29.1.4
provide further information on the WeOS firewall support.

Feature Web CLI General
(Sec. 29.2) (Sec. 29.3) Description

Enable Firewall X X Secs. 29.1.1-29.1.2
Packet filtering ”

Enable Packet Filtering X X ”
Allow Rules X X ”
Deny Rules X X ”
Rule Reordering X X ”
Activate/Deactivate Rules X X ”
Default Forward Policy X X ”
Default Input Policy X ”
Stateful Packet Inspection X ”

Network Address Translation
NAPT X X Secs. 29.1.1, 29.1.3
1-TO-1 NAT X X ”

Port Forwarding X X Secs. 29.1.1, 29.1.4
ALG Helpers X X Sec. 29.1.1

View Firewall Configuration X X
View Firewall Status X

Table 29.1: Summary of Firewall functionality in WeOS

29.1.1 Firewall introduction

The WeOS firewall includes support for three related types of functionality:

� Packet Filtering: The packet filtering support is primarily used to control
what traffic is allowed to be routed via the switch (forward filtering), but can
also be used to control accessibility to services on the switch itself (input
filtering).

The WeOS firewall utilises connection tracking; a filter rule allowing traffic
to pass through the firewall in one direction, will implicitly allow traffic of
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established connections (and traffic of related connections) to also pass in
the reverse direction. Connection tracking can configured to handle more
complex protocols by enabling ALG helpers (see below).

WeOS supports up to 1024 filtering rules. The WeOS packet filtering support
is further described in sections 29.1.2 and 29.1.2.3.

� Network Address Translation (NAT): WeOS supports two kinds of NAT sup-
port:

– NAPT: NAPT is the most common NAT form, where a common (public) IP
address is shared by a set of hosts in a private network. This form of NAT
is sometimes referred to as IP Masquerading or port address translation
(PAT). NAPT is often used together with port forwarding, see below.

– 1-TO-1 NAT: 1-TO-1 NAT enables you to translate a whole range of IP
addresses to another set of addresses.

WeOS supports up to 512 NAT rules. The WeOS NAT support is further de-
scribed in section 29.1.3.

� Port Forwarding: Port forwarding is commonly used together with NAPT. With
port forwarding a service (such as a Web Server) located in a private net-
work, can be made accessible from the public network, typically from the
Internet.
WeOS supports up to 256 port forwarding rules. The WeOS port forwarding
support is further described in section 29.1.4.

Some network protocols are more complex and therefore more difficult than
others to handle by the connection tracking function in a firewall or NAT device.
An example is FTP, which utilises a control connection to exchange information
on TCP port numbers for data connections for the actual file transfers – to enable
a PC to download files through a firewall from an FTP server on the Internet, the
firewall must inspect the FTP control connection to learn which connections to let
through. To make the firewall handle such protocols correctly, protocol specific
ALG helpers can be enabled. As of WeOS v4.8.0 ALG helpers for FTP, TFTP, SIP,
IRC, H323 and PPTP are supported. ALG helpers have some impact on the unit’s
routing performance, thus are by default disabled.

29.1.2 Packet Filtering

Fig. 29.1 presents an overview of the firewall mechanism, including the compo-
nents for packet filtering, NAT, and port forwarding.
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Packet Filtering

Figure 29.1: Overview of Firewall mechanism. Thick lines represent packet flows.

The following sections provide a more in-depth description of the WeOS packet
filtering functions.

� Filtering chains (input, forward, output): Filter rules can apply to

– traffic destined to the switch (input filtering), e.g., HTTP traffic to man-
age the switch,

– traffic forwarded/routed by the switch (forward filtering), or

– traffic generated by the switch (output filtering).

The WeOS firewall supports input and forward filtering, but not output fil-
tering. Section 29.1.2.1 gives more details on WeOS handling of filtering
chains.

� Configurable allow/deny filter rules: The user can define filter rules to spec-
ify traffic to be allowed or denied, and the order of the configured rules.
Incoming packets are evaluated against the filter rules – the first matching
rule will decide how to treat the packet (allow or deny). Section 29.1.2.2
describes packet matching parameters for filter rules, and section 29.1.2.3

© 2012 Westermo Teleindustri AB 517

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

provides more information on filter evaluation order (both for configured
filter rules and implicit filter rules described below).

Default rules to allow ”ping”: When enabling the firewall, the
user is offered to add a set of default rules - these rules allow ICMP
packet to pass the input filter, thereby enabling operators to ping
the unit after enabling the firewall. These rules are treated as any
other configured rule, thus can be removed, etc.

� Implicit filter rules: The WeOS firewall implicitly adds firewall rules for ser-
vices enabled on the unit, e.g., for DHCP, OSPF or DNS. The primary purpose
of this is to simplify management of those services when the firewall is en-
abled. With a few exceptions, these implicit rules are evaluated after the
configured rules (see above), thus, a user could override or complement the
implicit rules by configuring additional filter rules. Below is a list of services
associated with implicit filter rules.

– IPsec VPN:

* IPsec signalling and data encapsulation: If at least one IPsec tunnel
is enabled, rules are implicitly added to allow IP protocol 50 (ESP),
and UDP port 4500 (IKE/ESP for NAT traversal) to enter the unit on
all interfaces.

* Allowing data to pass through tunnels: For every IPsec VPN tunnel
(see chapter 30) filter rules are implicitly added to the forward filter
to allow between the local subnet and remote subnet defined for
the VPN tunnel.

As of WeOS v4.8.0, the implicit IPsec VPN rules are added before the
configured filter rules (for performance reasons). Thus, the implicit
IPsec VPN rules can not be overridden by rules configured by the user.

– Port Forwarding: With port forwarding (section 29.1.4) it is possible
to map incoming data to a given destination IP and (UDP/TCP) port
to another destination IP/port when forwarding the packet. As shown
in fig. 29.1 this mapping is conducted at the pre-routing stage of the
packet processing. For every configured port forwarding rule, a filter
rule is implicitly added to the forwarding filter to allow the packet to
pass through the router. This is hinted by a dashed arrow in fig. 29.1.

– NAT: Network address translation (section 29.1.3) involves ”translation
operations” both in the pre-routing (”1-TO-1 NAT”) and in the post-
routing post-routing stage (”1-TO-1 NAT” and ”NAPT”) as shown in fig. 29.1.
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For every configured NAT rule, a filter rule an associated filter rule can
be added to the forwarding filter to allow the packet to pass through the
router. This is hinted by a dashed arrow in fig. 29.1.
Note: The user can choose if an associated filter rule should be added
for each NAT rule or not. If disabled, the user needs to configure own
filter rule(s) to make the data packets to pass through the firewall.

– Services: Filter rules are implicitly added to to the input filter to allow
packets for enabled services to enter the unit. This includes config-
urable services such as DHCP Server (chapter 32), Serial Over IP (chap-
ter 15, VRRP (chapter 28), etc., where allow rules are added matching
TCP/UDP port numbers, IP protocols, and/or incoming interfaces appro-
priate for the configured services. As the WeOS unit acts as a DNS
forwarder, implicit allow rules to accept incoming DNS requests are also
added.

� Management interface: The WeOS management interface feature
(section 23.1.1.6) utilises firewall functionality to control which network in-
terfaces the unit can be managed through.

� Other filter rules:

– Connection tracking (related/established): The WeOS firewall will allow
all packets associated with established connections, as well as packets
related to established connections. This means that an a rule allowing
traffic to pass through the firewall in one direction, will implicitly allow
traffic of established connections (and traffic of related connections)
to also pass in the reverse direction. Application level gateway (ALG)
helper functions can be enabled to provide connection tracking of more
complex protocols, such as FTP and SIP.
For performance reasons, packets of related/established connections
are evaluated early in the filter chains, thus cannot be overridden by
filter rules configured by the user.

– Stateful Packet Inspection (ability to drop packet of invalid state): It
is also possible to fine-tune the connection tracking behaviour to drop
packets of invalid1 state – this is done by enabling the stateful packet
inspection (SPI) setting. In some situations that can be considered as
a security enhancement, however, it may cause problems in topologies
with asymmetric routing and is therefore disabled by default.

1An example of a packet with an ”invalid” state is when a firewall sees a TCP ”SYN+ACK”, without
having seen the preceding TCP ”SYN” in the other direction.
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– Default filter rules: Packets not matching any filter rule will be handled
according to the default filter policy. The default filter policy for the input
filter and forwarding filter chains are configurable, see section 29.1.2.1.

29.1.2.1 Filtering chains (input, forward, output)

Fig. 29.1 presents an overview of the firewall mechanism including the filtering
chains (input, forward and output). Packets are treated differently if they:

� are destined to the switch: Examples include HTTP/HTTPS, SSH, Telnet, and
SNMP traffic used to manage the switch remotely, and ICMP (Ping) traffic to
check if the switch is up or not. Such packets are subject to pre-routing and
input filtering firewall mechanisms.

� originate from switch: This includes the same examples as above (HTTP/HTTPS,
SSH, Telnet, SNMP, ICMP, etc.) with the difference that this is the packets
from the switch instead of the packets to the switch. Such packets are sub-
ject to output filtering and post-routing firewall mechanisms, however WeOS
does not include primitives to control output filtering.

� are routed via the switch: This includes traffic that is not destined for the
switch or originate from the switch. Such packets are subject to pre-routing,
forward filtering and post-routing firewall mechanisms.

As of WeOS v4.8.0, the selection of filter chain for configured filter rules is im-
plicitly derived from the ”outbound interface” and ”destination IP Address/subnet”
settings (see section 29.1.2.2) for the rule:

� Apply rule to forwarding filter: If ”outbound interface” and/or ”destination
IP Address/subnet” are specified in the filter rule, it will apply to the ”For-
warding Filter” chain.

� Apply rule to input filter: If neither ”outbound interface” nor ”destination
IP Address/subnet” are specified, the filter rule will apply to the ”Input Filter”
chain.

WeOS does not support adding filter rules for the ”Output Filter” chain.

Associated with each filtering chain there is a default policy, defining what to do
with packets that do not match any of the defined filter rules. When the firewall
is enabled, the default policies for packet filtering are as follows:

� Input Filtering: Deny, i.e., packets to the switch are dropped unless they are
explicitly allowed.
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� Forward Filtering: Deny, i.e., when enabling the firewall no packets will be
routed by the switch until such packet filter rules are defined.

� Output Filtering: Accept, i.e., there are no restrictions on the traffic origi-
nating from the switch.

29.1.2.2 Filter Rules Packet Matching

Packet filtering allow and deny rules can be specified to match IP packets based
on the following filtering parameters:

� Inbound Interface: The interface where the packet comes in.

� Outbound Interface: The interface where the packet is sent out.

� Source IP Address/Subnet: The source IP address of the packet. This can be
specified as a single IP address, or the rule could match a whole IP subnet.

� Destination IP Address/Subnet: The destination IP address of the packet.
This can be specified as a single IP address, or the rule could match a whole
IP subnet.

� Protocol: The protocol type of the IP payload. Typically TCP or UDP, but the
filtering can also be made to match other protocols such as ICMP and ESP2.

� Destination (UDP/TCP) Port: When protocol is specified as UDP or TCP, the
filter can match on the associated UDP/TCP port number(s).

As described in section 29.1.2.1 the filter setting for ”outbound interface” and
”destination IP Address/subnet” implicitly controls whether the rule will apply to
the input filter or forwarding filter.

An incoming packet will be processed according to the rules defined for input
filter when the packet is destined to the switch, or the rules defined for the for-
warding filter when the packet is being routed through the switch. The list of
rules is searched (in order) until a match is found; if no matching rule is found,
the packet is treated according default policy of the chain.

For more information on the rule evaluation order in the input filter and forward
filter, see section 29.1.2.3.

2See http://www.iana.org/assignments/protocol-numbers/ for a list of defined IP protocols.
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29.1.2.3 Rule Evaluation Order in Input and Forward Filters

When the firewall is enabled, incoming packets are subject to input filtering or
forward filtering depending if the packet is destined to the switch itself, or if it
should be routed to another network. Once the packet has been classified for the
input or output filter chain, the list of that chain is traversed to find a matching
rule. If a match is found, the packet will either be accepted or dropped depending
on the type of matching rule (allow or deny). If no matching rule is found, the
packet will be handled according to the default policy of the chain.

The filter rules are inserted in the list in a certain order; the same order as the
packet matching evaluation is conducted. To view the current input and forward
filter evaluation lists, use the command ”show firewall” (see section 29.3.19)
from the Admin Exec context. The order in which rules are inserted in the input
and forward filters is described below.

29.1.2.3.1 Input Filter

1. Established/Related: Packets part of (or related) to established connections
will be accepted. This rule is inserted first for performance reasons - the
majority of all accepted packets will match this rule.

2. Drop invalid: If the stateful packet inspection (SPI) setting has been en-
abled, packets of invalid state will be dropped. (See section 29.1.2 for more
information on what the SPI setting does.)

3. VPN Rules: If the WeOS unit is configured as VPN gateway, rules to accept
IKE and ESP traffic are implicitly inserted here (UDP port 500 and 4500, and
IP protocol 50).

4. Configured Packet Filter Rules: Then the configured packet filter rules are in-
serted, i.e., the configurable allow/deny rules described here in section 29.1.2.
The relative order of these packet filter rules is configurable.

As all packet rules are configured before the rules for ”Enabled Services”
and ”Management Interfaces” (see below), the packet filter rules can be
used to override those rules. E.g., if the management interface configura-
tion has disabled SNMP management via interface vlan1 (”no management
snmp”, see section 23.3.5), a packet filtering rule allowing host 192.168.3.1
SNMP access (”allow src 192.168.3.1 proto udp dport 161”, see sec-
tion 29.3.3) will have precedence, and thus allow SNMP management from
that particular host even if the SNMP traffic enters via interface vlan1.
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5. Enabled Services: Depending on what additional services are enabled in the
configuration, additional allow rules will be inserted to enable those services
to operate correctly. As of WeOS v4.8.0, this includes

� DHCP Server: UDP port 67 is allowed for appropriate interfaces if a DHCP
server is configured (see chapter 32).

� OSPF: IP protocol 89 is allowed if the unit is configured to run OSPF for
dynamic routing (see chapter 26).

� RIP: UDP port 520 is allowed if the unit is configured to run RIP for dy-
namic routing (see chapter 27).

� VRRP: IP protocol 112 is allowed for appropriate interfaces if VRRP is
configured on the unit (see chapter 28).

� Serial Over IP: If Serial Over IP is configured (Server, Peer or AT com-
mand mode), an allow rule according to the configured (UDP/TCP) port
and interface is added (see chapter 15).

� Modbus: If the unit is configured as a Modbus gateway (server mode),
an allow rule according to the configured TCP port and interface is added
(see chapter 16).

� DNS: UDP/TCP port 53 is allowed on all adequate interfaces as the WeOS
unit acts as a DNS forwarder. The interface configured as primary in-
terface (see section 23.1.1.5) is treated differently to avoid acting DNS
forwarder to hosts located ”upstreams” by default.

6. Enabled Management Interfaces: As described in section 23.1.1.6, an oper-
ator can use the Management Interface feature to enable/disable services
per network interface. The management interface configuration is kept sep-
arate from the firewall configuration, but both configuration methods can
affect the Input Filter. Allow rules for enabled management services are
added per interface3.

� SSH: TCP port 22 is opened for interfaces where management via SSH
has been enabled. (This also enables use of SCP for remote file access,
see section 7.1.5.3).

� Telnet: TCP port 23 is opened for interfaces where management via
Telnet has been enabled.

� HTTP: TCP port 80 is opened for interfaces where management via HTTP
has been enabled.

3As of WeOS v4.8.0 ”allow” rules for enabled management services are added given that the
”Default policy” for the input filter is set to ”deny”. If the default policy is changed to ”allow”, then
”deny” rules for disabled management interfaces will be inserted instead.
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� HTTPS: TCP port 443 is opened for interfaces where management via
HTTPS has been enabled.

� SNMP: UDP port 161 is opened for interfaces where management via
SNMP has been enabled.

� (IPConfig:) If management via IPConfig has been enabled, no corre-
sponding allow rule is required - IPConfig is instead filtered by other
(lower-level) mechanisms in WeOS.

7. Default Policy: Packets not matching any of the rules above will be handled
according the default policy for the input filter chain.

29.1.2.3.2 Forwarding Filter

1. Established/Related: Packets part of (or related) to established connections
will be accepted. This rule is inserted first for performance reasons - the
majority of all accepted packets will match this rule.

2. Drop invalid: If the stateful packet inspection (SPI) setting has been en-
abled, packets of invalid state will be dropped. (See section 29.1.2 for more
information on what the SPI setting does.)

3. VPN Rules: If the WeOS unit is configured as VPN gateway, rules to ac-
cept traffic between the local and remote subnets specified in the respec-
tive IPsec tunnel definitions are added to the forward filter. The reason for
adding the implicit IPsec allow filter rules early in the evaluation order is to
improve routing performance of VPN traffic. (In case you wish to limit the
traffic to pass through the IPsec tunnel further, the recommendation is to
update the IPsec tunnel definitions of local and remote subnet accordingly,
see section 30.1.1.)

4. Configured Packet Filter Rules: Then the configured packet filter rules are in-
serted, i.e., the configurable allow/deny rules described here in section 29.1.2.
The relative order of these packet filter rules is configurable.

5. NAT and Port Forwarding Rules: As described in section 29.1.2 implicit allow
filter rules are added for every configured port forwarding rule.

This is also true for NAT rules, however, here the user can choose whether
the associated rule should be created or not. The internal order of the NAT
rules can be changed, which also affects the order in which the associated
filter rules are inserted in the forwarding filter chain.

6. Default Policy: Packets not matching any of the rules above will be handled
according the default policy for the forwarding filter chain.

524 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

29.1.3 Network Address Translation

WeOS supports two kinds of NAT: NAPT and 1-to-1.

29.1.3.1 NAPT style NAT

NAPT, or “Network Address and Port Translation” enables hosts on a private net-
work to share an Internet connection with a single public IP address. NAPT is also
known as IP Masquerading or PAT (Port Address Translation) in the Cisco world.

Network

Internal/Private

Gateway

(public IP address)

Public Network (Internet)

Outbound Interface

Inbound Interface

NAPT

Figure 29.2: NAPT gateway providing access to the Internet. All hosts in the
private network share a single public IP address.

When configuring a NAPT rule, you need to specify the outbound interface4.
The appropriate rule will then be added to the post-routing step (see fig. 29.1)
handling the address translation. A rule is also needed in the forward filtering
chain to enable the forwarding (routing) of traffic, and that can be added auto-
matically (depending on the configuration options, see section 29.1.3).

Connection tracking will ensure that packets in the reverse direction (from the
Internet to the private network) are accepted and managed properly.

4Appropriate interface IP settings must be configured, and IP routing must also be enabled, see
chapter 23.
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29.1.3.2 1-to-1 style NAT

1-to-1 NAT, also called Full NAT, maps an entire network block in a one-to-one
fashion.

29.1.3.2.1 Forward 1-to-1 NAT

Public Network (Internet)

Host Host

.79.33

1−TO−1

NAT

Gateway

.1

Ex: 10.20.30.0/24

Inbound Interface

Web

Server

.2
IP Destination

192.168.0.2

IP Destination
10.20.30.2

Internal/Private Network

192.168.0.0/24

External (public) IP network

Figure 29.3: 1-to-1 NAT mapping external IP addresses to internal addresses.

A 1-to-1 NAT rule is defined by an inbound interface and two network blocks,
the externally (publicly) visible network block and the internal block (typically pri-
vate IP addresses). IP packets entering the router through the inbound interface
targeted to the external network will be transformed so they become targeted to
the internal block instead (see fig. 29.3). Packets going to the first IP in the exter-
nal block will be mapped so they go to the first IP in the internal block, packets
to the second external IP to the second internal IP, and so on. This one-to-one
mapping requires that the external and internal network blocks are of the exact
same size.
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1-to-1 NAT mapping is done in the pre-routing step in the firewall (see fig. 29.1).
This means (for inbound packets affected by a 1-to-1 NAT rule) that the destina-
tion IP address is changed to another IP address before routing is done and be-
fore rules in the input filtering and forward filtering chains are evaluated. Make
sure that you only use the internal network block (called “new destination” in
the web configuration and “to-dst” in CLI config) in routing and filtering as the
external network is not visible inside the unit.

29.1.3.2.2 Reverse 1-to-1 NAT

Public Network (Internet)

1−TO−1

NAT

Gateway

.1

Web

Server

.2

192.168.0.2

10.20.30.2
IP Source

IP Source

Inbound Interface

Figure 29.4: Reverse 1-to-1 NAT mapping

1-to-1 NAT is bi-directional which means that the NAT works in the reverse direc-
tion too. A request coming from an internal IP will be transformed so it appears
to come from the external net when leaving the router through the configured
“inbound” interface (see fig. 29.4).

In this case the translation of the IP source address will be performed in the
post-routing chain (fig. 29.1), just before packets leave the router. This means
that the original internal network IP will be matched as source in any forward
filtering and output filtering rules. The external addresses will not be visible here
similar to the forward direction NAT.
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29.1.3.2.3 Proxy ARP and 1-to-1 NAT

WeOS 1-to-1 NAT includes a proxy ARP mechanism, which makes the WeOS unit
answer on ARP requests for the external network specified in the configuration
(the ”dst” parameter in the CLI or Destination Address(es) field in the Web
interface). The router will only answer on ARP requests originating from the net-
work connected to the inbound interface (CLI: ”in” parameter, Web: Incoming
Interface). This makes it possible to use 1-to-1 NAT to pick up traffic to a specific
subnet from within a larger network without the need of explicit routing settings.
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Router1
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Router3

Figure 29.5: Use of proxy ARP with 1-to-1 NAT. The Management PC can reach the
PLCs without explicit routes to networks 10.0.1.0/24, 10.0.2.0/24 or 10.0.3.0/24.

An example is shown in fig. 29.5: You have a subnet 10.0.0.0/16 set on your
external LAN, and want to use 1-to-1 NAT to take care of the specific subnets
10.0.1.0/24, 10.0.2.0/24 and 10.0.3.0/24, which should be translated and routed
to the inside of the Router1, Router2 and Router3 respectively. In this case, hosts
at the external LAN, such as the management PC (10.0.0.99), will use ARP when
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they want to reach something within the 10.0.0/16 range. If the PC sends an
ARP Request for 10.0.1.33 (PLC3), WeOS Router1 will respond and announce its
own MAC address in the ARP reply. Traffic from the management PC (and other
hosts on the external network) to 10.0.1.33 (PLC3) will be sent to Router1, which
performs 1-to-1 NAT (10.0.1.33⇒192.168.1.33) before forwarding the packets to-
wards PLC3.

Proxy ARP removes the need for explicit routing in some scenarios, but if you
are setting up a purely routed configuration, proxy ARP might not be useful, and
in some special cases even undesirable. For these special scenarios it is possible
to disable Proxy ARP for a 1-to-1 NAT rule. This is done by specifying the CLI
keyword ”noarp” or by un-checking the Proxy ARP checkbox in the Web. See
sections 29.2.2.2 (Web) and 29.3.4 (CLI) for configuration details.
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29.1.4 Port Forwarding

Port Forwarding is commonly used together with NAPT, to enable access from the
Internet to a server inside the private network. Fig. 29.6 shows a typical setup
when port forwarding is useful:

� The switch acts as a NAT/NAPT gateway to the Internet: routing is enabled
(see section 23.1) and a NAPT rule defining the external (outbound) interface
has been configured (see section 29.1.3).

� A Web Server on the ”internal” network serves users on the Internet: A port
forwarding rule has been added to allow users on the Internet to initiate
connections to the Web server on host 192.168.0.2 (TCP port 80).

Gateway

Web

Server

Public Network (Internet)

Host Host

.79.33

.2.1
Internal/Private Network

192.168.0.0/24

External Interface TCP
Port 8080 Port 80

TCP
(public IP address,
e.g., 1.2.3.4)

NAT/NAPT

Figure 29.6: Use of port forwarding to enable Internet hosts to access a Web
server inside the private network via a NAT/NAPT gateway.

With port forwarding, users on the Internet will connect to the internal Web
Server as if it was running on the NAT/NAPT gateway, i.e., users on the Internet
will connect to the Web server using the public IP address (here 1.2.3.4) and TCP
port number (here 8080), without knowing that the traffic is forwarded to a server
inside the internal network.
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Configuration of port forwarding rules include the following parameters:

� Inbound Interface: Packets which are subject to port forwarding should come
in on the specified interface. In the example network shown in fig. 29.6, this
would be the external interface, i.e., the attached to the Internet.

� Inbound Port (Range): Defines the range of TCP/UDP port numbers, which
are to be mapped by this rule. In the example in fig. 29.6 Internet hosts
would reach the Web server using TCP port 8080.

� Source IP Address/Subnet: Optional argument limiting the port forwarding
rule to concern a limited set of Internet hosts.

� Destination IP Address: Specifies the IP address of the private server, i.e.,
where packets are to be sent. The Web server in in fig. 29.6 has IP address
192.168.0.2.

� Destination Port (Range) Specifies which TCP/UDP port number(s) to use on
the in the forwarded packet. The default is to use the same port number(s)
as on the inbound interface. In the example, the Web server on the internal
server uses TCP port 80.

� Transport Protocol (TCP/UDP): Specify if this rule applies to TCP, UDP or both.
In the example, the rule applies only to TCP.
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29.2 Firewall Management via the Web Interface

Menu path: Configuration ⇒ Firewall ⇒ Common

On the firewall common settings page you may enable or disable the firewall.
When disabling the firewall all rules will be lost. A confirmation is required if you
try to disable the firewall to not loose rules by accident.

Enabled Check this box to enable firewall functionality. Note:
When disabling the firewall, the firewall is stopped and
all existing NAT rules, Port Forwarding rules and Packet
Filter rules are deleted.
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29.2.1 NAT Rules

Menu path: Configuration ⇒ Firewall ⇒ NAT

On the Firewall NAT configuration page you are presented to the list of current
NAT rules. (If the firewall function is disabled or no rules have been created you
will not see any list, but be presented to an information message.)

New Nat Rule Click this button to create a new NAT rule. You will
be presented to a form where you can configure the
new rule.

Checkbox Check this box to select one or a set of rules for
group rule management. Check the box in the
header row to select all rules.

Order The order in which the rules will be applied. When
JavaScript is disabled there will also be a set of ar-
rows available to move rules up or down to change
the order of application.

Active A green check-mark means the rule is active, and a
dash means it is inactive.

Type The NAT type for this rule: NAPT or 1-TO-1
Incoming
Interface

The inbound interface for packets that should be
NATed

Continued on next page
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Continued from previous page
Source
Address(es)

The IP address and subnet mask (CIDR) for matching
the source address of packets

Destination
Interface

The outbound interface.

Destination
Address(es)

The IP address and subnet mask (CIDR) for matching
the destination address of packets

New Address(es) The target IP address and subnet mask (CIDR) for
1-TO-1 NAT

Filter Rule If automatic forwarding filter rules are created for
this rule. A green check-mark means yes and a dash
means no.

Proxy ARP If Proxy ARP is enabled for a 1-to-1 NAT rule. A green
check-mark means yes and a dash means no.

Edit Click this icon to edit a NAT rule.
Delete Click this icon to remove a NAT rule. You will be

asked to acknowledge the removal before it is actu-
ally executed.

Up Click this button to move selected rules one step
upwards. You will be prompted to acknowledge.

Down Click this button to move selected rules one step
downwards. You will be prompted to acknowledge.

Activate Click this button to activate selected rules. You will
be prompted to acknowledge.

Deactivate Click this button to deactivate selected rules. You
will be prompted to acknowledge.

Delete Click this button to delete selected rules. You will be
prompted to acknowledge.

29.2.2 New NAT Rule

Menu path: Configuration ⇒ Firewall ⇒ NAT ⇒ New NAT Rule

In the New NAT Rule configuration page you can specify a new NAT rule. This
page exists in two views depending on what NAT type you want to create. When
you enter this page initially, the ”NAPT” type is pre-selected. Change the type to
”1-TO-1” to see the other view. If you have disabled JavaScript you will only see
one view with all fields from both NAPT and 1-TO-1 together.
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29.2.2.1 New NAT Rule - NAPT view

Active Rule is active if checked.
Type NAPT. If you change to 1-TO-1 NAT, the view will

change. See 29.2.2.2.
Incoming Interface Optional. The interface connected to your subnet

whose addresses you want to translate (the inter-
face to your internal/private network).

Source Address(es) Optional. The IP address and subnet mask (CIDR)
identifying the IP subnet where this NAT rule should
be applied.

Destination
Interface

Mandatory. The interface that should represent
all IP addresses on the subnet of the internal
interface. This is the external/public interface,
typically the interface connected to the Internet.

Automatic Packet
Filter Rule

Keep as checked if you want an automatically cre-
ated rule in the firewall forwarding filter allowing
packets that matches this NAT rule. This rule is in-
visible in the filter configuration. Uncheck it if you
want to set up your own rules for controlling traffic.
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29.2.2.2 New NAT Rule - 1-TO-1 NAT view

Active Rule is active if checked.
Type 1-TO-1. If you change to NAPT, the view will change.

See 29.2.2.1.
Incoming Interface Mandatory. The inbound interface where traffic ar-

rives to the router
Destination
Address(es)

Mandatory. The original external IP address and sub-
net mask (CIDR) that should be NATed

New Destination
Address(es)

Mandatory. The new internal IP address and subnet
mask (CIDR) set by the NAT

Automatic Packet
Filter Rule

Check if you want automatically created rules in
the firewall forwarding filter allowing packets that
matches this NAT rule. Rules will be created for both
forward direction and for the reverse direction. Keep
unchecked if you want to set up your own rules for
controlling traffic.

Proxy ARP Check to enable ARP proxying for the Destination
Address(es) on the Incoming Interface. You should
have this enabled in most cases.
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29.2.3 Edit NAT Rule

Menu path: Configuration ⇒ Firewall ⇒ NAT ⇒

In the Edit NAT Rule configuration page you can change an existing NAT rule.

Edit NAT rule - NAPT view

Edit NAT rule - 1-TO-1 NAT view

See section 29.2.2 for description of editable fields.
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29.2.4 Port Forwarding Rules

Menu path: Configuration ⇒ Firewall ⇒ Port Forwarding

Port forwarding is e.g. used to give external units access to specific services
in a subnet hidden by NAT/NAPT. If firewall is disabled or no rules created you will
see no list, but be presented to an information message.

New Forwarding
Rule

Click this button to create a new port forwarding
rule. You will be presented to a form where you can
configure the new rule.

Checkbox Check this box to select one or a set of rules for
group rule management. Check the box in the
header row to select all rules.

Order The order in which the rules will be applied. When
JavaScript is disabled there will also be a set of ar-
rows available to move rules up or down to change
the order of application.

Active A green check-mark means the rule is active, and a
dash means it is inactive.

Protocol Traffic may be filtered on transport layer protocol.
Available are TCP and UDP.

Continued on next page
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Continued from previous page
Incoming Interface The interface from which inbound traffic should be

allowed.
Incoming Destination
Port

The range of transport layer ports to match. E.g. 80
for standard web-server access.

Incoming Source
Address(es)

Optional. The source IP address(es) of packets al-
lowed to be forwarded. Either a single address, or a
subnet. Subnet mask is displayed in CIDR notation
(prefix length).

Destination Address The destination IP address to which the packets will
be forwarded.

Destination New
Port

If another port or set of ports are used by the desti-
nation host for the service you can map the port(s)
by entering another port or set of ports. Number of
ports must match the number of incoming destina-
tion ports. Empty means that the incoming destina-
tion port will be used.

Edit Click this icon to edit a port forwarding rule.
Delete Click this icon to remove a port forwarding rule. You

will be asked to acknowledge the removal before it
is actually executed.

Up Click this button to move selected rules one step
upwards. You will be prompted to acknowledge.

Down Click this button to move selected rules one step
downwards. You will be prompted to acknowledge.

Activate Click this button to activate selected rules. You will
be prompted to acknowledge.

Deactivate Click this button to deactivate selected rules. You
will be prompted to acknowledge.

Delete Click this button to delete selected rules. You will be
prompted to acknowledge.
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29.2.5 New Port Forwarding Rule

Menu path: Configuration⇒ Firewall⇒ Port Forwarding⇒ New Forwarding Rule

Active Rule is active if checked.
Protocol Mandatory. Traffic may be filtered on transport layer pro-

tocol. Available are TCP and UDP. Choose any to allow
both TCP and UDP packets.

Incoming
Interface

Mandatory. The interface from which inbound traffic
should be allowed.

Incoming
Destination
Port(s)

Mandatory. The range of transport layer ports to match.
E.g. 80 for standard web-server access. If JavaScript is
enabled, the range start may be selected in the drop
down.

Source Optional. The source IP address(es) of packets allowed
to be forwarded. Either a single address, or a subnet.
If single is selected, enter a single address. If subnet is
selected a netmask (e.g. 255.255.255.0) must also be
entered to define the subnet. If you have a JavaScript
enabled browser the netmask field will not be displayed
unless you check the subnet radio button.

Destination
Address

Mandatory. The destination IP address to which the pack-
ets will be forwarded.

Continued on next page
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Continued from previous page
New
Destination
Port

Optional. If another port or set of ports are used by the
destination host for the service you can map the port(s)
by entering another port or set of ports. Number of ports
must match the number of incoming destination ports.
Empty means that the incoming destination port will be
used. If JavaScript is enabled, the range start may be se-
lected in the drop down.

29.2.6 Edit Port Forwarding Rule

Menu path: Configuration ⇒ Firewall ⇒ Port Forwarding ⇒

In the Edit Port Forwarding Rule configuration page you can change an ex-
isting port forwarding rule.

See section 29.2.5 for description of editable fields.
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29.2.7 Packet Filter Rules

Menu path: Configuration ⇒ Firewall ⇒ Packet Filter

Packet filter rules are set up to allow traffic to pass through the firewall. Traf-
fic is by default denied, except for a set of default allow rules created.
If firewall is disabled or no rules created you will see no list, but be presented to
an information message.

Default
Forward
Policy

The policy defines how to handle data for which no
matching rule can be found. The forward chain controls
traffic passing through the switch, not traffic destined to
the switch itself. Possible values are:
Allow Packets will be allowed through.
Drop Packets will be dropped and no other

actions are taken.
Filter Rules
Enabled

Yes means rules are active. No means rules are deacti-
vated and all traffic is allowed through. Individual deacti-
vation of rules override when this setting is yes (active).

Continued on next page

542 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Continued from previous page
Edit Click this icon to edit the global settings.

New Rule Click this button to create a new packet filter rule. You
will be presented to a form where you can configure the
new rule.

Checkbox Check this box to select one or a set of rules for group
rule management. Check the box in the header row to
select all rules.

Order The order in which the rules will be applied. When
JavaScript is disabled there will also be a set of arrows
available to move rules up or down to change the order
of application.

Active A green check-mark means the rule is active, and a dash
means it is inactive.

Policy The type of rule, Allow or Deny.
In Interface The rule will be applied to traffic entering on this inter-

face.
Out Interface The rule will be applied to traffic exiting on this interface.

If neither Out Interface nor Destination Address (see be-
low) are specified, the rule will apply to the INPUT chain,
i.e., traffic destined to the switch itself (ICMP pings, SSH
management, etc.).

Source
Address(es)

The rule will be applied to traffic originating from a source
with this specific IP-address or an IP-address in the speci-
fied subnet.

Destination
Address(es)

The rule will be applied to traffic destined to this specific
IP-address or to an IP-address in the specified subnet. If
neither Out Interface (see above) nor Destination Address
are specified, the rule will apply to the INPUT chain, i.e.,
traffic destined to the switch itself (ICMP pings, SSH man-
agement, etc.).

Destination
Port

The rule will be applied to traffic destined to this set of
(UDP/TCP) ports.

Protocol The rule will be applied to traffic using this protocol. Se-
lect the protocol name or enter the protocol number. If
ANY the rule will be applied for all protocol types.

Edit Click this icon to edit a packet filter rule.
Continued on next page
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Continued from previous page
Delete Click this icon to remove a packet rule. You will be asked

to acknowledge the removal before it is actually exe-
cuted.

Up Click this button to move selected rules one step up-
wards. You will be prompted to acknowledge.

Down Click this button to move selected rules one step down-
wards. You will be prompted to acknowledge.

Activate Click this button to activate selected rules. You will be
prompted to acknowledge.

Deactivate Click this button to deactivate selected rules. You will be
prompted to acknowledge.

Delete Click this button to delete selected rules. You will be
prompted to acknowledge.
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29.2.8 Edit Common Packet Filter Settings

Menu path: Configuration ⇒ Firewall ⇒ Packet Filter ⇒ (Common Settings)
Here you may change the common settings for the packet filter rules.

Default
Forward
Policy

The policy defines how to handle data for which no
matching rule can be found. The forward chain con-
trols traffic passing through the switch, not traffic
destined to the switch itself. Possible values are:
Allow Packets will be allowed through.
Drop Packets will be dropped and no other

actions are taken.
Select the policy by clicking the radio button.

Filter Rules
Enabled

Check the box to activate the rules, or uncheck to deac-
tivate the rules. Deactivation means all traffic is allowed
through (policy is changed to allow).
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29.2.9 New Packet Filter Rule

Menu path: Configuration ⇒ Firewall ⇒ Packet Filter ⇒ New Rule

Active Rule is active if checked.
Policy Choose Allow/Deny to select if this rule should allow or

deny traffic.
Position (order) The position in the list defining in what order rules will be

applied. Defaults to last position. Change the value to
insert this rule in another position.

In Interface The rule will be applied to traffic entering on this inter-
face. In Interface and/or Source Address (see below) must
be set.

Out Interface The rule will be applied to traffic exiting on this interface.
If neither Out Interface nor Destination Address (see be-
low) are specified, the rule will apply to the INPUT chain,
i.e., traffic destined to the switch itself (ICMP pings, SSH
management, etc.).

Continued on next page
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Continued from previous page
Protocol The rule will be applied to traffic using this protocol. Se-

lect IP protocol in drop-down or enter the protocol number
to specify for which protocol to apply this rule (see also
Destination Port option below). Select any to allow traffic
from any IP Protocol (ICMP, TCP, UDP, . . . ) through.

Source
Address(es)

The rule will be applied to traffic originating from a source
with this specific IP-address or an IP-address in the speci-
fied subnet. Select Single and enter the single source ad-
dress into the address field. Select Subnet and enter an
address into the address field and a subnet mask into the
Netmask field. In Interface (see above) and/or Source Ad-
dress must be set.

Destination
Address(es)

The rule will be applied to traffic destined to this specific
IP-address or to an IP-address in the specified subnet. Se-
lect Single and enter the single source address into the
address field. Select Subnet and enter an address into the
address field and a subnet mask into the Netmask field.
If neither Out Interface (see above) nor Destination Ad-
dress are specified, the rule will apply to the INPUT chain,
i.e., traffic destined to the switch itself (ICMP pings, SSH
management, etc.).

Destination Port The rule will be applied to traffic destined to this set of
(UDP/TCP) ports. If JavaScript is enabled, the range start
may be selected in the drop down. Only valid if Protocol
TCP or UDP has been selected (see above).
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29.2.10 Edit Packet Filter Rule

Menu path: Configuration ⇒ Firewall ⇒ Filter ⇒

In the Edit Packet Filter Rule configuration page you can change an existing
packet filter rule.

See section 29.2.9 for description of editable fields.
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29.2.11 Configure ALG Helpers

Menu path: Configuration ⇒ Firewall ⇒ ALG Helper

In the ALG Helper configuration page you can activate Application Level Gate-
way (ALG) Helpers in the firewall.

Check the box for the ALG helper to activate.
See section 29.1.1 for description of ALG helpers.
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29.3 Firewall Management via the CLI

Command Default Section
Configure Firewall Settings
[no] firewall Disabled Section 29.3.1

[no] enable Enabled Section 29.3.2
[no] allow [pos <NUM>] [passive] Section 29.3.3

[in <IFNAME>] [out <IFNAME>]
[src <ADDR[/LEN]>] [dst <ADDR[/LEN]>]
[proto <NAME|NUM>] [dport <RANGE>]

[no] deny [pos <NUM>] [passive] Section 29.3.3
[in <IFNAME>] [out <IFNAME>]
[src <ADDR[/LEN]>] [dst <ADDR[/LEN]>]
[proto <NAME|NUM>] [dport <RANGE>]

[no] nat [<NUM>] [type <napt|1-to-1>] Section 29.3.4
[in <IFNAME>] [out <IFNAME>]
[src <ADDR[/LEN]>] [dst <ADDR[/LEN]>]
[to-dst <ADDR[/LEN]>] [addfilter]
[noarp] [passive]

[no] port-forward in <IFNAME>:<PORTRANGE> Section 29.3.5
[src <ADDR/LEN>]
dst <ADDR>[:PORTRANGE]
[proto <tcp|udp>]

[no] alg <ftp|tftp|sip|irc|h323|pptp> Disabled Section 29.3.6
[no] spi Disabled Section 29.3.7
policy [forward|input] <deny|allow> Deny Section 29.3.8
move [filter|nat|port-forward] <FROM> <TO> Section 29.3.9
passive <filter|nat|port-forward> <POS> Section 29.3.10

View Firewall Settings
show firewall Section 29.3.11
firewall

show enable Section 29.3.12
show allow Section 29.3.13
show deny Section 29.3.13
show nat Section 29.3.14

Continued on next page
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Continued from previous page
Command Default Section

show port-forward Section 29.3.15
show alg Section 29.3.16
show spi Section 29.3.17
show policy Section 29.3.18

View Firewall Status
show firewall Section 29.3.19

29.3.1 Managing the Firewall

Syntax [no] firewall

Context IP context

Usage Enter the Firewall context. This will enable the firewall (unless it is al-
ready enabled).

Use ”no firewall” to disable the firewall, and to delete all existing NAT,
Port Forwarding, Packet filter (allow/deny), and ALG helper rules.

Default values Disabled.

Error messages None defined yet.

29.3.2 Enable Packet Filter Rules

Syntax [no] enable

Context Firewall context

Usage Enable/disable packet filtering. This setting affects the activation of packet
filtering (allow/deny) rules, and the activation of the default policies. NAT,
Port Forwarding, and ALG helper rules are unaffected (they are always en-
abled).

Use ”enable” to (re)activate all configured packet filtering (allow/deny) rules
and the configured default policies for the input and forward filter.
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Use ”no enable” to deactivate all the configured packet filtering (allow/deny)
rules. Default forward policy will be accept and default input policy will be
drop. ICMP will be allowed on the ingress filter.

It is also possible to activate/deactivate individual allow/deny rules (as well
as NAT and port forwarding rules), see section 29.3.10.

Default values Enabled

Error messages None defined yet.

29.3.3 Configure Packet Filter Allow Rule

Syntax [no] allow [pos <NUM>] [passive] [in <IFNAME>] [out <IFNAME>]
[src <IPADDRESS[/LEN]>] [dst <IPADDRESS[/LEN]>]
[proto <PROTO_NAME|PROTO_NUM>] [dport <PORTRANGE>]

[no] deny [pos <NUM>] [passive] [in <IFNAME>] [out <IFNAME>]
[src <IPADDRESS[/LEN]>] [dst <IPADDRESS[/LEN]>]
[proto <PROTO_NAME|PROTO_NUM>] [dport <PORTRANGE>]

Context Firewall context

Usage Add or delete a packet filter allow or deny rule.

� Rule maintenance parameters (insert position, activate/deactivate or
delete rule):

– Allow and deny rules are inserted (and thus evaluated) in a certain
order in the input or forward filter. The ”pos <NUM>” parameter con-
trols at what position in the rule order this packet filter rule should
be inserted, or when it comes to removing a rule, which packet filter
rule to remove. The order is kept compact (see ”Delete rule” be-
low). Use the ”show allow” or ”show deny” commands to list the
current packet filter rule list and their position numbers. Examples:
* Insert rule: Use, e.g., ”allow pos 4 in vlan2 out vlan3” will

insert an allow rule at a specific position (here position 4) in the
list of packet filter rules. The rule previously at position 4 will
now have position 5, and so on.
If no position argument is given, the packet filter rule will be in-
serted last in the list. The position of a command can be modified
using the ”move” command (see section 29.3.9).
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* Delete rule: Use, e.g., ”no allow pos 5” to delete the packet
filter rule (allow or deny) at a specific position (here position 5)
in the list of packet filter rules. The rule previously at position 6
will now have position 5, and so on, keeping the list compact.
A rule can also be deleted by using the no-form of the filter
specification, e.g., the rule ”allow in vlan1 out vlan2” can
be deleted by the command ”no allow in vlan1 out vlan2”.

– The ”passive” parameter states whether this packet filter rule is
activated or deactivated (as opposed to removed). As of WeOS
v4.8.0 the ”passive” setting of a packet filter rule is best managed
via the command ”[no] passive <filter|nat|port-forward> <POS>”
(see section 29.3.10).

� Filter specification parameters:
– The ”in <IFNAME>” and/or ”src <IPADDRESS[/LEN]>” arguments

must be included when creating an ”allow” or a ”deny” packet fil-
ter rule.
The ”in <IFNAME>” and ”src <IPADDRESS[/LEN]>” are used to match
the inbound interface and source IP address of a packet. If the ”LEN”
parameter is omitted the ”src <IPADDRESS[/LEN>]” argument will
match a single source IP address. If included it will match a whole
IP subnet.

– Include the ”out <IFNAME>” and/or ”dst <IPADDRESS[/LEN]>” ar-
guments to define a FORWARDING rule (i.e., packets being routed
through the switch). If both the ”out <IFNAME>” and the ”dst
<IPADDRESS[/LEN]>” arguments are omitted, the rule will apply to
the INPUT chain, i.e., traffic destined to the switch itself (ICMP pings,
SSH management, etc.).
The ”out <IFNAME>” argument is used to match the outbound in-
terface of a packet.
Use the ”dst <IPADDRESS[/LEN]>” to match a single destination IP
address or whole subnet. If both the ”out <IFNAME>” and the ”dst
<IPADDRESS[/LEN]>” arguments are omitted, the rule will apply to
the INPUT chain, i.e., traffic destined to the switch itself (ICMP pings,
SSH management, etc.).

– Use the ”proto <PROTO_NAME|PROTO_NUM>” to match the IP proto-
col name, e.g., tcp, udp or icmp. It is also possible to specify the
protocol’s assigned number, see
http://www.iana.org/assignments/protocol-numbers/.

– Use the ”dport <PORTRANGE>” argument to specify a UDP or TCP
port number or number range. This argument is only valid if ”proto
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udp” or ”proto tcp” is included.

Default values Not applicable.

Error messages None defined yet.

29.3.4 Configure NAT Rule

Syntax [no] nat [<POS>] [type <napt|1-to-1>] [in <IFNAME>]
[out <IFNAME>] [src <ADDR[/LEN]>] [dst <ADDR[/LEN]>]
[to-dst <ADDR[/LEN]>] [addfilter] [noarp] [passive]

Context Firewall context

Usage Add or delete a NAT rule.

� Add a NAPT NAT rule
These keywords are available for creating NAPT rules:

– ”type napt”. Select NAPT.
– ”out <IFNAME>”. Mandatory. The outbound interface used for NAPT.

Outgoing packets handled by this rule will appear to originate from
the IP number configured (the primary address) or acquired (DHCP)
for this interface.

– ”in <IFNAME>”. Optional. Specify that packets must arrive from
this interface for this rule to apply.

– ”src <ADDR[/LEN]>”. Optional. Specify that packets must origi-
nate from a specific IP subnet for this rule to apply.

– ”addfilter”. If set, an automatic (invisible) packet filter rule will be
created in the forward filtering chain allowing packets matching this
NAT rule. Do not set this option if you want to manage forwarding
rules yourself.

– ”passive”. Specify that this rule is passive. It will be shown in
config but not used. To enable use ”passive” command, see sec-
tion 29.3.10.

� Add a 1-to-1 NAT rule
These keywords are available for creating 1-to-1 NAT rules:

– ”type 1-to-1”. Select 1-to-1 NAT.
– ”in <IFNAME>”. Mandatory. The inbound interface used for 1-to-1

NAT.
– ”dst <ADDR[/LEN]>”. Mandatory. Packets arriving on the inbound

interface and has the IP destination within this subnet will be NATed.
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– ”to-dst <ADDR[/LEN]>”. Mandatory. The new destination IP net-
work for the NAT. Must be of exact same size as the ”dst” network.

– ”addfilter”. If set, automatic (invisible) packet filter rules will be
created in the forward filtering chain allowing packets matching this
NAT rule. Rules are created for both the forward and reverse direc-
tion (see section 29.1.3.2). Do not set this option if you want to
manage forwarding rules yourself.

– ”noarp”. Specify to disable ARP proxying for this rule. (see sec-
tion 29.1.3.2 for details).

– ”passive”. Specify that this rule is passive. It will be shown in con-
fig but not used. To enable use ”passive” command, see section
29.3.10.

� Delete a NAT rule
Use the command ”no nat <POS>” to delete a specific NAT rule on
the position POS as shown with the command ”show” or ”show nat”.
Delete all NAT rules with ”no nat”.

Default values Addresses without subnet lengths will be considered to be of
length /32 i.e. as a single IP address.

Error messages None defined yet.

29.3.5 Configure Port Forwarding Rule

Syntax [no] port-forward in <IFNAME>:<PORTRANGE> [src <IPADDRESS/LEN>]
dst <IPADDRESS>[:PORTRANGE] [proto <tcp|udp>]

Context Firewall context

Usage Add/delete a Port Forwarding rule. This is commonly used when the
switch is acting as NAT gateway, see section 29.3.4. E.g., ”port-forward
in vlan1:80 dst 10.0.0.2 proto tcp” to forward all web traffic coming
in on interface vlan1 to the Web server at IP address 10.0.0.2 (port 80).

� The argument ”<IFNAME>:<PORTRANGE>” specifies incoming interface,
and what port or port range to match.

� Use the ”[src <IPADDRESS[/LEN]>]” to match a single source IP ad-
dress or whole subnet.

� Use the ”dst <IPADDRESS>[:PORTRANGE]” to specify where the pack-
ets should be forwarded. If the ”PORTRANGE” parameter is omitted, the
same port range as specified in the ”<IFNAME>:<PORTRANGE>” argu-
ment is used.
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� Use the ”[proto <tcp|udp>]” to specify if the rule applies to TCP or
UDP. If omitted, the rule applies to both.

Default values

Error messages None defined yet.

29.3.6 Configure Application Level Gateway (ALG) Helpers

Syntax [no] alg <ftp|tftp|sip|irc|h323|pptp>

Context Firewall context

Usage Enable/disable ALG helper for a protocol, e.g., use ”alg ftp” to make
your firewall or NAT gateway handle FTP traffic appropriately.

Use ”no alg PROTO” to remove an enabled ALG helper for the given proto-
col, or use ”no alg” to remove all enabled ALG helpers.

Default values Disabled.

Error messages None defined yet.

29.3.7 Configure Stateful Packet Inspection

Syntax [no] spi

Context Firewall context

Usage Stateful packet inspection will drop packet that are in an invalid state.
An example of a packet with an ”invalid” state is when a firewall sees a
TCP ”SYN+ACK”, without having seen the preceding TCP ”SYN” in the other
direction.

For a true firewall it is generally a good idea to enable stateful packet in-
spection. However, due to potential problems with asymmetric routing, the
default is to have this setting disabled.

Default values Disabled.

Error messages None defined yet.
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29.3.8 Configure Forwarding and Input Default Policies

Syntax policy [forward|input] <allow|deny>

Context Firewall context

Usage Configure the default policy for forward filtering and input filtering. By
default, the command applies to the forwarding filter, e.g., ”policy allow”
will set the default policy for forward filtering to ”allow”.

Default values Deny (that is, both the forwarding filter and the input filter by
default drop packets lacking a matching allow rule.)

Error messages None defined yet.

29.3.9 Reorder/Move a Packet Filter, NAT or Port Forwarding Rule

Syntax move [filter|nat|port-forward] <FROM_POS> <TO_POS>

Context Firewall context

Usage Change the position (reorder) a rule in the ”filter”, ”nat” or ”port-forward”
table, e.g., use ”move filter 6 3” to move the filter rule (allow/deny) at
position ”6” to position ”3”. The filter rule previously at position ”3” ends
up at position ”4”, and so on. Similarly, ”move filter 3 6” will move the
filter rule at position ”3” to position ”6”; the rule previously at position ”6”
ends up at position ”5” and so on.

The tables are kept compact. Specifying a ”TO_POS” beyond the highest
number in that table is equal to moving it to the last position in the table.

If no table is specified, the move operation applies to the ”filter” table,
i.e., ”move 6 3” is equivalent to ”move filter 6 3”.

Error messages None defined yet.

Examples

redfox:/config/ip/firewall/#> show allow
001 allow in vlan1 out vlan2
002 allow in vlan1 out vlan3
003 deny in vlan1 out vlan2 proto icmp
redfox:/config/ip/firewall/#> move filter 3 1
redfox:/config/ip/firewall/#> show allow
001 deny in vlan1 out vlan2 proto icmp
002 allow in vlan1 out vlan2
003 allow in vlan1 out vlan3
redfox:/config/ip/firewall/#>
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29.3.10 Activate/Deactivate a Packet Filter, NAT, or Port Forward-
ing Rule

Syntax passive <filter|nat|port-forward> <POS>

Context Firewall context

Usage Activate or deactivate a packet filter (allow/deny) rule, a NAT rule, or
a port forwarding rule. E.g., use ”passive filter 4” to deactivate the
packet filter rule at position ”4”.

Use commands ”show allow” (or ”show deny”) to display the current list
of packet filter rules, and ”show nat” and ”show port-forward” to see the
current lists of nat and port forwarding rules respectively.

Use the ”no”-form to activate a previously deactivated rule, e.g., ”no passive
filter 4” activates packet filter rule ”4”.

Error messages None defined yet.

Examples

redfox:/config/ip/firewall/#> show allow
001 allow in vlan1 proto icmp
002 allow in vlan2 proto icmp
003 deny in vlan1 out vlan2 proto icmp
004 allow in vlan1 out vlan2
redfox:/config/ip/firewall/#> passive filter 3
redfox:/config/ip/firewall/#> show allow
001 allow in vlan1 proto icmp
002 allow in vlan2 proto icmp
003 deny in vlan1 out vlan2 proto icmp passive
004 allow in vlan1 out vlan2
redfox:/config/ip/firewall/#> no passive filter 3
redfox:/config/ip/firewall/#> show allow
001 allow in vlan1 proto icmp
002 allow in vlan2 proto icmp
003 deny in vlan1 out vlan2 proto icmp
004 allow in vlan1 out vlan2
redfox:/config/ip/firewall/#>

29.3.11 View Firewall Configuration Settings

Syntax show firewall

Context IP context. Also available as ”show” command within the Firewall con-
text.
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Usage Show firewall configuration. If the firewall is enabled, the list of currently
configured NAT, Port Forwarding, Packet Filtering, and ALG helper rules are
presented.

Default values Not applicable.

Error messages None defined yet.

29.3.12 View Firewall Packet Filter Enable Setting

Syntax show enable

Context Firewall context.

Usage Show whether the configured packet filters are enabled or disabled.

Default values Not applicable.

Error messages None defined yet.

29.3.13 View Packet Filter Rules

Syntax show allow

Context Firewall context.

Usage Show configured allow packet filter rules.

Default values Not applicable.

Error messages None defined yet.

29.3.14 View NAT Rules

Syntax show nat

Context Firewall context.

Usage Show configured NAT rules.

Default values Not applicable.

Error messages None defined yet.
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29.3.15 View Port Forwarding Rules

Syntax show port-forward

Context Firewall context.

Usage Show configured port forwarding rules.

Default values Not applicable.

Error messages None defined yet.

29.3.16 View ALG Helper Settings

Syntax show alg

Context Firewall context.

Usage Show list of protocols for which ALG helpers have been enabled.

Default values Not applicable.

Error messages None defined yet.

29.3.17 View Firewall Stateful Packet Inspection

Syntax show spi

Context Firewall context.

Usage Show if stateful inspection is enabled or disabled.

Default values Not applicable.

Error messages None defined yet.

29.3.18 View Firewall Default Policies

Syntax show policy

Context Firewall context.

Usage Show configured default policies for the forwarding filter and the input
filter.

Default values Not applicable.

Error messages None defined yet.
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29.3.19 View Firewall Status

Syntax show firewall

Context Admin Exec context

Usage Show current NAT rules, Port Forwarding rules, and policies and entries in
the Input and Forwarding Filters. In addition, management interface config-
uration (see section 23.1.1.6) will appear as entries in the Input Filter.

Default values Not applicable.

Error messages None defined yet.
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Chapter 30

Virtual Private Network

WeOS provides virtual private network (VPN) support via IPsec VPNs. A WeOS
switch can act as a VPN gateway in NETWORK-NETWORK and HOST-NETWORK
scenarios. Configured as a VPN gateway, it can be used to securely connect
branch office networks with a central office network, or to serve individual users
wishing to ”dial in” securely over the Internet to the central office network, with
their PC connected at some remote site. The data traffic will be protected by
encrypted tunnels when sent over the Internet. A WeOS unit supports at most 25
simultaneous IPsec tunnels.

GW

Remote

PC

Central office network Branch office network

Home

Central Office Branch Office

Road−warrior

Internet

Secure
tunnels

GW

Remote

Figure 30.1: IPsec VPN tunnels can be used to securely connect hosts and net-
works over the Internet.
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30.1 Overview of VPN Management Features

Feature Web CLI General
(Sec. 30.2) (Sec. 30.3) Description

VPN Configuration
Add/Delete IPsec VPN tunnels X X Sec. 30.1.1
Local/Remote Subnets X X –”–
Outbound Interface X X –”–
NAT Traversal X X –”–
IKEv1 X X Sec. 30.1.2

Role (Initiator/Responder) X X –”–
Mode (Main/Aggressive) X X –”–
IKE Cipher Suite X X –”–
Identity X X –”–
Pre-Shared Key X X –”–
ESP Cipher Suite X X –”–
Perfect Forward Secrecy X X Sec. 30.1.3

MTU Override X X Sec. 30.1.4
Dead Peer Detection X X Sec. 30.1.5

VPN Status
Show IPsec Tunnel Status X X

30.1.1 Introduction to IPsec VPNs

A common use case for IPsec VPNs is to connect two networks via a secure tunnel
over the Internet. We refer to this scenario as NETWORK-NETWORK VPNs, and
is accomplished by having two VPN gateways, one at each site, negotiate and
establish a secure tunnel, and to forward all traffic between the two networks
through this tunnel. By creating VPN tunnels you establish a secure overlay net-
work on top of your regular Internet connections.

We use fig. 30.2 to explain some VPN related terminology.

� Peers: The two VPN gateways (Alice and Bob) are referred to as IPsec peers.
The peers constitute the end-points of the secure tunnel. One of the peers
will take the role of tunnel initiator and the other takes the responder role.

� Initiator and Responder: The VPN initiator is the peer that is responsible
for initiating the tunnel establishment by contacting the other peer - the
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(192.168.10.0/24)

NetworkA

(192.168.11.0/24)

NetworkBAlice

VPN

GW1

Bob

VPN

GW2

Secure tunnel

InitiatorResponder

Internet

Figure 30.2: By establishing a secure IPsec Tunnel between the VPN gateways
(Alice and Bob), traffic between Network-A and Network-B will be protected when
sent across the Internet.

responder. In fig. 30.2 we have assumed that Alice is the responder and
Bob is the initiator.

A WeOS switch configured as a VPN gateway is able to act both as responder
(default) and as initiator.

� NAT-traversal, Peer IP addresses and DDNS: In order to act as a responder,
Alice must be assigned a public (routable) IP address on its interface to-
wards the Internet. Thus, Alice generally cannot be located behind a NAT
gateway, since the initiator (Bob) would not be able to initiate the tunnel.
Bob will need to know Alice’s IP address (or domain name) in order to know
where to send the tunnel establishment messages. If Alice is assigned a
fixed IP address, Bob can choose between using Alice’s IP address or her
domain name. But if Alice gets her address dynamically (e.g., via DHCP),
Bob should use her domain name to establish the contact. WeOS supports
dynamic DNS (DDNS), thus Alice can dynamically register her current IP ad-
dress, see section 23.1.2.3.

The initiator (Bob) does not need to be assigned a public IP address. Bob
is able to establish the tunnel even if he is located behind a NAT gateway,
given that NAT-traversal (NAT-T) is enabled both in Alice’s and Bob’s VPN
configurations.

Furthermore, it is not mandatory for Alice to know Bob’s IP address before-
hand. It is possible to configure the VPN tunnel such that Bob could connect
to the Internet at various locations and still be able to establish the VPN
tunnel. This is commonly referred to as Bob being a road warrior.

� Local and Remote Subnet: Each peer will define what traffic should be al-
lowed to pass through the established tunnel. Each peer will define the local
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and remote subnet, and all traffic between these subnets is sent securely
through the tunnel. To secure all traffic between networks ”A” and ”B”,
Alice would define 192.168.10.0/24 as local subnet, and 192.168.11.0/24
as remote subnet in the tunnel configuration. Bob would do the opposite,
i.e., define 192.168.11.0/24 as local subnet, and 192.168.10.0/24 as remote
subnet.

More advanced settings for the local and remote subnet parameters are
possible, e.g., it is possible to configure the tunnel so that all traffic from
Network B is sent through the tunnel (i.e., not only the traffic heading for
Network A).

� Outbound interface: The outbound interface denotes the interface, and im-
plicitly the IP address, a VPN gateway uses to tunnel the traffic through, and
to communicate with its peer. In fig. 30.2 Alice outbound interface would be
her interface towards the Internet (and the same goes for Bob).

By default, the outbound interface is set to the interface leading to the de-
fault gateway (see section 23.1.2).

(192.168.10.0/24)

NetworkA Alice

VPN

GW1

Bob

Secure tunnel

Responder

PC

client
VPN

Initiator

(192.168.12.49/32)

VPN Client IP address

Internet

Figure 30.3: IPsec VPNs can be used to provide secure connections between
individual hosts and a network behind a VPN gateway, a HOST-NETWORK VPN.

Another common use case is shown in fig. 30.3. In this case Bob is an indi-
vidual host, i.e., a PC with VPN client software installed. A WeOS switch is able
to act as VPN gateway in HOST-NETWORK scenarios. The host (Bob) should be
assigned a VPN client IP address (192.168.12.49 in fig. 30.3), which is used to
communicate with the hosts in Network-A. For Alice the configuration is very sim-
ilar to the NETWORK-NETWORK example above, with the main difference being
that her remote-subnet defines an individual IP address (192.168.12.49/32, i.e.,
netmask 255.255.255.255) instead of a network. As in the NETWORK-NETWORK
use case, Bob’s PC can be configured as a road warrior connecting from different
IP addresses, and with NAT-T enabled he can connect from behind a NAT gateway.

© 2012 Westermo Teleindustri AB 565

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.1.2 Authenticated Keying using Internet Key Exchange (IKE)

As part of the IPsec VPN tunnel establishment Alice and Bob will use the IKE (In-
ternet Key Exchange) protocol to authenticate each other and create necessary
session keys to protect the data traffic. WeOS supports IKE version 1 (IKEv1)
with authentication through pre-shared keys (PSK) or certificates (RSA signature
keys using X.509 certificates). In IKEv1 there are two authentication handshakes
(phase-1 and phase-2):

� IKE phase-1 handshake: In this document the IKE phase-1 handshake is sim-
ply referred to as the IKE handshake. In the IKE handshake Alice and Bob
identify themselves and use their configured PSK or certificates to authen-
ticate each other. When configuring an IPsec tunnel, the identities of the
peers should be defined. Five methods are provided:

– Distinguished name (ID_DER_ASN1_DN): (Only applicable for certificate
based authentication). The distinguished name (DN) of an X.509 certifi-
cate, e.g., ”/C=US/O=ACME/CN=foobar” can be used as identification.
The DN string can also be specified in LDAP style (e.g., ”C=US, O=ACME,
CN=foobar”). The responder would typically use wild-card (e.g., ”C=US,
O=ACME, CN=*”) to allow multiple road-warriors to establish tunnel ses-
sions via a single tunnel configuration.

– IP Address (ID_IPV4_ADDR): If the IP address of the peer is known, it
can be used to identify it. When using main mode with PSK (main and
aggressive modes are explained later in this section) this is the only op-
tion. When using IP address as IKE identity, WeOS allows you to specify
either an IP address or a domain name, which is then resolved via DNS.

– Domain name (ID_FQDN): The identification can be specified as the do-
main name of the peer. When specifying type ”domain name”, the
entered identity value (e.g., foobar.westermo.com) is sent as is, i.e., it
is not resolved to an IP address. Therefore, the domain name identifi-
cation type could be used as a general user name, such as foobar.

– Email style (ID_USER_FQDN): The identification can be specified in email
address style, e.g., foobar@westermo.com.

– Key identification (ID_KEY_ID): (Only applicable for PSK based authen-
tication) With the key identification type, the identification can be en-
tered as an opaque byte stream. As with the domain name type, the
key identification type can be used to enter a general user name, such
as foobar.

The IKE handshake also creates the necessary credentials for the following
ESP handshake.
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� IKE phase-2 handshake: In this document the IKE phase-2 handshake is
referred to as the ESP handshake. In the ESP handshake the cipher suite for
the VPN tunnel is negotiated as well as the session keys used to encrypt and
integrity protect the data send through the tunnel.

The user can also specify whether the IKE handshake should use the main
(default) or aggressive mode. Not all combinations are supported:

� Pre-shared key: With PSK authentication, either main or aggressive mode
can be used. However, due to limitations in IKEv1, PSK with main mode
can only be used with IP address as identity, which in turn implies that the
initiator must have a fixed IP address (no road-warrior).

� Certificates: As of WeOS v4.8.0, certificate based authentication is only sup-
ported in main mode.

A summary of supported combinations is shown below. IKEv1 main mode with
certificates is recommended.

IKE Phase-1 Authentication Method
handshake Certificate Pre-shared Key

Main mode
Recommended

Fixed setups
No road-warriorSupports Road-warrior

and fixed setups

Aggressive mode Not supported Supports Road-warrior
and fixed setups

Both for the IKE and ESP handshakes the user can specify which cryptographic
protocols to use. The following algorithms are supported by WeOS:

� Encryption algorithm: Supported encryption algorithms are 3DES and AES
(key length 128 and 256 bits).

� Message authentication/integrity: Supported hash algorithms for message
authentication are MD5, and SHA-1.

� Diffie-Hellman groups: Supported Diffie-Hellman groups are 1024 (DH group
2), 1536 (DH group 5), 2048 (DH group 14), 3072 (DH group 15) and 4096
(DH group 16).

These Diffie-Hellman key exchange groups are supported and are config-
urable for both IKE and ESP (for PFS) individually.
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When using IKE main mode, Alice and Bob can be configured to automatically
negotiate a suitable cipher suite. When using aggressive mode, Alice and Bob
should be configured to use a specific cipher suite (same at both sides). When
aggressive mode is selected, WeOS by default uses the suite AES128-SHA1-
DH1024.

30.1.3 Perfect Forward Secrecy

Perfect Forward Secrecy (PFS) refers to the property that if an ESP session key
is compromised, the attacker will only get access to the data protected by that
single key. Previous and later session keys will not be revealed just because that
single key was compromised, thus data encrypted by those keys is still protected.

Note: This setting is not supported by all IPsec implementations. It
is however recommended to have it enabled, on both sides of the con-
nection.

PFS uses Diffie-Hellman to exchange new session keys. The Diffie-Hellman
group can be automatically selected or manually configured.

PFS with automatic Diffie-Hellman group selection is enabled by default on all
new tunnels.

If you are unsure what do to, you can safely disable PFS. If the IPsec daemon
receives a request with PFS, it will allow it despite PFS being disabled or not.

30.1.4 Data encapsulation and encryption

IPsec specifies two modes to encapsulate the data, a transport and a tunnel
mode. WeOS IPsec VPN only supports the tunnel mode. In the tunnel mode,
the original IP packets are encapsulated within another IP packet as shown in
fig. 30.4.

In IPsec there is also the choice by protecting the data using AH (Authentication
Header), and ESP (Encapsulating Security Payload) formats. WeOS only supports
ESP, which is the format to use to achieve both data encryption and integrity
protection.

In order to send encapsulated data more efficiently over the Internet an oper-
ator can tune the maximum transmission unit (MTU) for VPN tunnels. By default
the MTU for VPN tunnels is set to 1419 bytes.
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Figure 30.4: IPsec tunnel mode encapsulation. The ”inner” IP header holds the
original IP addresses of Charlie and Dave, and the outer IP header contains the
addresses of the VPN gateways Alice and Bob.

30.1.5 Dead Peer Detection

The connectivity through an established IPsec tunnel may be broken unexpect-
edly, e.g., one of the peers go down or is disconnected, or if some kind of routing,
NAT or firewall problem occurs on the path between them.

Dead Peer Detection (DPD) can be used to discover and manage such situa-
tions. In DPD the peers exchange keep-alive messages to monitor if the remote
peer is still reachable. If a peer determines connectivity to be broken, appropri-
ate actions should be taken. There are three configuration options for the DPD
action:

� Restart: An initiator should try to reestablish an IPsec tunnel by restarting
the IKE handshake.

� Hold: A responder can chose the Hold DPD action. This is often the preferred
option in a NETWORK-NETWORK VPN scenario (see fig. 30.2).

� Clear: A responder can also chose the Clear DPD action. This is the preferred
option if the HOST-NETWORK VPN scenario, i.e., if the initiator is a single
road warrior (see fig. 30.3), but Clear may also be used in a NETWORK-
NETWORK VPN scenario.

As of WeOS v4.8.0 a VPN gateway configured as initiator will use DPD action
restart by default, while a responder by default uses DPD action clear.

Two additional DPD parameters can be configured:

� DPD Delay: The DPD delay is the interval between DPD probing messages
sent by a VPN gateway.
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� DPD Timeout: If a period corresponding to the DPD timeout elapses with-
out getting any response on the DPD probe messages, the VPN gateway
considers the peer to be down.

The DPD settings can be configured individually on each peer. It is even possi-
ble to disable DPD on one of the peers - that peer will still respond to DPD probing
messages from the other peer.

30.1.6 Examples of using IPsec VPN with PSK

This section illustrates configuration steps when configuring IPsec VPNs using IKE
authentication with pre-shared key (PSKs).

Figure 30.5 shows a sample IPsec VPN topology which can be used to illustrate
VPN configuration steps. This is the same topology as shown in the NET-NET
example in fig. 30.2, but with some more details on the inbound and outbound
interface of each VPN gateway.

(192.168.10.0/24)

NetworkA

(192.168.11.0/24)

NetworkBAlice

VPN

GW1

Bob

VPN

GW2

Secure tunnel

InitiatorResponder

IP 192.168.10.1

iface vlan1

Inbound Outbound

iface vlan2

IP 10.1.2.3

alice.westermo.com

Outbound

IP 10.4.5.6

iface vlan2

bob.westermo.com

Inbound

iface vlan1

IP 192.168.11.1

Internet

Figure 30.5: Example VPN topology used to illustrate configuration steps.

We have two VPN gateways, Alice and Bob, which are used to establish a secure
VPN tunnel between the central office network (192.168.10.0/24) and the branch
office network (192.168.11.0/24).

When using pre-shared key authentication, we first need to determine if Bob’s
outbound interface has a fixed address or not. This affects the choice of IKE main
mode or aggressive mode, as discussed in section 30.1.6.1. Sections 30.1.6.2
and 30.1.6.3 explain the configuration steps if aggressive mode or main mode is
used.
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30.1.6.1 Selecting Aggressive or Main Mode?

An IPsec tunnel must specify whether IKE should operate in main mode or in
aggressive mode (in WeOS v4.8.0 main mode is used by default).

As mentioned in section 30.1.2, the IKE main mode with PSK authentication is
limited to IP address as peer identification. This in turn means that IKE aggressive
mode should be used if the initiator’s IP address is not fixed, e.g., if Bob may
change location (road warrior), or if he is using DHCP to acquire his address on
the outbound interface. For a description of establishing the VPN topology in
fig. 30.5 with IKE aggressive mode, see section 30.1.6.2.

On the other hand, if Bob has a fixed IP address, the setup in fig. 30.5 could
be established either with IKE main mode or aggressive mode. Main mode is
somewhat simpler to configure, and is described in section 30.1.6.3.

30.1.6.2 Aggressive Mode Configuration

Below you find hints on how to configure the initiator (Bob) and responder (Alice)
in IKE aggressive mode. Note: this is just an example; several alternatives exist.

Many VPN settings can be configured in the same way on the responder (Alice)
and the initiator (Bob):

� VPN instance number: This number is of local significance only, i.e., it can
differ on Alice and Bob. In the Web configuration, it is simplest to accept the
suggested value.

� Enable the VPN tunnel: Yes (default)

� Outbound interface: Default gateway (or ”vlan2”)

� Aggressive mode: Yes

� IKE (phase-1) cipher suite: With aggressive mode, a specific cipher suite
must be specified (auto-mode is not possible). Simplest is to use the default
settings: AES-128 for encryption, SHA1 for authentication, and group DH 2
(1024) for the Diffie-Hellman exchange.

� Pre-shared secret: The common password, e.g., ”TopSecret123!”, which
should be known only by Alice and Bob.

� ESP cipher suite: With aggressive mode, a specific cipher suite must be
specified (auto-mode is not possible). Simplest is to use the default settings:
AES-128 for encryption, SHA1 for authentication, and automatic Diffie-Hellman
group (for PFS)
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� Enable PFS: Yes.

� DPD Delay: 30 seconds (default)

� DPD Timeout: 120 seconds (default)

Responder specific settings (Alice):

� Remote Peer: Any (not necessary to know the IP address of Bob)

� Local subnet: 192.168.10.0; netmask: 255.255.255.0

� Remote subnet: 192.168.11.0; netmask: 255.255.255.0

� Role: Responder (no initiator)

� Local-id: Type ”Name (DNS/User)”, Identifier ”Alice”

� Remote-id: Type ”Name (DNS/User)”, Identifier ”Bob”

� DPD Action: Clear

Initiator specific settings (Bob):

� Remote Peer: 10.1.2.3 (or alice.westermo.com)

� Local subnet: 192.168.11.0; netmask: 255.255.255.0

� Remote subnet: 192.168.10.0; netmask: 255.255.255.0

� Role: Initiator

� Local-id: Type ”Name (DNS/User)”, Identifier ”Bob”

� Remote-id: Type ”Name (DNS/User)”, Identifier ”Alice”

� DPD Action: Restart

30.1.6.3 Main Mode Configuration

Below you find hints on how to configure the initiator (Bob) and responder (Alice)
in IKE main mode. Note: this is just an example; several alternatives exist.

Many VPN settings can be configured in the same way on the responder (Alice)
and the initiator (Bob):
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� VPN instance number: This number is of local significance only, i.e., it can
differ on Alice and Bob. In the Web configuration, it is simplest to accept the
suggested value.

� Enable the VPN tunnel: Yes (default)

� Outbound interface: Default gateway (or ”vlan2”)

� Aggressive mode: No (i.e., use main mode)

� IKE (phase-1) cipher suite: Auto (simplest)

� Pre-shared secret: The common password, e.g., ”TopSecret123!”, which
should be known only by Alice and Bob.

� ESP cipher suite: Auto (simplest)

� Enable PFS: Yes.

� DPD Delay: 30 seconds (default)

� DPD Timeout: 120 seconds (default)

Responder specific settings (Alice):

� Remote Peer: 10.4.5.6 (”Any” can not be used; Domain name bob.westermo.com
can not be used either.)

� Local subnet: 192.168.10.0; netmask: 255.255.255.0

� Remote subnet: 192.168.11.0; netmask: 255.255.255.0

� Role: Responder (no initiator)

� Local-id: Auto (or type ”IP Address”, Identifier ”10.1.2.3”)

� Remote-id: Auto (or type ”IP Address”, Identifier ”10.4.5.6”)

� DPD Action: Hold

Initiator specific settings (Bob):

� Remote Peer: 10.1.2.3 (or alice.westermo.com)

� Local subnet: 192.168.11.0; netmask: 255.255.255.0

� Remote subnet: 192.168.10.0; netmask: 255.255.255.0
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� Role: Initiator

� Local-id: Auto (or type ”IP Address”, Identifier ”10.4.5.6”)

� Remote-id: Auto (or type ”IP Address”, Identifier ”10.1.2.3” or ”alice.westermo.com”)

� DPD Action: Restart

30.1.7 Use of certificates for IKE authentication

WeOS supports IKE authentication via certificates and pre-shared keys (PSKs),
with certificate based authentication as recommended method. While PSK based
authentication can be somewhat simpler to configure, certificate based authen-
tication is often considered more secure, and makes it easier to manage setups
with multiple road-warriors.

This section provides additional hints when using certificate based authentica-
tion of IPsec tunnels in WeOS.

1. Load/import certificates: To use certificates for IKE based authentication
you must first create/acquire certificates and private keys, and load them
onto your WeOS unit(s). See section 7.1.6 for more information on load-
ing/importing certificates onto your WeOS unit.

2. Use case and PKI model: What certificates to load onto your WeOS unit will
depend on your specific use case. Three common use cases supported by
WeOS.

� Common CA: Alice (IPsec Responder, typically a VPN Gateway), Bob
(IPsec Initiator/VPN PC client or gateway) use a common CA. This would
be a typical scenario when a company wish to allow their employees
or branch offices to connect securely to the central office. See sec-
tion 30.1.7.1 for more information.

� Different CAs: Alice and Bob have certificates issued by different CAs.
This would be a typical scenario when you wish to communicate se-
curely between units of different organisations. See section 30.1.7.2 for
more information.

� Trusted Peer: Alice and Bob can import each others certificates. This
approach does not require Alice and Bob to install each others CA cer-
tificates. In a way this case is similar to using PSKs, although a bit more
secure. See section 30.1.7.3 for more information.
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3. Verify/set time on unit: As certificates are valid for a certain time period
(start time and end time), it is important that the date/time is set correctly
on your WeOS unit. You can set the time manually (see chapter 9), but
it is recommended to use SNTP/NTP (see sections 23.1.2.2, 23.2.1 (Web),
and 23.4.14 (CLI)) as the date/time can be reset to Unix epoch (January 1,
1970) if left without power for some time.

4. Defining local and remote IKE identities: For Alice and Bob to identify each
other using certificates, use of Distinguished Name(ID_DER_ASN1_DN) is
recommended. As stated in section 30.1.2, identity methods domain name
(ID_FQDN), email (ID_USER_FQDN), and IP address (ID_IPV4_ADDR) are pos-
sible too, but requires the specific identity to be included as subjectAlt-
Name in the certificate. E.g., if Bob wish to wish to identify himself as
bob@westermo.com (email style), his certificate needs to include ”subjec-
tAltName=email:bob@westermo.com”, and he should set ”local-id email
bob@westermo.com” in his IPsec tunnel configuration. Correspondingly, Al-
ice would set ”remote-id email bob@westermo.com”” in her IPsec tunnel
configuration.

For examples using Distinguished Name as identity, see sections 30.1.7.1-
30.1.7.3.

Using ”auto” for the local-id setting (”no local-id”) together with certifi-
cate based authentication means that Alice will identify herself with the
ID_DER_ASN1_DN method, and automatically extract her DN string value
from her certificate.

Warning on using ”auto” mode for ”remote-id”: As of WeOS
v4.8.0 use of ”auto” mode for ”remote-id” together with certificate
authentication is discouraged. That option may change behaviour
or even be removed in future versions of WeOS, thus its use will
pose risks when doing future upgrades. (Use of ”auto” mode with
PSK authentication is fine, though).

Further details: when using certificates in WeOS v4.8.0, if Alice uses
”auto”-mode to identify Bob (”no remote-id”) WeOS will expect
Bob to identify himself using method:

� ”ID_DER_ASN1_DN” when no peer IP address or domain name
is set (she considers Bob to be a road-warrior (”no peer”)).
Furthermore, there will be no restriction on what DN string
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Bob presents as long as his certificate is valid and issued by
a trusted CA.

� ”ID_IPV4_ADDR” when a peer IP address or domain name is set
(e.g., ”peer 1.2.3.4”). Thus, in this case Bob would have to
include the corresponding IP address in the certificate (e.g.,
”subjectAltName=IP:1.2.3.4”) and set his local-id accordingly
(”local-id inet 1.2.3.4”).

5. Defining local and remote IP subnets: By using DN strings with common
name (CN) wild-card, a VPN gateway can easily serve multiple road-warriors
using a single IPsec tunnel. E.g., if Alice (IPsec Responder/VPN Gateway) use
DN string, C=US, O=ACME, CN=*” as remote-id, it would match certificates
with different CNs (e.g., Bob or Charlie) as long as the other relative distin-
guished names (RDNs), here C=US, O=ACME, of the presented certificate
would match.

However, if Alice is to allow multiple VPN peers to connect via a single tunnel
definition, she should allow each peer to have a local subnet (or virtual IP)
corresponding to a part of her configured remote subnet, i.e, her remote
subnet should be shared by Bob, Charlie or any other valid peer. An example
is shown in the figure below, where Alice has declared her remote subnet
10.0.2.0/24 as shared to allow Bob, Charlie and Dave to connect.

Charlie

(PC)

Dave

(PC)

Alice

(GW)

Bob

(GW)

Remote−id:

"C=US, O=ACME, CN=*"

Remote−subnet:

10.0.2.0/24 (Shared)

Peer Address: Any

Local−id:

"C=US, O=ACME, OU=RD, CN=Bob"

Virtual IP: 10.0.2.12/32

Local−id:

Local−id:

"C=US, O=ACME, CN=Dave"

Virtual IP: 10.0.2.11/32

"C=US, O=ACME, CN=Charlie"

10.0.2.128/29

10.0.1.0/24 Intranet
Internet/

Figure 30.6: By defining the remote subnet as ”shared”, one IPsec tunnel def-
inition at the responder (Alice) can serve multiple initiators (Bob, Charlie, and
Dave).

576 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.1.7.1 Common CA: IKE certificates within an organisation

When a company wish to use IPsec with certificate authentication within their
organisation, all entities (IPsec VPN gateways and users of VPN clients) can have
their certificate issued by the same CA. The CA can either be operated by the
company itself, or an external (professional) CA organisation.

CA
AB

Alice Bob

Trusted CAs

Figure 30.7: Alice and Bob have certificates issued by the same CA (e.g., their
company CA). In this PKI model, Alice uploads the certificate of her CA, and trusts
any certificate issued by that CA.

In this user scenario, a VPN unit such as Alice will have to upload/import

� the certificate of her CA (CAAB),

� her own certificate (AliceCert), and

� the private key associated with her certificate.

This is typically done by importing a password protected PKCS#12 bundle, hold-
ing both these certificates and the private key (see section 7.1.6 for more infor-
mation on certificate management).

If we consider the sample setup in fig. 30.6, the certificates of Alice, Bob, Char-
lie, and Dave could all be issued by the same CA. Below we see sample WeOS CLI
syntax for Alice’s and Bob’s VPN configuration, as well as some comments.

� Local-id: The local-id strings are not necessary here; using the ’auto’ mode
(”no local-id”) is sufficient, since the default is to use the DN string of the
local certificate in certificate authentication mode is used (”method cert”).
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� Shared remote-subnet: As Bob’s local subnet (10.0.2.128/29) only defines a
subset of the remote subnet defined by Alice (10.0.2.0/24), she has added
the keyword ”shared”.

� Remote CA: The setting ”remote-ca same” enforces the restriction that Al-
ice will verify that Bob’s certificate is issued by the same CA as her certifi-
cate (and vice versa). This is the default setting, and may not be shown
in your configuration file. See sections 30.1.7.2 and 30.1.7.3 for alternative
settings.

� Remote Cert: In this scenario, Alice would accept all initiators (Bob, Charlie,
Dave, etc.) with a certificate issued by their common CA, and where the
DN string matches "C=US, O=ACME, CN=*". The remote certificate only
needs to be specified in the trusted peer use case, see section 30.1.7.3.
The default setting is ”no remote-cert”, thus this line may not be shown
in your configuration file.

� Peer IP address: Alice is configured to accept initiators irrespective of their
IP address. Bob needs to be configured with Alice’s ”Internet” IP address or
domain name as peer (here 10.10.1.2; not shown in fig. 30.6).

Alice’s Configuration Bob’s Configuration
tunnel tunnel
ipsec 0 ipsec 0

enable enable
no aggressive no aggressive
pfs pfs
no ike no ike
no esp no esp
no peer peer 10.10.1.2
no outbound no outbound
local-id dn "C=US, O=ACME, CN=Alice" local-id dn "C=US, O=ACME, CN=Bob"
remote-id dn "C=US, O=ACME, CN=*" remote-id dn "C=US, O=ACME, CN=Alice"
local-subnet 10.0.1.0/24 local-subnet 10.0.2.128/29
remote-subnet 10.0.2.0/24 shared remote-subnet 10.0.1.0/24
method cert method cert
local-cert AliceCert local-cert BobCert
no remote-cert no remote-cert
remote-ca same remote-ca same
no initiator initiator
dpd-action clear dpd-action restart
dpd-delay 30 dpd-delay 30
dpd-timeout 120 dpd-timeout 120
sa-lifetime 28800 sa-lifetime 28800
ike-lifetime 3600 ike-lifetime 3600
end end

end end

578 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.1.7.2 Different CAs: IKE certificates with multiple organisations

As of WeOS v4.8.0, this use case can only be configured via the CLI.

To use IPsec to establish secure tunnels between users or units of different or-
ganisations, Alice and Bob will usually have certificates issued by different CAs. In
this case, Alice would upload/import Bob’s CA certificate (CB), and would thereby
trusted all certificates issued by Bob’s CA.

Alice

CA
A

CA
B

Bob

Trusted CAs

Figure 30.8: Alice and Bob have certificates issued by different CAs (e.g., their
respective company CA). In this PKI model, Alice uploads the certificate of her CA
(CAA), and Bob’s CA (CAB), and trusts any certificate issued by either of them CA.

In this user scenario, a VPN unit such as Alice will have to upload/import

� the certificate of her CA (CAA),

� the certificate of Bob’s CA (CAB),

� her own certificate (AliceCert), and

� the private key associated with her certificate.

Alice would typically upload/import her private key, her CA and own certificates
as a password protected PKCS#12 bundle, while Bob’s CA certificate could be
uploaded/imported as a PEM file. See section 7.1.6 for more information on cer-
tificate management).

If we consider the sample setup in fig. 30.6, the certificates of Alice and Bob
would now be issued by different CAs. Below we see sample WeOS CLI syntax for
Alice’s and Bob’s VPN configuration, as well as some comments.
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� Remote CA: The setting ”remote-ca dn ’́C=US, O=FOOBAR, CN=FoobarCA’́”
in Alice’s configuration restricts initiators to have certificates issued by the
”FoobarCA” (Bob’s CA). An alternative would be to use the setting ”remote-ca
any”, which would allow initiators with valid certificates issued by any CA
trusted by Alice.

Correspondingly, Bob is configured to only trust certificates issued by ”AcmeCA”
(Alice’s CA).

As of WeOS v4.8.0, the Remote CA setting is only configurable via the CLI,
thus this use case cannot be configured via the Web interface. However,
a similar service can be achieved via the trusted peer use case, see sec-
tion 30.1.7.3.

� For comments on other settings, see the related example in section 30.1.7.1.

Alice’s Configuration Bob’s Configuration
tunnel tunnel

ipsec 0 ipsec 0
enable enable
no aggressive no aggressive
pfs pfs
no ike no ike
no esp no esp
no peer peer 10.10.1.2
no outbound no outbound
local-id dn "C=US, O=ACME, CN=Alice" local-id dn "C=US, O=FOOBAR, CN=Bob"
remote-id dn "C=US, O=FOOBAR, CN=*" remote-id dn "C=US, O=ACME, CN=Alice"
local-subnet 10.0.1.0/24 local-subnet 10.0.2.128/29
remote-subnet 10.0.2.0/24 shared remote-subnet 10.0.1.0/24
method cert method cert
local-cert AliceCert local-cert BobCert
no remote-cert no remote-cert
remote-ca dn "C=US, O=FOOBAR, CN=FoobarCA" remote-ca dn "C=US, O=ACME, CN=AcmeCA"
no initiator initiator
dpd-action clear dpd-action restart
dpd-delay 30 dpd-delay 30
dpd-timeout 120 dpd-timeout 120
sa-lifetime 28800 sa-lifetime 28800
ike-lifetime 3600 ike-lifetime 3600
end end

end end

30.1.7.3 IKE with trusted peer certificates

As an alternative to installing trusted CA certificates, Alice and Bob can import
each others certificates and use as trusted peers.

In this user scenario, a VPN unit such as Alice will have to upload/import
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Figure 30.9: Alice and Bob have imported each others certificates as trusted
peers. In this case Alice and Bob do not need to install/import CA certificates.

� Bob’s certificate (BobCert),

� her own certificate (AliceCert), and

� the private key associated with her certificate.

In most cases Alice would also import her CA certificate (CAA), although this is not
required for this trust model. Typically she would then upload/import her private
key, her CA and own certificates as a password protected PKCS#12 bundle, while
Bob’s certificate could be uploaded/imported as a PEM file. See section 7.1.6 for
more information on certificate management).

Note: Although this trust model does not require Alice or Bob to install
any CA certificates, WeOS still requires their certificates to be issued
by some CA, i.e., the Issuer and Subject of the certificate cannot be the
same.

The configuration example below is loosely based on sample setup in fig. 30.6.
However, as this tunnel configuration is only intended for Alice and Bob, we have
restricted the remote-id and remote-subnet settings on Alice side. Furthermore,
we have let Alice and Bob have certificates of different CAs, to make the example
more general.

� Local-id: Local-id could use ”auto” mode (”no local-id”). That is simpler
than defining the DN string explicitly as done below.
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� Remote-id: As of WeOS v4.8.0, Remote-id can not use ”auto” mode (”no
remote-id”). That may change in future versions of WeOS.

� Remote CA: The remote-ca setting does not apply when a remote certificate
is specified, thus is not shown in the example.

Alice’s Configuration Bob’s Configuration
tunnel tunnel

ipsec 0 ipsec 0
enable enable
no aggressive no aggressive
pfs pfs
no ike no ike
no esp no esp
no peer peer 10.10.1.2
no outbound no outbound
local-id dn "C=US, O=ACME, CN=Alice" local-id dn "C=US, O=FOOBAR, CN=Bob"
remote-id dn "C=US, O=FOOBAR, CN=Bob" remote-id dn "C=US, O=ACME, CN=Alice"
local-subnet 10.0.1.0/24 local-subnet 10.0.2.128/29
remote-subnet 10.0.2.0/29 remote-subnet 10.0.1.0/24
method cert method cert
local-cert AliceCert local-cert BobCert
remote-cert BobCert remote-cert AliceCert
no initiator initiator
dpd-action clear dpd-action restart
dpd-delay 30 dpd-delay 30
dpd-timeout 120 dpd-timeout 120
sa-lifetime 28800 sa-lifetime 28800
ike-lifetime 3600 ike-lifetime 3600
end end

end end
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30.2 Managing VPN settings via the web interface

30.2.1 Manage IPsec VPN via the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ IPsec

The main IPsec VPN configuration pages contains two parts: the top part lists
general IPsec settings applying to all ports, the bottom part shows a list of cur-
rently configured IPsec tunnels.

General IPsec settings:
NAT
Traversal
(NAT-T)

Enable NAT traversal support by checking the check box, disable
NAT traversal support by un-checking the checkbox. The NAT-
traversal setting will apply to all IPsec tunnels.
NAT Traversal can cause inter-operability problems with some
IPsec clients, so the default setting is disabled.
However, when NAT-T is enabled it only kicks in when the server
and client detects they are being NAT’ed. So in most cases it is a
safe option to set.

MTU
Override

Specify the maximum transfer unit for IPsec packets. The setting
affects all IPsec tunnels.

Restart Click this button to restart the IPsec daemon. All IPsec tunnels
will be torn down and restarted.
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The list shows currently configured IPsec tunnels, and displays some of the
tunnel settings.

ID The IPsec tunnel index. Each configured IPsec tunnel is
identified by a number for maintenance purposes. This
ID is of local significance only.

Enabled A green check-mark means enabled and a dash means
disabled.

Remote Peer The IP address or domain name of the remote peer. Any
is shown if the remote peer is allowed to connect from
any IP address.

Peer ID The Name/E-mail/Key/IP used for matching the identify of
the remote peer. Auto is shown if any peer ID is accepted.

Local ID The Name/E-mail/Key/IP used to identify ourselves to the
remote peer. Auto means that the IP of the outbound
interface is used as ID.

More Show the details of this tunnel by hovering the pointer
over this button. This is only available if you have
JavaScript enabled in your browser.

Edit Click this icon to edit the settings of a VPN tunnel.
Delete Click this icon to remove a VPN tunnel. Note: Tun-

nels which are not intended to be used should either be
deleted or disabled (section 30.2.2).
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30.2.2 Configure new IPsec tunnel via the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ IPsec ⇒ New IPsec Tunnel

When clicking the New IPsec Tunnel button the window to configure a new
IPsec tunnel appears.
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General part:
Instance
number

The IPsec tunnel index. Each configured IPsec tunnel is
identified by a number for maintenance purposes. This
ID is of local significance only.

Enabled A tunnel can be configured as Enabled or Disabled.
Note: Tunnels which are not intended to be used should
either be deleted (section 30.2.1) or disabled.

Role Configure the VPN gateway to act as Initiator or Respon-
der of the VPN tunnel.

Network part:

Outbound
Interface

The outbound interface for this tunnel. The interface can
either be stated explicitly (e.g., vlan3) or implicitly as the
interface leading to the Default Gateway.

Remote Peer
Any
(Checkbox)

Click the Any checkbox if the remote peer can connect
from any IP address. This is typically the case if the
remote peer is a road warrior, who may use different
addresses every time he/she connects. A VPN gateway
should only consider setting Remote Peer to Any if it is
acting as Responder (i.e., when the remote peer is acting
as Initiator).
Un-check the Any checkbox to specify a specific IP ad-
dress (or domain name) for the remote host, see the item
below.

Remote Peer
Address/Name

The IP address (e.g., 1.2.3.4) or domain name (e.g.,
foobar.westermo.com) of the remote peer. This option
is required if the node is acting as Initiator of the VPN
tunnel.
This option is only possible to set if the Any checkbox is
un-checked.

Local Subnet
Address &
Netmask

The Address (e.g. 192.168.10.0) and Netmask (e.g.,
255.255.255.0) define the local subnet. Only traffic from
this IP range is allowed to enter the tunnel through this
gateway, and traffic arriving through the tunnel is only
accepted when destined to an address in this range.
If no local subnet is specified, only traffic to/from the
IP address of the Outbound Interface will be allowed
through the tunnel.

Continued on next page
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Continued from previous page
Remote Subnet
Address &
Netmask, &
Shared Subnet
(Checkbox)

The Address (e.g. 192.168.11.0) and Netmask (e.g.,
255.255.255.0) define the remote subnet. Only traffic
to this IP range is allowed to enter the tunnel through this
gateway, and traffic arriving through the tunnel is only
accepted when destined to an address in this range.
In case the remote peer is a PC (see fig. 30.3), specify the
the PC’s VPN client IP address (e.g., 192.168.12.49) as
Address, and 255.255.255.255 as Netmask.
If no remote subnet is specified, only traffic to/from the IP
address of the Remote Peer will be allowed through the
tunnel.
On a responder, you can specify that the remote subnet
configured is shared by multiple initiators by setting the
Shared subnet checkbox. The local subnet of each ini-
tiator must be within the range specified by the respon-
der’s remote subnet. By un-checking the Shared subnet,
there can only be one initiator for this tunnel configura-
tion, and its local subnet must match the responder’s re-
mote subnet.

Dead Peer De-
tection

The DPD Action. The D PD action defines how the VPN
gateway should react when the peer is determined to be
unreachable (i.e., ”dead”).

DPD Delay The DPD delay is the interval between DPD probing mes-
sages sent by this VPN gateway. (The DPD delay setting
on the two peers are independent, thus they may differ.)

DPD Timeout If a period corresponding to the DPD timeout elapses
without getting any response on the DPD probe mes-
sages, the VPN gateway considers the peer to be down.
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Security part:

Aggressive
Mode

Configure whether this VPN tunnel should use aggres-
sive or main mode for the IKE handshake. Checking the
Aggressive mode checkbox specifies use of aggressive
mode; un-checking the checkbox means specifies use of
main mode.
For Certificate based authentication, only main mode can
be used. For PSK either main or aggressive mode can be
used.

IKE Auto
(Checkbox)

The cipher suite to use for the IKE handshake can either
be negotiated automatically between the peers, or a spe-
cific suite can be configured manually. Check the Auto
checkbox to specify cipher auto-negotiation; un-check
the checkbox to specify an IKE cipher suite manually (see
below).
Note: Cipher auto-negotiation is only valid with main
mode IKE. In case of aggressive mode, a specific IKE ci-
pher suite must be configured (see below).

IKE Encryption,
Authentication
& DH-Group

Configure the encryption algorithm, message authentica-
tion algorithm and Diffie-Hellman group to use for the IKE
handshake.
This option is only possible to set if the IKE Auto checkbox
is un-checked.

Authentication
Method

Select between PSK and Certificate based IKE authentica-
tion.

Secret The pre-shared secret (PSK) password string used to pro-
tect the IKE handshake.
The password string should consist of at least 8 charac-
ters and at most 63 characters. Valid characters are ASCII
characters 33-126, except ’#’ (ASCII 35).

Local
Certificate

Label of local certificate (and associated private key).
Mandatory when IKE authentication is based on certifi-
cates.

Remote
Certificate

Label of remote (peer) certificate. Only used for trusted
peer scenarios, see section 30.1.7.3.

Continued on next page
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Continued from previous page
Local ID
Type & ID

The identity used by the VPN gateway during the IKE
handshake. Typically the Name(DNS/User) type with a
simple ID text string (e.g., alice) can be used to iden-
tify the VPN gateway.
For more details on available identification types and ID
values, see section 30.1.2.
If Auto is selected, the local-id will be of type IP
Address (for PSK authentication), using the IP address
of the specified Outbound interface as identity. For
certificate authentication, Auto implies a local-id of type
Distinguished Name, using the subject string of the lo-
cal certificate as identity.

Peer ID
Type & ID

The identity used by the peer VPN gateway during the
IKE handshake. Typically the Name(DNS/User type with a
simple ID text string (e.g., bob) can be used to identify
the peer VPN gateway.
For more details on available identification types and ID
values, see section 30.1.2.
If Auto is selected, the Peer ID will be of type IP
Address (for PSK authentication), using the IP address
from the Remote Peer Address/Name field as identity (a
domain name will be resolved to an IP address). For cer-
tificate authentication, Auto is discouraged for the Peer
ID, see section 30.1.7 for details.

ESP Auto
(Checkbox)

The cipher suite to use for the ESP handshake can ei-
ther be negotiated automatically between the peers, or
a specific suite can be configured manually. Check the
Auto checkbox to specify cipher auto-negotiation; un-
check the checkbox to specify an ESP cipher suite and
Diffie-Hellman group manually (see below).
Note: ESP cipher auto-negotiation is only valid with main
mode IKE. In case of aggressive mode, a specific ESP ci-
pher suite must be configured (see below).

Continued on next page

© 2012 Westermo Teleindustri AB 589

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Continued from previous page
ESP
Encryption,
Authentication
& DH-Group

Configure the encryption algorithm, message authentica-
tion algorithm, and the Diffie-Hellman group to use for
the ESP handshake and PFS.
This option is only possible to set if the ESP Auto check-
box is un-checked.

PFS Enable the Perfect Forward Secrecy (PFS) extension. PFS
uses Diffie-Hellman for key exchange. The DH group is
configured together with the ESP settings.

IKE Lifetime(s) The maximum lifetime of the IKE (Phase 1) SA in seconds.
Default is 3600 (1h).

SE Lifetime(s) The maximum lifetime of the ESP (Phase 2) SA in sec-
onds. Default is 28800 (8h).
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30.2.3 Edit existing IPsec tunnel via the web interface

Menu path: Configuration ⇒ VPN & Tunnel ⇒ IPsec ⇒ (IPsec Tunnel)

By clicking the Edit button in the list of IPsec tunnels, you reach the Edit
IPsec Tunnel page, as shown below.

For information on the available configuration items, see section 30.2.2.
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30.2.4 View IPsec Tunnel Status

Menu path: Status ⇒ VPN

The VPN Status page lists the status of configured IPsec tunnels.

Click the details symbol for a specific tunnel to see more verbose status in-
formation.

Configured settings can also be seen by hovering the pointer over the more
button (you need JavaScript enabled it your browser to see this informa-
tion)
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30.3 Managing VPN settings via the CLI

The table below shows VPN management features available via the CLI.

Command Default Section
Configure VPN Settings
tunnel Section 30.3.1

[no] ipsec-nat-traversal Disabled Section 30.3.2
[no] ipsec-mtu-override <BYTES> 1419 Section 30.3.3
[no] ipsec <INDEX> Section 30.3.4

[no] enable Enabled Section 30.3.5
[no] aggressive Main mode Section 30.3.6
[no] pfs Enabled Section 30.3.7
[no] ike crypto <3des|aes128|. . . > Auto Section 30.3.8

auth <md5|sha1> dh <1024|. . . >
[no] esp crypto <3des|aes128|. . . > Auto Section 30.3.9

auth <md5|sha1> dh <auto|. . . >
[no] method <psk|cert> PSK Section 30.3.10
[no] secret <PASSWORD> Empty Section 30.3.11
[no] local-cert <LABEL> Disabled Section 30.3.12
[no] remote-cert <LABEL> Disabled Section 30.3.13
[no] remote-ca <same|any| Same Section 30.3.14

dn <DNSTRING>>
[no] peer <IPADDR|FQDN> Any Section 30.3.15
[no] outbound <IFACE> Auto Section 30.3.16
[no] local-id Auto Section 30.3.17

<inet <IPADDR|DOMAIN>|
name <DOMAIN|USER> |
email <USER@DOMAIN> |
key <ID> | dn <DNSTRING>>

[no] remote-id Auto Section 30.3.18
<inet <IPADDR|DOMAIN>|
name <DOMAIN|USER> |
email <USER@DOMAIN> |
key <ID> | dn <DNSTRING>>

[no] local-subnet <SUBNET/LEN | Auto Section 30.3.19
Continued on next page
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Continued from previous page
Command Default Section

SUBNET NETMASK>
[no] remote-subnet <SUBNET/LEN | Auto Section 30.3.20

SUBNET NETMASK> [shared]
[no] initiator Responder Section 30.3.21
[no] dpd-action <clear|hold|restart> Clear/Restart Section 30.3.22
[no] dpd-delay <SECONDS> 30 Section 30.3.23
[no] dpd-timeout <SECONDS> 120 Section 30.3.24
[no] ike-lifetime <SECONDS[s]|. . . > 1h Section 30.3.25
[no] sa-lifetime <SECONDS[s]|. . . > 8h Section 30.3.26

Show VPN Settings
show tunnel Section 30.3.27
tunnel

show ipsec-nat-traversal Section 30.3.28
show ipsec-mtu-override Section 30.3.29
show ipsec <ID> Section 30.3.30
ipsec <ID>

show enable Section 30.3.31
show aggressive Section 30.3.32
show pfs Section 30.3.33
show ike Section 30.3.34
show esp Section 30.3.35
show secret Section 30.3.36
show peer Section 30.3.37
show outbound Section 30.3.38
show local-id Section 30.3.39
show remote-id Section 30.3.40
show local-subnet Section 30.3.41
show remote-subnet Section 30.3.42
show initiator Section 30.3.43
show dpd-action Section 30.3.44
show dpd-delay Section 30.3.45
show dpd-timeout Section 30.3.46
show ike-lifetime Section 30.3.47

Continued on next page
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Continued from previous page
Command Default Section

show sa-lifetime Section 30.3.48

Show VPN Status
show tunnel ipsec [ID] Section 30.3.49

30.3.1 Managing Tunnels

Syntax tunnel

Context Global Configuration context

Usage Enter the Tunnel configuration context.

Default values Not applicable.

Error messages None defined yet.

30.3.2 Enable/disable IPsec NAT Traversal

Syntax [no] ipsec-nat-traversal

Context Tunnel configuration context

Usage Enable or disable NAT-T for all IPsec tunnels. NAT Traversal can cause
inter-operability problems with some IPsec clients, so the default setting is
disabled.

However, when NAT-T is enabled it only kicks in when the server and client
detects they are being NAT’ed. So in most cases it is a safe option to set.

Use ”ipsec-nat-traversal” to enable and ”no ipsec-nat-traversal” to
disable NAT traversal.

Default values Disabled (”no ipsec-nat-traversal”)

Error messages None defined yet.
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30.3.3 Configure IP tunnel MTU

Syntax [no] ipsec-mtu-override <BYTES>

Context Tunnel configuration context

Usage Override default MTU for all IPsec tunnels.

Use ”ipsec-mtu-override <BYTES>” to specify a specific MTU value to use
for all IPsec tunnels. Use ”no ipsec-mtu-override” to return to the default
setting.

Default values 1419 (bytes)

Error messages None defined yet.

30.3.4 Managing IPsec VPN Tunnels

Syntax [no] ipsec <INDEX> where INDEX is a number greater or equal to 0.

Context Tunnel configuration context

Usage Create, delete, or modify an IPsec VPN tunnel. Use ”ipsec <INDEX>”
to create a new IPsec tunnel, or to enter the configuration context of an
existing IPsec tunnel. (To find the index of configured tunnels, use ”show
tunnel” as described in section 30.3.27,)

Use ”no ipsec <INDEX>” to remove a specific IPsec VPN tunnel, or ”no
ipsec” to remove all configured IPsec VPN tunnels.

Note: Tunnels which are not intended to be used should either be
deleted or disabled (section 30.3.5).

Default values Not applicable.

Error messages None defined yet.

30.3.5 Enable/disable an IPsec VPN tunnel

Syntax [no] enable

Context IPsec configuration context
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Usage Enable or disable an IPsec VPN tunnel. A disabled tunnel will be deacti-
vated, but keeps its configuration settings.

Use ”enable” to enable and ”no enable” to disable an IPsec VPN tunnel.

Note: Tunnels which are not intended to be used should either be
deleted (section 30.3.4) or disabled.

Default values Enabled

Error messages None defined yet.

30.3.6 IKE phase-1 aggressive or main mode

Syntax [no] aggressive

Context IPsec configuration context

Usage Select aggressive or main mode for the IKE phase-1 handshake.

Use ”aggressive” to select aggressive mode, and ”no aggressive” to se-
lect main mode.

Default values Disabled (”no aggressive”, i.e., main mode is use by default.)

Error messages None defined yet.

30.3.7 Enable/disable Perfect Forward Secrecy

Syntax [no] pfs

Context IPsec configuration context

Usage Enable or disable Perfect Forward Secrecy for this IPsec tunnel. Protects
previous key exchanges even if the current one is compromised.

Note: This setting is not supported by all IPsec implementations. It is how-
ever recommended to have it enabled, on both sides of the connection.

If you are unsure what do to, you can safely disable PFS. If the IPsec daemon
receives a request with PFS, it will allow it despite how your having disabled
it here, because there is absolutely no reason not to use PFS if it is available.

Use ”pfs” to enable and ”no pfs” to disable perfect forward secrecy.
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Default values Enabled (”pfs”)

Error messages None defined yet.

30.3.8 Configure allowed crypto algorithms for IKE phase-1

Syntax [no] ike crypto <3des|aes128|...> auth <md5|sha1> dh <1024|...>

Context IPsec configuration context

Usage Set IKE phase-1 handshake. Configure what security suite to use to pro-
tect the IKE authentication handshake. Here the security suite consists of
three parameters:

� Encryption algorithm: Supported encryption algorithms are 3des, aes128
, aes192 and aes256.

� Message authentication/integrity: Supported hash algorithms for mes-
sage authentication are md5, and sha1.

� Diffie-Hellman groups: Supported Diffie-Hellman groups are 1024 (DH
group 2), 1536 (DH group 5), 2048 (DH group 14), 3072 (DH group 15),
4096 (DH group 16), 6144 (DH group 17) and 8192 (DH group 18).

By specifying an IKE suite, e.g., ”ike crypto aes256 auth sha1 dh 2048”
you will ensure that this suite is used to secure the IKE handshake - if the
remote side does not support this suite, the handshake will fail.

Use ”no ike” to specify the automatic security suite negotiation. When con-
figured as an initiator, this means that all combinations will be tried (starting
by offering a set of suites with either AES-128 or 3DES for encryption, SHA1
or MD5 for authentication, and DH groups 1024, 1536 and 2048). When
configured as a responder any combination of the listed algorithms will be
accepted.

Default values Auto (”no ike”)

Note: if aggressive mode is selected for the IKE phase-1 handshake, the
default security suite for IKE phase-1 negotiation is set to ”AES128-SHA1-
DH1024” (”esp crypto aes128 auth sha1 dh 1024”).

Error messages None defined yet.
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30.3.9 Configure allowed crypto algorithms for ESP

Syntax [no] esp crypto <3des|aes128|...> auth <md5|sha1> dh <auto|...>

Context IPsec configuration context

Usage Set IKE Phase-2 hand shake negotiation. Configure what security suite
ESP should use to protect the data traffic in the established VPN tunnel.
Here the security suite consists of two parameters:

� Encryption algorithm: Supported encryption algorithms are 3des, aes128,
aes192 and aes256.

� Message authentication/integrity: Supported hash algorithms for mes-
sage authentication are md5, and sha1.

� Diffie-Hellman group for PFS: The Diffie-Hellman group can be negoti-
ated automatically, or a preferred group can be selected by hand. Sup-
ported Diffie-Hellman groups are 1024 (DH group 2), 1536 (DH group
5), 2048 (DH group 14), 3072 (DH group 15), 4096 (DH group 16), 6144
(DH group 17) and 8192 (DH group 18).

By specifying an ESP suite, e.g., ”esp crypto aes256 auth sha1 dh 1024”
you will ensure that this suite is used to secure the data traffic in the estab-
lished IPsec ESP tunnel. IKE phase-1 handshake - if the remote side does not
support this suite, the handshake will fail.

Use ”no esp” to specify the automatic security suite negotiation. When
configured as an initiator, this means that all combinations will be tried.
When configured as a responder any combination of the listed algorithms
will be accepted.

Default values Auto (”no esp”)

Note: if aggressive mode is selected for the IKE phase-1 handshake, the
default security suite for IKE phase-2 negotiation is set to ”AES128-SHA1-
AUTO” (”esp crypto aes128 auth sha1 dh auto”).

Error messages None defined yet.

30.3.10 Select Pre-shared Secret or Certificate based authenti-
cation

Syntax [no] method <psk|cert>
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Context IPsec configuration context

Usage Select Pre-shared secret or Certificate based IKE authentication. Use
”method psk” to use pre-shared secret authentication (default), or ”method
cert” to use certificates for IKE authentication.

”no method” will return to default setting ”method psk”.

Default values Pre-shared Secret (method psk)

Error messages None defined yet.

30.3.11 Configure IPsec Pre-shared Secret

Syntax [no] secret <PASSWORD>

Context IPsec configuration context (Only valid when ”method psk” is set.)

Usage Set pre-shared key (shared secret). The password string should consist
of at least 8 characters and at most 63 characters.

Valid characters are ASCII characters 33-126, except ’#’ (ASCII 35).

Use ”no secret” to remove a configured pre-shared secret.

Default values Empty

Error messages None defined yet.

30.3.12 Select Local Certificate

Syntax [no] local-cert <LABEL>

Context IPsec configuration context (Only valid when ”method cert” is set.)

Usage Select local certificate (and associated private key), i.e., the certificate
by which this unit will authenticate itself. The ”LABEL” is the reference of
the certificate when imported to the WeOS unit.

This setting is required when ”method cert” is set.

Use ”no local-cert” to remove the selection of local certificate.

Default values Disabled

Error messages None defined yet.

600 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.3.13 Select Remote Certificate

Syntax [no] remote-cert <LABEL>

Context IPsec configuration context (Only valid when ”method cert” is set.)

Usage Select remote certificate, if the certificate of the trusted peer has been
imported to this WeOS unit.

The ”LABEL” is the reference of the certificate when imported to the WeOS
unit.

Use ”no remote-cert” to remove the selection of remote certificate.

Default values Disabled

Error messages None defined yet.

30.3.14 Manage Remote CA restrictions

Syntax [no] remote-ca <same|any|dn <DNSTRING>>

Context IPsec configuration context (Only valid when ”method cert” and ”no
remote-cert” are set.)

Usage Define restrictions of the peer’s CA. By default, the peer is required use
a certificate issued by the same CA as this unit (”same”).

Use ”remote-ca any” to allow peers with a certificate issued by any of the
CAs trusted by this unit. It is also possible to only accept peers with certifi-
cates issued by a specific CA (among the ones trusted by this unit) by the
”remote-ca dn <DNSTRING>”setting.

”no remote-ca” will return to the default setting (”remote-ca same”).

Default values Same (”remote-ca same”)

Error messages None defined yet.

30.3.15 Specify IP Address/domain name of remote unit

Syntax [no] peer <IPADDR|FQDN>

Context IPsec configuration context
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Usage Set pre-shared key (shared secret). The password string should consist
of at least 8 characters and at most 63 characters.

Valid characters are ASCII characters 33-126, except ’#’ (ASCII 35).

Use ”no secret” to remove a configured pre-shared secret.

Default values Empty

Error messages None defined yet.

30.3.16 Configure Outbound Interface

Syntax [no] outbound <IFACE>

Context IPsec configuration context

Usage Set the outbound interface of this tunnel.

Use ”no outbound” to automatically select the interface leading to the de-
fault gateway as outbound interface.

See section 30.1.1 for more information on the outbound interface)

Default values Auto (”no outbound”)

Error messages None defined yet.

30.3.17 Configure Local Identifier

Syntax [no] local-id <inet <IPADDR|DOMAIN> | name <DOMAIN|USER> |
email <USER@DOMAIN> | key <ID> | dn <DNSTRING>>

Context IPsec configuration context

Usage Set the identifier (type and value) for the VPN gateway. The local-id is
used by the VPN gateway during the IKE handshake. Typically the ”name”
type with a simple ID text string (e.g., alice) can be used to identify the
VPN gateway.

For more details on available identification types and ID values, see sec-
tion 30.1.2.

If ”no local-id” is selected for PSK authentication, the local-id will be of
type ”inet” (IPv4 address), using the IP address of the Outbound inter-
face (see section 30.3.16)as identity. For certificate authentication, ”no
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local-id” implies a local-id of type Distinguished Name, using the subject
string of the local certificate as identity.

Default values Auto (”no local-id”)

Error messages None defined yet.

30.3.18 Configure Remote Identifier

Syntax [no] local-id <inet <IPADDR|DOMAIN> | name <DOMAIN|USER> |
email <USER@DOMAIN> | key <ID> | dn <DNSTRING>>

Context IPsec configuration context

Usage Set the identifier (type and value) for the peer VPN gateway. The remote-
id is used by the peer VPN gateway during the IKE handshake. Typically the
”name” type with a simple ID text string (e.g., ”bob”) can be used to identify
the peer VPN gateway.

For more details on available identification types and ID values, see sec-
tion 30.1.2.

If ”no remote-id” is selected for PSK authentication, the ”remote-id” will
be of type ”inet” (IPv4 address), using the IP address from the configured
Peer (see section 30.3.15) as identity. A peer domain name will be resolved
to an IP address.

For certificate authentication, Auto is discouraged for the Peer ID, see sec-
tion 30.1.7 for details.

Default values Auto (”no remote-id”)

Error messages None defined yet.

30.3.19 Configure Local Subnet

Syntax [no] local-subnet <SUBNET/LEN | SUBNET NETMASK>

Context IPsec configuration context
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Usage Set the local subnet of this tunnel.

Only traffic from this IP range is allowed to enter the tunnel through this
gateway, and traffic arriving through the tunnel is only accepted when des-
tined to an address in this range.

If ”no local-subnet” is specified, only traffic to/from the IP address of the
outbound interface will be allowed through the tunnel.

Default values None (”no local-subnet”)

Error messages None defined yet.

30.3.20 Configure Remote Subnet

Syntax [no] remote-subnet <SUBNET/LEN | SUBNET NETMASK> [shared]

Context IPsec configuration context

Usage Set the remote subnet of this tunnel.

Only traffic from this IP range is allowed to enter the tunnel through this
gateway, and traffic arriving through the tunnel is only accepted when des-
tined to an address in this range.

In case the remote peer is a PC (see fig. 30.3), specify the the PC’s VPN
client IP address with a ”/32” prefix length, e.g., ”192.168.12.49/32”.

If ”no remote-subnet” is specified, only traffic to/from the IP address of the
Peer will be allowed through the tunnel.

On a responder, you can specify that the remote subnet configured is shared
by multiple initiators by setting the ”shared” keyword (default disabled).
The local subnet of each initiator must be within the range specified by the
responder’s remote subnet. Without the ”shared” keyword, there can only
be one initiator for this tunnel configuration, and its local subnet must match
the responder’s remote subnet.

Default values None (”no remote-subnet”)

Error messages None defined yet.
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30.3.21 Configure Initiator/Responder Setting

Syntax [no] initiator

Context IPsec configuration context

Usage Select whether the VPN gateway should act as initiator or responder of
this IPsec tunnel.

Use ”initiator” to make the VPN gateway act as initiator, and ”no initiator”
to make it act as responder.

Default values Responder (”no initiator”)

Error messages None defined yet.

30.3.22 Configure Dead Peer Detection Action

Syntax [no] dpd-action <clear|hold|restart>

Context IPsec configuration context

Usage Set the DPD action for this VPN gateway. The D PD action defines how the
VPN gateway should react when the peer is determined to be unreachable
(i.e., ”dead”).

Use ”no dpd-action” to disable the DPD mechanism on this VPN gateway.
When disabled, this VPN gateway will not probe the peer to check if it is
down, however, this VPN gateway will still respond to DPD probing messages
from the peer. That is, it is possible for the peer to the DPD mechanism suc-
cessfully even though DPD is disabled on this side.

For more information on DPD action settings, see 30.1.5.

Default values This depends on the role of this VPN gateway.

� Initiator: If this VPN gateway is the initiator of the tunnel, the DPD action
is by default set to restart (”dpd-action restart”)

� Responder: If this VPN gateway is the initiator of the tunnel, the DPD
action is by default set to clear (”dpd-action clear”)

Error messages None defined yet.

© 2012 Westermo Teleindustri AB 605

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.3.23 Configure Dead Peer Detection Delay

Syntax [no] dpd-delay <SECONDS>

Context IPsec configuration context

Usage Set the DPD probing interval. The DPD delay is the interval between DPD
probing messages sent by this VPN gateway. (The DPD delay setting on the
two peers are independent, thus they may differ.)

Use ”no dpd-delay” to return to the default setting.

Default values 30 (seconds)

Error messages None defined yet.

30.3.24 Configure Dead Peer Detection Timeout

Syntax [no] dpd-timeout <SECONDS>

Context IPsec configuration context

Usage Set the DPD timeout. If a period corresponding to the DPD timeout
elapses without getting any response on the DPD probe messages, the VPN
gateway considers the peer to be down.

Use ”no dpd-timeout” to return to the default setting.

Default values 120 (seconds)

Error messages None defined yet.

30.3.25 Configure IKE Lifetime

Syntax [no] ike-lifetime <SECONDS[s] | MINUTESm | HOURSh | DAYSd>

Context IPsec configuration context

Usage Set the IKE (phase 1) security association lifetime. When this time has
passed, a new phase 1 negotiation will be initiated. The remote peer may
use a different value. In that case, the peer with the lowest timeout will
initiate the renegotiation first.

Use ”no ike-lifetime” to return to the default setting.

Default values 3600 seconds (1h)

Error messages None defined yet.
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30.3.26 Configure SA (ESP) Lifetime

Syntax [no] sa-lifetime <SECONDS[s] | MINUTESm | HOURSh | DAYSd>

Context IPsec configuration context

Usage Set the ESP (phase 2) security association lifetime. When this time has
passed, a new phase 2 negotiation will be initiated. The remote peer may
use a different value. In that case, the peer with the lowest timeout will
initiate the renegotiation first.

Use ”no sa-lifetime” to return to the default setting.

Default values 28800 seconds (8h)

Error messages None defined yet.

30.3.27 Show Overview of Tunnel Settings

Syntax show tunnel

Context Global Configuration context. Also available as ”show” command within
the Tunnel configuration context.

Usage List configured VPN tunnels.

Default values Not applicable.

Error messages None defined yet.

30.3.28 Show IPsec NAT Traversal Setting

Syntax show ipsec-nat-traversal

Context Tunnel configuration context.

Usage Show whether IPsec NAT traversal is enabled or disabled.

Default values Not applicable.

Error messages None defined yet.
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30.3.29 Show IPsec MTU Override Setting

Syntax show ipsec-mtu-override

Context Tunnel configuration context.

Usage Show the configured IPsec MTU value.

Default values Not applicable.

Error messages None defined yet.

30.3.30 Show IPsec Tunnel Settings

Syntax show ipsec <ID>

Context Tunnel configuration context. Also available as ”show” command within
the IPsec configuration context.

Usage Show all settings of a specific IPsec tunnel.

Default values Not applicable.

Error messages None defined yet.

30.3.31 Show IPsec Tunnel Enable Setting

Syntax show enable

Context IPsec configuration context.

Usage Show whether this IPsec tunnel is enabled or disabled.

Default values Not applicable.

Error messages None defined yet.

30.3.32 Show IKE Aggressive/Main Mode Setting

Syntax show aggressive

Context IPsec configuration context.

Usage Show whether this IPsec tunnel is configured to use IKE aggressive or
main mode. ”Enabled” means aggressive mode, while ”Disabled” means
main mode.
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Default values Not applicable.

Error messages None defined yet.

30.3.33 Show IPsec Perfect Forward Secrecy Setting

Syntax show pfs

Context IPsec configuration context.

Usage Show whether perfect forward secrecy is enabled or disabled for this tun-
nel.

Default values Not applicable.

Error messages None defined yet.

30.3.34 Show IKE Cipher Suite Setting

Syntax show ike

Context IPsec configuration context.

Usage Show the configured IKE Cipher suite for this tunnel, i.e., encryption algo-
rithm, message authentication algorithm, and Diffie-Hellman group. ”Auto”
is shown if the VPN gateway is configured to auto-negotiate what IKE cipher
suite to use.

Default values Not applicable.

Error messages None defined yet.

Examples The following example show the output when AES-128 is used for en-
cryption, SHA-1 for message authentication, and Diffie-Hellman group 1024.

redfox:/config/tunnel/ipsec-0/#> show ike
AES128-SHA1-1024
redfox:/config/tunnel/ipsec-0/#>
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30.3.35 Show ESP Cipher Suite Setting

Syntax show esp

Context IPsec configuration context.

Usage Show the configured ESP Cipher suite for this tunnel. ”Auto” is shown if
the VPN gateway is configured to auto-negotiate what ESP cipher suite to
use.

Default values Not applicable.

Error messages None defined yet.

30.3.36 Show IKE Pre-shared Secret Setting

Syntax show secret

Context IPsec configuration context.

Usage Show the configured pre-shared secret (PSK) for this tunnel.

Default values Not applicable.

Error messages None defined yet.

30.3.37 Show IPsec Peer Setting

Syntax show peer

Context IPsec configuration context.

Usage Show the configured peer IP address or peer domain name. ”Any” is
shown if the peer can connect from any IP address.

Default values Not applicable.

Error messages None defined yet.
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30.3.38 Show IPsec Outbound Interface Setting

Syntax show outbound

Context IPsec configuration context.

Usage Show the configured outbound interface for this tunnel. ”Default Gateway”
is shown if the interface leading to the default gateway should be used as
outbound interface.

Default values Not applicable.

Error messages None defined yet.

30.3.39 Show IKE Local Identifier Setting

Syntax show local-id

Context IPsec configuration context.

Usage Show the configured local identifier for this tunnel, i.e., both the local-id
type and the local-id value. ”Auto” is shown if the local identifier is as-
signed as type ”inet” with the IP address of the outbound interface (see
section 30.3.39) as value.

Default values Not applicable.

Error messages None defined yet.

30.3.40 Show IKE Remote Identifier Setting

Syntax show remote-id

Context IPsec configuration context.

Usage Show the configured remote identifier for this tunnel, i.e., both the remote-
id type and the remote-id value. ”Auto” is shown if the local identifier is as-
signed as type ”inet” with the IP address of the peer (see section 30.3.40)
as value.

Default values Not applicable.

Error messages None defined yet.

© 2012 Westermo Teleindustri AB 611

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

30.3.41 Show IPsec Local Subnet Setting

Syntax show local-subnet

Context IPsec configuration context.

Usage Show the configured local subnet for this tunnel. ”None” is shown if no
local subnet has been configured.

Default values Not applicable.

Error messages None defined yet.

30.3.42 Show IPsec Remote Subnet Setting

Syntax show local-subnet

Context IPsec configuration context.

Usage Show the configured local subnet for this tunnel. ”None” is shown if no
local subnet has been configured.

Default values Not applicable.

Error messages None defined yet.

30.3.43 Show IPsec Initiator/Responder Setting

Syntax show initiator

Context IPsec configuration context.

Usage Show whether the VPN gateway acts as Initiator or Responder for this
tunnel. configured.

Default values Not applicable.

Error messages
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30.3.44 Show IPsec Dead Peer Detection Action Setting

Syntax show dpd-action

Context IPsec configuration context.

Usage Show the configured DPD action setting.

”off” is shown if DPD has been disabled on this VPN gateway.

Default values Not applicable.

Error messages

30.3.45 Show IPsec Dead Peer Detection Delay Setting

Syntax show dpd-delay

Context IPsec configuration context.

Usage Show the configured DPD delay setting (in seconds).

Default values Not applicable.

Error messages

30.3.46 Show IPsec Dead Peer Detection Timeout Setting

Syntax show dpd-timeout

Context IPsec configuration context.

Usage Show the configured DPD timeout setting (in seconds).

Default values Not applicable.

Error messages

30.3.47 Show IPsec IKE Lifetime Setting

Syntax show ike-lifetime

Context IPsec configuration context.

Usage Show the configured IKE (phase 1) security association lifetime setting
(in seconds).
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Default values Not applicable.

Error messages

30.3.48 Show IPsec SA (ESP) Lifetime Setting

Syntax show sa-lifetime

Context IPsec configuration context.

Usage Show the configured ESP (phase 2) security association lifetime setting
(in seconds).

Default values Not applicable.

Error messages

30.3.49 Show IPsec Tunnel Status

Syntax show tunnel ipsec [ID]

Context Admin Exec context.

Usage Show the status for all or for a specific IPsec tunnel.

Default values If no tunnel ID is specified, the status of all tunnels is shown.

Error messages
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Chapter 31

DHCP Relay Agent

This chapter describes WeOS DHCP Relay Agent support. For information on
WeOS DHCP Server support, see chapter 32.

DHCP Relay Agents relay DHCP messages between DHCP clients on a local LAN
to a central DHCP Server, usually located on a remote network. The two most
common reasons for using DHCP relay agents are:

� Centralised management: Deploying and managing a DHCP server on every
LAN in your network is cumbersome. By use of relay agents, a central DHCP
server can be used, and the management effort is substantially reduced.
Furthermore, if the relay agent is located in a router or switch on the local
LAN, there is no additional equipment cost.

� Assigning IP address per port (DHCP Option 82): In some topologies, you
may wish to assign IP addresses based on the switch port a DHCP client
connects to. By running a DHCP Relay Agent in the local switch/router, it
can include port information when forwarding the DHCP messages (DHCP
Option 82).

For redundancy purposes, the WeOS DHCP Relay Agent enables you to specify
up to two DHCP servers, to which the Relay Agent forwards incoming DHCP re-
quests.

In case you wish to hand out addresses per port on the DHCP server unit (as
opposed to the DHCP relay agent), WeOS allows you to achieve this by running
a relay agent on the DHCP server unit, see the chapter on DHCP server (sec-
tion 32.1.3).
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31.1 Overview of DHCP Relay Agent Support in WeOS

The table below lists the features available in the WeOS DHCP Relay Agent.

Feature Web CLI General
(Sec. 31.2) (Sec. 31.3.1) Description

General DHCP Relay settings
Enable/disable Relay Agent X X Sec 31.1.1
Define interfaces to serve X X –”–
DHCP Option 82

Enable/Disable DHCP Option 82 X X Sec. 31.1.2
Default Policy X X –”–
Default Circuit-ID type X X –”–
Remote-ID X X –”–

Per-Port DHCP Relay settings
Enable/Disable DHCP Relay X X Sec. 31.1.3
DHCP Option 82

Policy X X Sec. 31.1.2
Circuit-ID type X X –”–

31.1.1 Introduction to DHCP Relay Agents

One of the main reasons for using DHCP relay agents is to simplify DHCP man-
agement in larger infrastructures. Instead of deploying and managing a DHCP
server on every LAN, a DHCP relay agent present on the LAN can forward DHCP
messages between local DHCP clients, and a central DHCP server.

Fig. 31.1 can be used to illustrate the use of DHCP relays and a central DHCP
server.

� (V)LAN interfaces: The DHCP relay agents (here RA1-RA3) serve DHCP clients
(here PC1-PC6) on the local LANs. A DHCP relay can serve a single LAN (Re-
lay Agent 1 & 3) or multiple LANs (Relay Agent 2). In WeOS the LANs to
serve is selected by configuring which (VLAN) network interfaces the relay
agent should listen on.

� DHCP Servers: The relay agent must also know where to forward the DHCP
requests from the local PCs, i.e., the relay agent must be configured with IP
address of the DHCP server (here 192.168.100.1). As of WeOS v4.8.0, the
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192.168.0.0/24 192.168.1.0/24 192.168.2.0/24 192.168.3.0/24

DHCP pools:

A: 192.168.0.100−150/24, gw 192.168.0.1

B: 192.168.1.100−150/24, gw 192.168.1.1

C: 192.168.2.100−150/24, gw 192.168.2.1

D: 192.168.3.100−150/24, gw 192.168.3.1

.1 .1.1 .1 .2

192.168.100.1

Server

DHCP

Router

PC1 PC2 PC3 PC4 PC5 PC6

DHCP
Relay
Agent
(RA1)

DHCP
Relay
Agent
(RA2)

DHCP
Relay
Agent
(RA3)

Intranet/Internet

Figure 31.1: Sample topology where DHCP relay agents serve local DHCP clients,
and forwards DHCP requests to/from a central DHCP server.

relay agent can be configured with up to two DHCP servers. When config-
uring two DHCP servers, the DHCP relay will forward the DHCP requests to
both servers, thereby providing redundancy.

� Address pools: The DHCP server will in turn be configured with appropriate
address pools (here denoted A-D), from which it can hand out addresses to
the local PCs.

When a DHCP relay agent receives a DHCP request from a PC, it will add its
local IP address into the giaddr field of the DHCP message when forwarding
it to the server (e.g., RA1 will set giaddr to 192.168.0.1) when forwarding
requests from PC1 to the DHCP server). Based on the giaddr, the DHCP
server can distinguish which pool to hand out address from (here ”A”).

The DHCP server should also be configured with other relevant settings, e.g.,
default gateway, lease times, etc. (see chapter 32).

� Running relay agents on routers or switches: Relay agents can be run as
dedicated servers (RA3), but are typically located inside the local routers
(RA1 and RA2). By running the relay agents inside the routers, deploy-
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ment and management costs are reduced, since no additional equipment
is needed.

Although not shown in fig. 31.1, it is also possible to run relay agents on
(layer-2) switches. This is useful when you wish to assign IP addresses based
on the physical port the PC connects to (see section 31.1.2 for information
on DHCP Option 82). In such use cases, you may also wish to run several
relay agents within the same LAN – section 31.1.3 provides more information
on running relay agents in switched networks.

As of WeOS v4.8.0, it is only possible to run a single relay agent instance per
WeOS unit. This is no major limitation, but implies, e.g., that a relay agent serv-
ing multiple LANs (RA2 in fig. 31.1) can not be configured to forward the DHCP
requests from different LANs to different sets of DHCP servers.

31.1.2 DHCP Option 82

The relay agent information option (DHCP option 82, see RFC3046[16]) enables
a relay agent to pass information to the DHCP server regarding which port the
DHCP request came in on. Thus, an option 82 aware DHCP server would be able
to assign IP settings (IP address, etc.) to a PC based on the port the PC connects
to.

The DHCP option 82 contains two sub-options, Circuit ID and Remote ID:

� Circuit ID: The circuit ID identifies the port on the relay agent, where the
DHCP request was received. Since the circuit ID can only be considered
unique within the reporting relay agent, the DHCP server generally needs
to consider both the circuit ID and an identifier of the specific relay agent
(e.g.,giaddr or option-82 remote ID, see below) when processing the DHCP
request.

In WeOS the circuit ID can be set according to the following methods:

– Disabled: When circuit ID is disabled, no circuit ID sub-option is passed
as part of the Relay Agent Information option (DHCP option 82).

– Port Name: Selecting the port name method implies that the circuit ID
will be represented as Type appended by the port identifier, e.g., Eth1
and DSL1 on a single slot product, or Eth1/1 and DSL1/1 on a multi-slot
product (see section sec:port-naming-conventions for more information
on WeOS port naming conventions).

– Port Description: By selecting the port description method, the circuit
ID will be represented by the port description setting of the associated
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port. However, as of WeOS v4.8.0 the port description (chapter 10)
can not yet be configured. Until configuration of port description is
supported, the circuit ID will fall-back to using the port name, see above.

– Manual: You can configure the Circuit-ID manually per port. The Circuit
ID will be sent as a byte sequence (max 9 bytes), and you can choose
to enter your manual circuit ID setting either as an ASCII string (max 9
characters) or as hexadecimal number (max 18 hex characters).

� Remote ID: According to RFC3046[16], the purpose of the remote ID should
is to enable the DHCP relay agent to supply a trusted unique identifier of
the DHCP client. In practice, it is commonly used as an identifier of the relay
agent itself – the option 82 aware DHCP server can then base the IP address
assignment on the combination of circuit ID and remote ID. In WeOS the
remote ID can be set according to the following methods:

– Disabled: When remote ID is disabled, no remote ID sub-option is passed
as part of the Relay Agent Information option (DHCP option 82).

– MAC: By selecting the MAC method, the unit’s base MAC address (6
bytes, hexadecimal) will be used as remote ID. See sections 5.4.2 (Web)
and 7.3.2 (CLI) for information on how to read the unit’s base MAC ad-
dress.

– IP: By selecting the IP method, the relay agent will use the IP address
of the interface where the DHCP request came in as remote ID (i.e., the
giaddr). E.g., if RA2 in fig. 31.1 receives a DHCP request from PC4, it
would use 192.168.2.1 as remote ID.

– System Name: By selecting the System Name method, the unit’s con-
figured hostname/system name will be used as remote ID. See sec-
tions 9.1.1 (Web) and 9.2.2 (CLI) for information on how to configure
the unit’s hostname/system name.

When configuring a DHCP relay agent in WeOS, use of the relay agent infor-
mation option is by default disabled. When enabling DHCP option 82, the relay
agent will add its relay information option to incoming DHCP requests, unless
the request already contains a relay agent information option (added by some
”downstream” relay agent)1.

Below the possible policy settings are listed how the relay agent should handle
incoming DHCP requests already containing a relay agent information option. The
policy can both be specified globally (i.e., per relay agent), as well as on per port
basis.

1The exception is when policy ”Require” is configured - then the packet will be discarded if it
does not contain a relay agent information option.
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� Discard: Drop requests already containing a relay agent information option.

� Forward: If the request already contains a relay agent information option,
keep that entry when forwarding the request towards your DHCP server(s).

� Replace: If the request already contains a relay agent information option, re-
place that with your own DHCP option 82 field when forwarding the request
towards your DHCP server(s).

� Append: If the request already contains a relay agent information option,
append your own relay agent information option field when forwarding the
request towards your DHCP server(s).

� Require: Discard requests lacking a relay agent information option. If the
request already contains a relay agent information option, keep that entry
when forwarding the request towards your DHCP server(s). This option may
be useful in topologies including a mix of relay agents supporting and not
supporting DHCP snooping (see sections 31.1.3, and 32.1.3.2).

When handling DHCP requests already containing a relay agent information
option, the following mechanisms apply to all policies:

� Dropping requests lacking a giaddr: As of WeOS v4.8.0, incoming requests
containing a relay agent information option, but lacking a giaddr, will be
discarded.

� Keeping existing giaddr: When forward a request which already contains a
relay agent information option, the giaddr field will be unchanged.

As of WeOS v4.8.0 no validation is performed by the relay agent on relay agent
information option field(s) included in DHCP messages returned from the DHCP
Server. The relay agent information is always removed2 before passing it back to
the DHCP client (PC), or to a relay agent closer to the PC. This behaviour may give
problems at downstream relay agents when using the Forward, Append, Replace,
and Require policies. WeOS handling of packets on the return path from the DHCP
server may be modified in upcoming WeOS releases.

31.1.3 Relay Agents in Switched Networks

The DHCP protocol uses layer-2 broadcast (Destination MAC: ff:ff:ff:ff:ff) for some
of its protocol messages. Therefore, a (broadcast) DHCP packet coming in to a
switch, will typically be flooded on all ports of the same LAN. This is illustrated in
fig. 31.2a):

2If more than one relay information option is included, the last option is removed.
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� A broadcast DHCP message comes in on port ”A” of the switch (step ”1a”).

� The message is broadcasted unmodified on all other ports within the LAN
(here ports ”B”-”F”), see step ”1b”.

� In this case, the switch is also running a DHCP relay service on the LAN.
The relay agent will process the incoming DHCP packet, and forwards it to
the configured DHCP server, which here happens to reside in the direction
of port ”E” (step ”2”). The packet in step ”2” is modified as compared to
the initial broadcast packet: It is sent as unicast to the DHCP server, and it
contains the relay agents IP address as giaddr. If the relay agent has DHCP
option 82 enabled, such information is also added.

Relay

Agent

2
Towards

DHCP

Server

Relay

Agent

2
Towards

DHCP

Server

1a 1b 1b 1b

1b
1b

1a

1b1b

a) No DHCP snooping support b) DHCP snooping supported

A B C D
FE

Broadcast

DHCP
packet

A B C D
FE

Broadcast

DHCP
packet

Figure 31.2: Propagation of DHCP broadcast packets in switches running DHCP
relay agents. All ports are on the same (V)LAN. The switch in figure a) does not
support DHCP snooping, while the switch in figure b) supports DHCP snooping.

As seen in fig. 31.2a), using (layer-2) switches as DHCP Relay Agents can re-
sult in multiple versions of a DHCP message to be sent towards the DHCP server:
the original request being switched/broadcasted, and the one being relayed by
the relay agent process. This will not cause any problems if the DHCP server
is located on some remote network; then only the relayed packet will reach the
server. However, if the DHCP server is located within the same LAN, adequate
support is needed at the DHCP server to know which request to serve and which
to ignore (see section 32.1.3.2 in the DHCP server chapter for more informa-
tion). The number of ”copies/versions” of a DHCP request can increase further
if a LAN consists of several switches with DHCP relay agents (discussed later on,
see fig. 31.3).
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To mitigate multiplication of broadcast DHCP messages, some switches support
DHCP snooping. With DHCP snooping enabled on an Ethernet/DSL port, all DHCP
packets will pass through the DHCP relay agent only - this includes broadcast and
unicast DHCP packets, both DHCP requests (to server) or DHCP responses (from
server) coming in on that port. Fig. 31.2b) shows the result when a broadcast
DHCP packet comes in on a port with DHCP snooping enabled.

When configuring a WeOS relay agent on a VLAN interface, all ports on that
VLAN will have DHCP snooping enabled - the exception is products lacking hard-
ware support for DHCP snooping3. More fine-grain control to enable/disable DHCP
snooping per port may be supported in later WeOS versions.

DHCP relay service can be disabled on a per port basis. If DHCP relaying is dis-
abled on an Ethernet/DSL port, incoming DHCP packets will be switched as other
layer-2 packets (no DHCP snooping), and the DHCP relay agent on the switch will
ignore DHCP requests entering the switch on that port.

Server

DHCP

Internet/Intranet

DHCP

Server

Routers (possibly

running VRRP)

Focal Point

FRNT

IP:10.1.2.3

21 3 4

6 5

RA1

7

21 3 4

6 5

RA2

7

21 3 4

5 6

RA5

21 3 4

5 6

RA4

21 3 4

5 6

RA3

Figure 31.3: Example with multiple DHCP Relay Agents within the same VLAN
(port 1-6 on all RAs are assumed to be on the same VLAN, e.g., VLAN 1).

Fig. 31.3 presents an example where multiple relays are located within the
same VLAN – port 1-6 on all RA units are in the same VLAN, while port 7 on

3As of WeOS v4.8.0, all WeOS products except RedFox support DHCP snooping. On RedFox, some
module types support DHCP snooping, while others do not.
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RA1 and RA2 are associated with another VLAN used and used as upstreams
interface. The topology in fig. 31.3 utilise several WeOS features to achieve a
robust network: FRNT (chapter 18) is used to handle single link failures within
the local network. VRRP (chapter 28) is used to handle router redundancy (RA1
and RA2). A second DHCP server to protect against DHCP server failure4.

The relay agents (RA1-RA5) server DHCP clients connecting to the local access
ports (ports 1-4), and will relay each request (unicast) to the configured DHCP
server(s). Below a sample DHCP relay configuration is shown, which would be
suitable for all relay agents in fig. 31.3.

dhcp-relay
iface vlan1
server 10.1.2.3
option82 discard
port 5-6

no enable
end

end

� DHCP relay has been enabled on interface vlan1 (this assumes that ports
1-6 are all associated with VLAN 1).

� A single DHCP server has been configured (here 10.1.2.3). As of WeOS
v4.8.0, up to two DHCP servers can be configured.

� Option 82 is enabled, with policy discard. Option 82 information will be
added to all incoming requests. Packets which already include option 82
information will be discarded. Default settings for circuit-id (port name) and
remote-id (base-MAC) will be used.

� DHCP requests coming in on port 5 or 6 will be ignored by the relay agent.
No DHCP snooping will be done on those ports, thus a DHCP request being
relayed by RA4 to the DHCP server, will be forwarded through RA5 like any
other packet.

4As of WeOS v4.8.0, the WeOS DHCP server (chapter 32) does not provide dedicated DHCP
server failover support.
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31.2 Configuring DHCP Relay Agent Settings via the
web interface

The Web interface provides management of the DHCP Relay Agent.

31.2.1 DHCP Relay Agent settings

Menu path: Configuration ⇒ Network (IP) ⇒ DHCP-Relay

Figure 31.4: DHCP Relay Agent settings
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Listening
Interfaces

The Listening Interface specifies on which interface(s) the
relay agent will listen for client requests. DHCP server re-
sponses may come in through any interface.

DHCP
Servers

The DHCP Servers settings determines to which DHCP
servers each DHCP client request will be sent. At most two
servers may be configured.

Global
Option
82 Set-
tings

The Global Option 82 Settings determines how the DHCP
Relay Agent Information option, also known as Option 82, will
be handled. The policy specify how to treat incoming client
requests that already contain an Agent Information option.

� Disable: Do not add option 82 field. Any existing option
82 will be retained.

� Forward: Adds a new option 82 or forwards any existing
option 82.

� Append: Appends a new option 82 in addition to any
existing option 82.

� Discard: Drops the whole packet if it contains an option
82.

� Replace: Removes any existing option 82 and adds a
new option 82.

� Require: Requires that the incoming packet contains an
option 82 otherwise it will be dropped.

The Circuit ID setting determines how the Circuit-Id field of option 82 will be
filled. It can be one of None, Port Name and Port Description. None will
leave this field with zero length, Port Name will fill this field with the port type
and name of the port as seen on front foil, stripped of any whitespace. E.g. Eth6
for Ethernet port 6. Lastly Port Description will use the description given to the
port in the port settings.

In a similar fashion the Remote ID tells how the remote id field of option 82
will be set. None set its length to zero, IP sets it to the IP address of the inbound
interface. MAC uses the base MAC address of the unit. Lastly, System Name
uses the hostname of the system.
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31.2.2 DHCP Relay Agent Per-Port Settings

Menu path: Configuration ⇒ Network (IP) ⇒ DHCP-Relay Agent ⇒ Port Specific
Settings Show

Figure 31.5: DHCP-Relay Agent Per-Port Settings page

Enabled The Enabled checkbox tells whether to enable the relay agent
on this port, i.e. whether to listen for client requests on this
port or not. If enabled, you can override the global settings.

Option 82
Policy

See section 31.2.1 for an explanation of the different policy
options. In the port specific section, the Policy setting has
an additional option Global, indicates that the global policy
setting (see fig. 31.4) will be used for this port.

Continued on next page
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Continued from previous page
Option 82
Circuit ID

See section 31.2.1 for an explanation of the different circuit ID
types. In the port specific section, the Circuit ID setting has
additional options for the Circuit ID type.

� Global: Indicates that the global circuit ID setting (see
fig. 31.4) will be used for this port.

� Manual (hex) and Manual (string): A user specified
hex or string value will be used as circuit ID. Value is en-
tered in the Manual Circuit ID field.
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31.3 Configuring DHCP Relay Agent Settings via the
CLI

Command Default Section
Configure DHCP Relay Agent
[no] dhcp-relay Section 31.3.1

[no] enable Enabled Section 31.3.2
[no] iface <IFACE> Disabled Section 31.3.3
[no] server <IPADDR> Disabled Section 31.3.4
[no] option82 <forward|discard|append| Disabled Section 31.3.5

replace|require>
[no] circuitid-type <portname| ”portname” Section 31.3.6

portdescription>
[no] remoteid-type <mac|ip| ”mac” Section 31.3.7

system-name>

port <PORTLIST|all> Section 31.3.8
[no] enable Enabled Section 31.3.9
[no] option82 <auto|forward|discard| ”auto” Section 31.3.10

append|replace|require>
[no] circuitid-type <auto|portname| ”auto” Section 31.3.11

portdescription|
manual <hex|string> <ID>>

View DHCP Relay Agent Settings
show dhcp-relay Section 31.3.12
dhcp-relay

show port [PORTLIST] ”all” Section 31.3.13

31.3.1 Manage DHCP Relay Agent

Syntax [no] dhcp-relay

Context Global Configuration context

Usage Create, modify or remove the DHCP Relay Agent.
Enter DHCP relay agent context.

Use ”no dhcp-relay ” to remove an existing DHCP relay configuration.
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Default values Not applicable.

Error messages None defined yet.

31.3.2 Enable DHCP Relay Agent

Syntax [no] enable

Context DHCP relay context

Usage Enable the DHCP Relay Agent.

Default values Enabled.

Error messages None defined yet.

31.3.3 Listening Interfaces

Syntax [no] iface <IFACE>

Context DHCP relay context

Usage Specify the interfaces that the relay agent will listen to.

Default values Not applicable.

Error messages None defined yet.

31.3.4 DHCP Servers

Syntax [no] server <ADDRESS>

Context DHCP relay context

Usage Specify the DHCP server that the relay agent will forward requests to.

Default values Not applicable.

Error messages None defined yet.
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31.3.5 Option 82

Syntax [no] option82 <forward|discard|append|replace|require>

Context DHCP relay context

Usage Enable or disable the addition of option 82, a.k.a. relay agent information,
to DHCP requests. The policy for how to handle any existing option 82 can
optionally be specified as follows.

Forward
Adds a new option 82 or forwards any existing option 82.

Append
Appends a new option 82 in addition to any existing option 82.

Discard
Drops the whole packet if it contains an option 82.

Replace
Removes any existing option 82 and adds a new option 82.

Require
Requires that the incoming packet contains an option 82 otherwise it
will be dropped.

Default values Option 82 is disabled by default, if enabled and policy is omitted
it defaults to forward.

Error messages None defined yet.

31.3.6 Circuit ID Type

Syntax [no] circuitid-type <portname | portdescription>

Context DHCP relay context

Usage Specify how the circuit id in option 82 will be set. portname will use
the name of the port as it is printed on the front foil plus the port type.
For Ethernet ports it will be Eth, so e.g. requests coming in on port 6 will
have the Circuit ID set to “Eth6”. portdescription is currently the same as
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portname but will use the port description set in the port configuration, as
soon as that feature is released.

Default values portname.

Error messages None defined yet.

31.3.7 Remote ID Type

Syntax [no] remoteid-type <mac | ip | system-name>

Context DHCP relay context

Usage Specify how the remote id in option 82 will be set. mac will use the base
MAC address of the unit. ip will use the IP address of the inbound interface.
system-name will use the hostname.

Default values mac.

Error messages None defined yet.

31.3.8 Manage DHCP Relay Agent Per-Port Settings

Syntax port <PORT|PORTS>

Context DHCP relay context

Usage Modify DHCP Relay Agent configuration for one or several ports.

Default values Not applicable.

Error messages None defined yet.

31.3.9 Enable/disable DHCP Relay Agent per port

Syntax [no] enable

Context DHCP relay port context

Usage Enable or disable the DHCP Relay Agent on a port.

Default values Enabled.

Error messages None defined yet.
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31.3.10 Option 82 policy per port

Syntax [no] option82 <auto|forward|discard|append|replace|require>

Context DHCP relay port context

Usage Enable or disable the addition of option 82 on one ore more ports. The
auto policy uses the same a policy as specified in the DHCP Relay context.

Default values auto.

Error messages None defined yet.

31.3.11 Option 82 Circuit ID per port

Syntax [no] circuitid-type <auto|portname|portdescription>

Context DHCP relay port context

Usage Specify how the circuit id in option 82 will be set for this port. In addition
to the keywords defined in section 31.3.6 auto can be used, meaning the
configured circuit ID type in DHCP relay context.

Default values auto.

Error messages None defined yet.

31.3.12 Show DHCP Relay Agent Settings

Syntax show dhcp-relay Also available as ”show” command within the DHCP
relay agent context.

Context Global Configuration context

Usage Show DHCP relay agent settings.

Default values

Error messages None defined yet.
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31.3.13 Show DHCP Relay Agent Per-port Settings

Syntax show port [PORTLIST] Also available as ”show” command within the
DHCP relay agent port context.

Context DHCP relay context

Usage Show DHCP relay agent per port settings. Furthermore, not only the cir-
cuit ID type settings are listed, but also the resulting circuit ID.

Default values If no PORTLIST is given, settings are listed for all ports associ-
ated with the given (VLAN) interfaces (see also section 31.3.3).

Error messages None defined yet.

Examples

lynx:/config/dhcp-relay/#> show port
Port Enabled Policy Circuit-ID type (Circuit ID)
==============================================================================
Eth 1 NO auto auto (Eth1)
Eth 2 NO auto auto (Eth2)
Eth 3 YES auto auto (Eth3)
Eth 4 YES auto auto (Eth4)
Eth 5 YES auto auto (Eth5)
Eth 6 YES auto auto (Eth6)
lynx:/config/dhcp-relay/#>
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Chapter 32

DHCP Server

The WeOS DHCP server is capable of handing out IP settings to hosts (DHCP
clients) on local and remote IP subnets. For each defined IP subnet, the DHCP
server can assign IP addresses dynamically from a pool of addresses, but also
statically based on

� the port the (DHCP) client is connected to (”one IP per port”, DHCP op-
tion 82),

� the DHCP client identifier provided by the connecting client, or

� the MAC address of the connecting client

To serve clients on remote IP subnets, DHCP relay agents would be used to for-
ward the DHCP messages between the clients and the DHCP server. In WeOS you
can even configure a DHCP relay agent on the same unit as the DHCP server –
this is useful if you wish to hand out addresses per port (DHCP option 82) on the
DHCP server unit itself. For more information on configuring DHCP relay agents,
see chapter 31.

The WeOS DHCP server is also able to act as caching DNS server for the DHCP
clients it serves.

Being part of an embedded system, the WeOS DHCP server does not store
the current set of leases in persistent storage. In most use cases this is fine,
however if it necessary that the current lease table survives a reboot you are
recommended to use a dedicated DHCP server instead.
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32.1 Overview of DHCP Server Support in WeOS

Table 32.1 presents a summary of DHCP server functionality in WeOS.

Feature Web CLI General
(Sec. 32.2) (Sec. 32.3) Description

General DHCP Server Functionality
Enable/disable DHCP Server X X
Define subnets to serve X X Secs. 32.1.1-32.1.2
Caching DNS server (X) (X) Sec. 32.1.1

Per Subnet Functionality
Client IP settings

Address pool X X Sec. 32.1.2
Per port (Option 82) X X -”-
Per client-ID X X -”-
Per MAC X X -”-

Additional client configuration parameters
Default Gateway X X -”-
DNS Server X X -”-
Domain search path X X -”-

Other features
Define lease time X X -”-
Deny client (per MAC) X X -”-

DHCP Server Status
List current clients X

Table 32.1: DHCP server features

32.1.1 Introduction to WeOS DHCP server support

DHCP servers are typically used to dynamically assign IP settings (IP address,
netmask, default gateway, etc.) to hosts on the local subnet, see fig. 32.1a). The
server maintains an address pool for each served subnet, from which it assigns
addresses to DHCP clients currently present on that LAN. Addresses in the pool
are maintained dynamically - they are assigned to clients for a configurable time
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Figure 32.1: Sample DHCP use cases: (a) DHCP server serving local subnets, and
(b) serving local and remote subnets.

(DHCP lease time), and if a client goes away, that address can be reused and
assigned to another client.

The DHCP server also hands out configuration settings for default gateway and
DNS server(s). For local clients as in fig. 32.1a), the DHCP server unit will com-
monly act as default gateway and DNS server1 too.

To provide DHCP service on multiple subnets throughout your infrastructure,
you could either deploy a DHCP server on each subnet, or you could use DHCP
relay agents to forward DHCP packets between the remote subnet and a central
DHCP server, as shown in fig. 32.1b).

When configuring the server, there is no major difference if the subnet is lo-
cal or remote – you will simply define which subnets to serve. When the server
receives a DHCP message, it will automatically detect which subnet the request
originated from and thereby be able to hand out an address from the pool it has
defined for that subnet.

In addition to handing out addresses dynamically from a pool, it is also possi-
ble to assign addresses more specifically based on the client’s MAC address, the
client identifier (client-ID) included in the DHCP messages from the client, or the
physical port where the client is connected. More information on this is given in

1In WeOS, units configured with a DHCP server will implicitly run a DNS forwarding service.
Incoming DNS requests are forwarded to the unit’s DNS server, see section 23.1.2.

636 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

sections 32.1.2 and 32.1.3.

The DHCP server unit will by default accept incoming DHCP and DNS packets
on any of its interfaces, including the loopback interface ”lo”. (The exception
is those interface where a DHCP relay agent has been configured on the local
unit (see section 32.1.3) – there it will accept DNS packets, DHCP packets will be
handled by the relay agent.)

For security purposes you may wish to avoid accepting DHCP or DNS pack-
ets on some interfaces, e.g., your upstream interface towards the Internet. To
block such request you are recommended to configure appropriate deny filter
rules, e.g., ”deny in vlan1 dport 53 proto udp” and ”deny in vlan1 dport
53 proto tcp” to block incoming DNS request on interface vlan1. For more de-
tails on the WeOS firewall, see chapter 29.

32.1.2 Per-subnet DHCP Server Settings

Most DHCP server settings are configured per subnet, where the IP subnet is
defined by an IP address (e.g., 10.10.2.0) and subnet mask, which defaults to
255.255.255.0 (/24). For each subnet you can define what IP address to assign
to clients, as well as other relevant IP settings.

32.1.2.1 Defining IP Address assignment

The addresses can either be assigned dynamically from an address pool, or be
assigned statically depending on the client’s MAC, its DHCP client identifier, or
the port to which it is connected.

� Address pool: For each subnet served, you can define an address pool from
which addresses can be assigned dynamically. The default range is ”100-
199”, e.g., 10.10.2.100-10.10.2.199 on the 10.10.2.0/24 subnet, but can be
changed.

As of WeOS v4.8.0 it is not possible to totally remove the address pool.

� Fixed assignments: Instead of handing out addresses from a dynamic pool,
the WeOS DHCP server enables you to assign addresses with more fine grain
control:

– Client MAC: You can reserve a specific address to a client with a certain
MAC address.
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– Client identifier (option 61): You can reserve a specific address to a
client including a certain client-identifier in its DHCP messages (DHCP
option 61[1]). In the DHCP server, you can specify the client-id as a hex-
adecimal sequence (e.g., ”01485b392f34bc”) or as a text string such as
”foobar”.

Note: If the client-id is specified as a text string, it would match
a DHCP option 61 holding a hexadecimal sequence of the corre-
sponding ASCII numbers2, e.g., ”foobar” would match an op-
tion 61 holding value ”666f6f626172” (hex).

– Connected Port (option 82): The server can be configured to assign a
specific address to the client connected to a certain switch port (”one IP
per port”). This is useful when you wish to replace a client unit, such as
a CCTV camera, and ensure that the new unit gets the same IP as the
replaced unit.

As described in chapter 31, DHCP relay agents can add information
to identify the client’s port in a relay information option (DHCP op-
tion 82[16]). The DHCP server can then extract relevant information
(circuit-id and remote-id) and use that when assigning the IP address.
WeOS DHCP server allows for flexible specification of circuit-id and remote-
id (both as hexadecimal sequences and text strings), enabling it to work
with relay agents of various vendors. E.g., to make the DHCP server
hand out a specific IP address to a client unit attached to WeOS Re-
lay Agent with default settings, the DHCP server can be configured as
follows:

* Circuit-id: If the client is supposed to connect to Ethernet port 2,
then specify ”Eth2” (string) for the circuit-id. If a slotted WeOS
product is used, then specify e.g., ”Eth3/5” for Ethernet port 5 on
slot 3.

* Remote-id: The remote-id is optional, but needed to distinguish be-
tween relay agents on the same subnet. A WeOS relay agent de-
faults to using its base MAC3 address as remote-id.. E.g., spec-
ify ”00077c8209d0” (hex) for a WeOS relay agent with base MAC
00:07:7c:82:09:d0.

2American Standard Code for Information Interchange (ASCII), see e.g. http://en.wikipedia.
org/wiki/ASCII (accessed May 2009).

3To find the base MAC of your WeOS unit, see sections5.4.2 (Web) or 7.3.2 (CLI).

638 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com

http://en.wikipedia.org/wiki/ASCII
http://en.wikipedia.org/wiki/ASCII
http://en.wikipedia.org/wiki/ASCII
http://en.wikipedia.org/wiki/ASCII


Westermo OS Management Guide
Version 4.8.0-0

Note: to assign IP addresses per (local) ports on the DHCP server
itself in WeOS v4.8.0, you will need to setup a Relay Agent on the
same unit (see section 32.1.3).

– Deny statements: The fixed assignment methods (MAC, Client-id, Op-
tion 82) can also be used to deny clients an IP address. To specify this
feature, use the keyword ”deny” instead of an IP address in the assign-
ment command.

A note on preference order: A client request associated with
a subnet served by the DHCP server will be checked for matching
IP assignment entries in the following preference order4: Client-
Id (first), MAC address, DHCP Option 82, and finally Address pool
(last).

32.1.2.2 Configuration Options other than IP address

In addition to IP address, the WeOS DHCP server allows you configure the follow-
ing configuration options:

� Lease time: The lease time can be configured in range 120-5256000 sec-
onds. It defaults to 864000 seconds (10 days).

� Netmask: The IP netmask is only configured implicitly, i.e., it is taken from
the subnet definition. IP netmask is passed to the client in DHCP option 1.
By default, the netmask is set to 255.255.255.0.

� Router IP address: The DHCP server will pass information about what router
(default gateway) the DHCP client should use. If you leave this blank, the
will automatically fill out a value likely to work for the client.

– Local clients: For DHCP requests originating on the local subnets, the
DHCP server will put its own IP address on that subnet as gateway IP
address.

– Remote clients: For DHCP requests originating on remote subnets, the
DHCP server will put the IP address of the relay agent as gateway IP
address.

The router/gateway IP is passed in DHCP option 3. By default, the gateway
setting is empty, i.e., the ”auto” behaviour described above is used.

4This preference order is used as of WeOS v4.8.0, but may be changed in future releases.
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As of WeOS v4.8.0 there is no way to hinder the DHCP server to send the
router/gateway IP address (option 3). This may change in future WeOS re-
leases.

� DNS Server(s): It is possible to specify up to two DNS servers to be passed
to the DHCP client (option 6). If no DNS server is specified, the DHCP server
will fill in its own IP address as DNS server (the DHCP server unit will act as
DNS forwarder and forward any (non-cached) incoming DNS requests to the
name-server(s) configured on the unit, see chapter 23).).

As of WeOS v4.8.0 there is no way to hinder the DHCP server to send the
Domain Name Server option (option 6) to the client. This may change in
future WeOS releases.

� Domain search path: The DHCP server can be configured to pass a domain
search path to the DHCP client (option 15). (Leaving the setting empty
implies that no domain search path is sent to the client.)

32.1.3 Running a DHCP server and relay agent on the same unit

There are situations when you wish to run a DHCP relay agent (chapter 31) on
the same WeOS unit as your DHCP server.

� IP per port on DHCP server unit: Section 32.1.3.1 describes how to use a
DHCP server and a relay agent to assign IP addresses per port on the DHCP
server unit itself.

� Non-”DHCP snooping” relay agents in switched topologies: Sec-
tion 32.1.3.2 explains how to handle non-”DHCP snooping” relay agents in
switched (as opposed to routed) topologies.

32.1.3.1 IP per port on local DHCP server ports

With DHCP option 82, a relay agent can inform the DHCP server which port
(circuit-id) the client is connected to, thereby enabling the server to assign IP
addresses per port. In WeOS, the same approach is used when you wish to hand
out IP addresses per port on the DHCP server’s local ports.

Fig. 32.2 illustrates an example where the WeOS unit is configured to hand out
addresses on interface ”vlan2” (subnet 192.168.5.0/24). Regular hosts, such as
the PC, will be assigned their IP addresses from an address pool, but the unit
attached to port 6 should always be assigned IP address 192.168.5.49. This
can be achieved by configuring a DHCP relay agent on interface ”vlan2”, and
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VLAN 1 VLAN 2

192.168.2.0/24 192.168.5.0/24

.49.100

WeOS Router

Figure 32.2: Running both a DHCP Server and a DHCP Relay Agent on the same
unit enables you to assign IP address per port on the DHCP server unit.

to instruct the relay agent to forward DHCP request to the local DHCP server
(address ”127.0.0.1”). Relevant parts of the WeOS configuration is listed below.

dhcp-server
subnet 192.168.5.0

pool 192.168.5.100 192.168.5.199
lease-time 864000
netmask 255.255.255.0
no gateway
no domain
option82 remote-id hex 00:07:7c:00:30:b0 string Eth6 192.168.5.49
end

end

dhcp-relay
iface vlan2
server 127.0.0.1
option82 discard
end

The WeOS DHCP relay will by default pass its base-MAC address5 as remote-id
(”00:07:7c:00:30:b0” in the example above). As the base-MAC is unit specific,
this setting will not work if you wish to replace the unit, but keep the same con-
figuration file. In such situations, using ”system-name” or ”ip” as remote-id is
recommended, see sections 31.2.1 (Web) and 31.3.7 (CLI) for more information.
An example using the system name as remote-id is given below.

system
hostname foobar

5To find the base MAC of your WeOS unit, see sections5.4.2 (Web) or 7.3.2 (CLI).
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end

dhcp-server
subnet 192.168.5.0

pool 192.168.5.100 192.168.5.199
lease-time 864000
netmask 255.255.255.0
no gateway
no domain
option82 remote-id string foobar string Eth6 192.168.5.49
end

end

dhcp-relay
iface vlan2
server 127.0.0.1
option82 discard
remoteid-type system-name
end

32.1.3.2 Handling non-snooping relay agents in switched topologies

As described in section 31.1.3, use of relay agents to add option 82 information
in switched topologies is challenging if the relay agents do not support DHCP
snooping. A (broadcast) DHCP message from a client will then result in two mes-
sages being forwarded towards the DHCP server - one relayed message including
option 82 information, and one regular message being lacking option 82.

DHCP Server

Relay Agent

CCTV

1 2 3 4

5 6

1 2 3 4

5 6

Relay Agent
Option 82
With

Option 82
Without

DHCP Msg

WeOS Router/Switch

10.1.1.1/24 10.1.1.2/24

Non−’’DHCP snooping’’

.44

Switch (e.g., RedFox)

Drop DHCP packets
lacking option 82
coming in on port 6

Figure 32.3: A non-”DHCP snooping” relay agent (right unit) will likely result in
multiple ”copies” of the DHCP messages. This can be handled by running a DHCP
Relay Agent also the DHCP server unit (left unit).

Fig. 32.3 illustrates the situation. All ports are assumed to be on the same VLAN

642 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

(e.g., VLAN 1)

1. A broadcast DHCP message is sent by the PC on port 1 of the non-snooping
switch. That packet is forwarded onto all ports on the same VLAN including
port 5 towards the DHCP server.

2. The packet is also processed by the relay agent process, which add option
82 information and relays the message (unicast) towards the DHCP server.

3. If both DHCP requests would reach the DHCP server, it is likely that the PC
will be handed an address from the pool rather than an address dedicated
for that specific port. Or possibly the PC will get multiple responses to its
request.

In WeOS you can handle this by running a DHCP relay agent on the DHCP
server unit. The relay agent can be configured to drop DHCP packets not
including option 82, thus only the relayed packet will be forwarded to the
DHCP server process.

Below sample configurations for the DHCP server and DHCP relay agent units
are shown. The CCTV connected to port 16 of the (non-snooping) relay agent
should be assigned IP address 10.1.1.44/24.

-- DHCP Server Unit (IP 10.1.1.1/24)

dhcp-server
subnet 10.1.1.0

pool 10.1.1.100 10.1.1.199
lease-time 864000
netmask 255.255.255.0
gateway 10.1.1.1
no domain
option82 remote-id string 10.1.1.2 string Eth1 10.1.1.44
end

end

dhcp-relay
iface vlan1
server 127.0.0.1
option82 discard
remoteid-type ip
port 6

option82 require
end

end

-- DHCP Relay Agent Unit (IP 10.1.1.2/24)

6If the relay agent unit is a RedFox Industrial, the port labels would be written in slot/id form
(1/1, 1/2) and so on. The server configuration would then reflect this, e.g., ”option82 remote-id
string 10.1.1.2 string Eth1/1 10.1.1.44” if the CCTV is connected to port 1/1.

© 2012 Westermo Teleindustri AB 643

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

dhcp-relay
iface vlan1
server 10.1.1.1
option82 discard
remoteid-type ip
end
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32.2 Configuring DHCP Server Settings via the web
interface

The Web interface provides management of DHCP Server.

32.2.1 DHCP Server settings

Menu path: Configuration ⇒ Network (IP) ⇒ DHCP-Server

Enabled Check the box to enable the DHCP server. If you have a
JavaScript enabled browser the other settings will not be dis-
played unless you check this box.

Subnets Lists the configured DHCP subnets To add a Subnet click on the
"New subnet" button bellow the table. Click on the Edit icon

( )to edit the settings for a specific Subnet.
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32.2.2 Edit DHCP Subnet Settings

Menu path: Configuration ⇒ Network (IP) ⇒ DHCP-Server ⇒

On this page you can change the settings for the Subnet.

Interface DHCP server interface
Address Pool IP address pool from which the DHCP server will

hand out leases
Lease Time DHCP address lease time (seconds) for addresses

handed out to DHCP clients
Netmask The netmask option for leases handed to DHCP

clients.
Default Gateway The IP default gateway (default router) option for

leases handed to DHCP clients.
Continued on next page
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Continued from previous page
Name Servers The (DNS) name server option for leases handed to

DHCP clients.
Domain Domain name search path option for leases handed

to DHCP clients
Static DHCP The Static leases for this subnet. To add a lease

select type (MAC, Client-id or Option82) and click on

the Add icon ( ). Click on the Edit icon ( )to edit
the lease.
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32.3 Configuring DHCP Server Settings via the CLI

Command Default Section
Configure DHCP Server
[no] dhcp-server Disabled Section 32.3.1

[no] enable Enabled Section 32.3.2
[no] subnet <IPADDR[/LEN] | IPADDR [MASK]> /24 Section 32.3.3

[no] netmask <NETMASK> Section 32.3.4
[no] pool <IPADDR_START> Auto1 Section 32.3.5

<NUM|IPADDR_END>
[no] lease-time <120-5256000> 864000 Section 32.3.6
[no] gateway <IPADDR> Empty2 Section 32.3.7
[no] name-server <IPADDR>[,<IPADDR>] Empty2 Section 32.3.8
[no] domain <DOMAINNAME> Disabled Section 32.3.9
[no] clientid <hex|string> <CLIENTID> Section 32.3.10

<deny | IPADDR>
[no] mac <MACADDR> <deny | IPADDR> Section 32.3.11
[no] option82 [remote-id <hex|string> Section 32.3.12

<REMOTEID>] <hex|string> <CIRCUITID>
<deny | IPADDR>

View DHCP Server Settings
show dhcp-server Section 32.3.13
dhcp-server

show subnet Section 32.3.14
subnet

show Section 32.3.15

32.3.1 Manage DHCP Server

Syntax [no] dhcp-server

Context Global Configuration context

Usage Create, modify or remove a DHCP Server.
Enter DHCP server context. If this is a new DHCP server, the DHCP server

1A pool may be created automatically. See Section 32.3.5.
2Empty values have special meaning here. See Section 32.3.7 and Section 32.3.8.

648 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

is created. As a side-effect, a caching (DNS) name server is started, which
forwards incoming DNS requests to the DNS server configured for the switch
(see chapter 23).

Use ”no dhcp-server” to remove an existing DHCP server.

Error messages None defined yet.

32.3.2 Enable DHCP Server

Syntax [no] enable

Context DHCP server context

Usage Enable/disable the DHCP server.

Default values Disabled

Error messages None defined yet.

32.3.3 Configure DHCP Server Subnet

Syntax [no] subnet <IPADDR[/LEN] | IPADDR [NETMASK]>

Context DHCP server context

Usage Specify a subnet for which the DHCP server will hand out IP addresses.
Several subnets can be specified. Optionally, the subnet netmask can be
specified as a prefix length or as a netmask, with ”/24” (”255.255.255.0”)
as default. It can later be changed with the ”netmask” command, see sec-
tion 32.3.5.

Default values Default prefix length is 24 (i.e., netmask 255.255.255.0).

Error messages None defined yet.

32.3.4 Configure DHCP Subnet Netmask

Syntax [no] netmask <NETMASK>

Context DHCP server subnet context

Usage Specify/modify the netmask for the subnet to serve.
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Default values The netmask defaults to ”255.255.255.0”, however, a different
netmask can be specified in the ”subnet” command, see section 32.3.3.

Error messages None defined yet.

32.3.5 Configure DHCP Server Address Pool

Syntax [no] pool <IPADDRESS_START> <NUM|IPADDRESS_END>

Context DHCP server subnet context

Usage Specify the IP address pool from which the DHCP server will hand out
leases. The end of the address range can be specified as an IP address
(”IPADDRESS_END”), or as a number (”NUM”). ”NUM” specifies the number of
addresses in the pool, thus ”IPADDRESS_END” is computed as
”PADDRESS_START +NUM− 1”.

Default values A pool based on the configured subnet may automatically be
created upon entering the DHCP Server subnet context. Use ”show” to see
the IP addresses in the pool.

Error messages None defined yet.

32.3.6 Configure DHCP Server Lease Time

Syntax [no] lease-time <120-5256000>

Context DHCP server subnet context

Usage Specify the DHCP address lease time (seconds) for addresses handed out
to DHCP clients.

Use ”no lease-time” to reset the lease time setting to its default value.

Default values 864000 seconds (i.e., 10 days)

Error messages None defined yet.

32.3.7 Configure DHCP Server Default Gateway Option

Syntax [no] gateway <IPADDRESS>

Context DHCP server subnet context
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Usage Specify the IP default gateway (default router) option for leases handed
to DHCP clients. A single default gateway can be specified. If no default
gateway is specified, the switch IP address on this interface will be pro-
vided in the default gateway option (that is, the switch will act as default
gateway for hosts on this interface). Please remember to enable routing on
this (chapter 23 and enable appropriate NAT and firewall rules if necessary
(chapter 29).

Use ”no gateway” to remove any configured default gateway option.

Default values Empty, this means that the switch IP address on this interface
will be provided in the default gateway option.

Error messages None defined yet.

32.3.8 Configure DHCP Server Name Server Option

Syntax [no] name-server <IPADDRESS>[,<IPADDRESS>]

Context DHCP server subnet context

Usage Specify name server (DNS) options for leases handed to DHCP clients.
Up to two DNS name servers can be specified, either as comma separated
IP addresses on the command line, or by repeating the command for each
address.

Use ”no name-server” to remove all configured name server DHCP options.

If no name server is specified, the switch IP address on this interface will
be provided in the name server option (that is, the switch will act as DNS
name server for hosts on this interface. In this case, the switch will act as
a caching name server and forward any (non-cached) incoming requests to
the name-server(s) configured on the switch, see chapter 23).

Default values Empty, this means that the switch IP address on this interface
will be provided in the name server option.

Error messages None defined yet.

32.3.9 Configure DHCP Server Domain Name Option

Syntax [no] domain <DOMAIN>

Context DHCP server subnet context
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Usage Specify the domain name search path option for leases handed to DHCP
clients. A single domain name option can be specified.

Use ”no domain” to disable this option.

Default values Disabled, the domain name option will not be used.

Error messages None defined yet.

32.3.10 Configure Static Lease Based On Client ID

Syntax [no] clientid <hex|string> <CLIENTID> <deny | IPADDR>

Context DHCP server subnet context

Usage Specify the IP address that will be given to the client with this id. Use
”deny” to explicitly deny a certain client from DHCP service.

Default values None

Error messages None defined yet.

32.3.11 Configure Static Lease Based On MAC Address

Syntax [no] mac <MACADDR> <deny | IPADDR>

Context DHCP server subnet context

Usage Specify the IP address that will be given to the client with this MAC ad-
dress. Use “deny” to explicitly deny that client DHCP service.

Default values None

Error messages None defined yet.

32.3.12 Configure Static Lease Based On DHCP Option 82

Syntax [no] option82 [remote-id <hex|string> <REMOTEID>]
<hex|string> <CIRCUITID> <deny | IPADDR>

Context DHCP server subnet context

Usage Specify the IP address that will be given to the client with this “CIRCUITID”
and optional “REMOTEID”. Use “deny” to explicitly deny that client DHCP
service.
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Default values None

Error messages None defined yet.

32.3.13 Show DHCP Server Settings

Syntax show dhcp-server Also available as ”show” command within the DHCP
server context.

Context Global Configuration context

Usage Show DHCP server settings for the DHCP server.

Error messages None defined yet.

32.3.14 Show DHCP Server Subnet Settings

Syntax show subnet

Context DHCP Server context

Usage Show DHCP server subnet settings.

Error messages None defined yet.

32.3.15 Show DHCP Server Subnet Settings

Syntax show

Context DHCP Server Subnet context

Usage Show DHCP server subnet settings and static leases.

Error messages None defined yet.
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Chapter 33

Ethernet Statistics

A set of per port Ethernet statistic counters are available via the Web and via the
CLI. Most of these counters correspond to standard SNMP MIB Ethernet statistics
counters from the RMON MIB (RFC 2819), the Interface MIB (RFC 2863) and the
Ether-Like MIB (RFC 3635)1. For more information about WeOS SNMP support,
see chapter 36.

Section 33.1 gives a general introduction to the Ethernet statistic counters
available via Web and CLI. Sections 33.2 and 33.2 present use of Ethernet statis-
tics via the Web and CLI respectively.

33.1 Ethernet Statistics Overview

The table below provides a summary of the available Ethernet statistics counters.
Sections 33.1.1-33.1.8 give more detailed information on the meaning of these
counters.

Feature Web CLI Description
Inbound
Total Bytes X (X)2 Sec. 33.1.1

Bytes Good X ”
Bytes Bad X ”
Mean rate X ”

Total Good Packets (X)2 Sec. 33.1.2
Continued on next page

1The Ether-Like MIB is currently not supported in WeOS.
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Continued from previous page
Feature Web CLI Description

Unicast X X ”
Multicast X X ”
Broadcast X X ”
Pause frames X ”
Size statistics X ”

Dropped X X Sec. 33.1.3
Filtered X ”
Discarded X ”

Erroneous (X)2 Sec. 33.1.4
Undersize X X ”
Oversize X X ”
Fragments X X ”
Jabber X X ”
Checksum X X ”
PHY Error X ”

Outbound
Total Bytes X X Sec. 33.1.5

Mean rate X ”
Total Packets (X)2 (X)2 Sec. 33.1.6

Unicast X X ”
Multicast X X ”
Broadcast X X ”
Pause frames X ”

Dropped Sec. 33.1.7
Filtered X ”

Collisions and Busy Medium X (X)2 Sec. 33.1.8
Single X ”
Multiple X ”
Excessive X ”
Late X X ”
Other collisions X ”
Deferred X ”

2Counters listed within parenthesis (i.e., as ’(X)’) are provided implicitly.
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33.1.1 Inbound Byte Counters

A set of byte counters (i.e., octet counters) are provided. The number of good
bytes is also used to compute a rough estimation of the current inbound data
rate.

Bytes Good The number of good bytes/octets received on a port, i.e., the sum
of the length of all good Ethernet frames received.

Bytes Bad The number of bad bytes/octets received on a port, i.e., the sum of
the length of all bad Ethernet frames received.

Total Bytes The sum of good and bad bytes received on a port (see above).
This would correspond to the RMON MIB etherStatsOctets and the Interface
MIB ifHCInOctets objects.

Mean Rate Rough estimation of the current data rate based on the number of
good bytes received during a time interval (2 seconds).

33.1.2 Inbound Counters of Good Packets

The following per port counters for good inbound Ethernet packets are provided.

Unicast packets The number of good packets with a unicast MAC address re-
ceived on the port.

This would correspond to the Interface MIB ifInUcastPkts object.

Multicast packets The number of good packets with a group MAC address (ex-
cluding broadcast) received on the port.

This would correspond to the RMON MIB etherStatsMulticastPkts and the
Interface MIB ifInMulticastPkts objects, except that Pause frames (see below)
are not included.

Broadcast packets The number of good packets with a broadcast MAC address
received on the port.

This would correspond to the RMON MIB etherStatsBroadcastPkts and the
Interface MIB ifInBroadcastPkts objects.
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Pause Frames The number of good flow control packets received.

Packet Size Statistics Counters for good Ethernet packet of the following size
intervals are provided: 64 bytes, 65-127 bytes, 128-255 bytes, 256-511
bytes, 512-1023 bytes, and 1024-MAXPKTSIZE bytes, where MAXPKTSIZE is
1632.

These size intervals match the corresponding RMON statistics counters, ex-
cept for the MAXPKTSIZE (1632 instead of 1518).

33.1.3 Dropped Inbound Packets

Counters for two types of dropped inbound packets are provided. Note, these
packets are good Ethernet packets, but are dropped due to the reasons given
below.

Filtered Inbound packets dropped due to VLAN mismatch or because the port
was in LEARNING, LISTENING or BLOCKING state.

Discarded Packets dropped due to lack of buffer space.

33.1.4 Erroneous Inbound Packets

The following counters for received erroneous packets are provided:

Undersized packet Number of packets smaller than 64 bytes, and with a valid
FCS.
This corresponds to the RMON MIB etherStatsUndersizePkts object.

Oversized packet Number of packets larger than 1632 bytes, and with a valid
FCS.
This corresponds to the RMON MIB etherStatsOversizePkts object, except
for the used MAXPKTSIZE (1632 instead of 1518 bytes).

Fragmented packet Number of packets smaller than 64 bytes, with an invalid
FCS.
This corresponds to the RMON MIB etherStatsFragments object.

Jabber Number of packets larger than 1632 bytes, and with an invalid FCS.
This corresponds to the RMON MIB etherStatsJabbers object, except for the
used MAXPKTSIZE (1632 instead of 1518 bytes).
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Checksum/FCS Error Packets of valid length (64-1632), but with an incorrect
FCS.
This corresponds to the RMON MIB etherStatsCRCAlignErrors object, except
for the used MAXPKTSIZE (1632 instead of 1518 bytes).

PHY Error Signal Number of received packets generating a receive error signal
from the Ethernet PHY. (Referred to as InMacRcvErr in the CLI port statistics
list)

33.1.5 Outbound Byte Counters

A single outbound byte/octet counter, Outbound Bytes, is provided. It repre-
sents the sum of the length of all Ethernet frames sent on the port.

This would correspond to the Interface MIB ifHCOutOctets object.

The number of Outbound bytes is also used to calculate a rough estimation of
the current sending data rate (Mean Rate, i.e., the number of bytes sent during
a time interval (2 seconds).

33.1.6 Outbound Packets Counters

The following per port counters for outbound Ethernet packets are provided.

Unicast packets The number of packets with a unicast destination MAC address
sent on the port.

This would correspond to the Interface MIB ifOutUcastPkts object.

Multicast packets The number of packets with a group destination MAC ad-
dress (excluding broadcast) sent on the port.

This would correspond to the Interface MIB ifOutMulticastPkts objects, ex-
cept that Pause frames (see below) are not included.

Broadcast packets The number of packets with a broadcast destination MAC
address sent on the port.

This would correspond to the Interface MIB ifOutBroadcastPkts objects.

Pause Frames The number of flow control packets sent.
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33.1.7 Dropped Outbound Packets

The counter for a single type of dropped outbound packets is described here
(there is also a second kind, see excessive collisions in section 33.1.8).

Filtered Outbound packets dropped outbound policy rules or because the port
was in LEARNING, LISTENING or BLOCKING state.

33.1.8 Outbound Collision and Busy Medium Counters

The collision and busy medium counters described here are only relevant for
half-duplex links.

Single Collisions The number of packets involved in a single collision, but then
sent successfully.
This would correspond to the Ether-like MIB dot3StatsSingleCollisionFrames
object.

Multiple Collisions The number of packets involved in more than one collision,
but finally sent successfully.
This would correspond to the Ether-like MIB dot3StatsMultipleCollisionFrames
object.

Excessive Collisions The number of packets failing (i.e., dropped) due to ex-
cessive collisions (16 consecutive collisions).
This would correspond to the Ether-like MIB dot3StatsExcessiveCollisions ob-
ject.

Late Collisions The number of collisions detected later than a 512-bits time into
the packet transmission.
This would correspond to the Ether-like MIB dot3StatsLateCollisions object.

Other Collisions Other collisions than single, multiple, excessive or late colli-
sions discovered on a port.

Total Collisions Computed as the sum of single, multiple, excessive, late and
other collisions.

Deferred (busy medium) The number of packets experiencing a busy medium
on its first transmission attempt, and which is later sent successfully, and
without experiencing any collision.
This would correspond to the Ether-like MIB dot3StatsDeferredTransmissions
object.
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33.2 Statistics via the web interface

Statistics shown in the web administration tool has two views. An overview with
a selection of statistics for all ports, including some status information (e.g. if
port is blocking or forwarding), and a detailed page with a larger set of statistics.

Note that collection of statistics is started by the first access to the statistics
page, and will be halted after a short period of time (to save resources) if no one
requests the statistic data. This has the effect that you may need to enter the
page once again, by e.g. clicking the menu item, to ensure you are presented to
updated statistics data.

33.2.1 Statistics Overview

Menu path: Status⇒Port

On the port statistics overview page you will be presented to a selection of static
data for each port. Additional statistic numbers are presented on the detailed
view page.

660 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Alarm An alarm icon appears at the start of a line if there is a
link alarm on a port.

Port The port label.
Link The status of the link. Up or down.

State

FORWARDING Unit forwards packets. Normal oper-
ation.

LEARNING The port is preparing itself for enter-
ing FORWARDING state.

BLOCKING Unit does not forward any packets.
DISABLED Port does not participate in opera-

tion.
Speed / Duplex The current speed and duplex negotiated or set on the

port.
Total Bytes In Total number of bytes received on the port.
Total Bytes Out Total number of bytes sent out on the port.
FCS Errors Total number of inbound packets with check sum error

received on the port.

Details Click this icon to view more detailed statistics for the
port.

Auto Refresh Click on a value to make the page reload with updated
statistics automatically every 5, 15, 30 or 60 seconds.
Click Off to turn off auto refresh.

Refresh Click on this button to reload with updated statistics.
Clear All Clear all statistics counters for all ports.
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33.2.2 Detailed Statistics

Menu path: Status ⇒ Port ⇒

When clicking the details-icon in the overview page you will be presented to
the detailed statistics page for the port.
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Link Status Status of link (Up/Down). If a link-alarm is associated with
this port, an alarm icon is displayed if the link-alarm is
active.

Total Bytes Total number of bytes received (inbound) or transmitted
(outbound) on this port.

Broadcast Packets Total number of good broadcast packets received (in-
bound) or transmitted (outbound) on this port.

Multicast Packets Total number of good multicast packets received (in-
bound) or transmitted (outbound) on this port.

Unicast Packets Total number of good unicast packets received (inbound)
or transmitted (outbound) on this port.

Dropped Packets Total number of packets received that have been dis-
carded.

Fragments Total number of fragmented packets received on this port.
Oversize Total number of oversized packets received on this port.
Undersize Total number of undersized, but otherwise well formed,

packets received on this port.
Jabber Total number of packets received on this port larger than

the network segment’s maximum transfer unit (MTU).
Frame Checksum Total number of packets received on this port with check-

sum error.
Traffic Size, Inbound Number of octets received in different size categories.
Total Collisions Total number of collisions detected on this port (sum of

single, multiple, excessive, late, and other collision coun-
ters).

Single Collisions The number of packets involved in a single collision, but
then sent successfully.

Multiple Collisions The number of packets involved in more than one colli-
sion, but finally sent successfully.

Excessive Collisions The number of packets failing (i.e., dropped) due to ex-
cessive collisions (16 consecutive collisions).

Late Collisions The number of collisions detected later than a 512-bits
time into the packet transmission.

Other collisions Other collisions than single, multiple, excessive or late
collisions discovered on a port.

Continued on next page
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Deferred The number of packets experiencing a busy medium on
its first transmission attempt, and which is later sent suc-
cessfully, and without experiencing any collision.

Filtered Outbound packets dropped outbound policy rules or be-
cause the port was in LEARNING, LISTENING or BLOCKING
state.

Auto Refresh Click on a value to make the page reload with updated
statistics automatically every 5, 15, 30 or 60 seconds.
Click Off to turn off auto refresh.

«Previous Goto statistics for previous port.
Next» Goto statistics for next port.
Refresh Click on this button to reload with updated statistics.
Clear Port Clear all statistics counters for the port shown.
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33.3 Statistics via the CLI

The table below shows statistic features available via the CLI.

Command Default Section
rmon Section 33.3.1

statistics [PORT] Section 33.3.2
clear-stats [PORT] Section 33.3.3

show rmon [PORT] Section 33.3.4

33.3.1 Managing Ethernet Statistics

Syntax rmon

Context Admin Exec context

Usage Enter Ethernet statistics context (RMON context). WeOS starts gathering
statistics when this command is issued, thus there is a 2 seconds delay
before the RMON context is entered.

Default values Not applicable.

Error messages None defined yet.

33.3.2 List Current Ethernet Statistics

Syntax statistics [PORT]

Context RMON context

Usage Show Ethernet statistics. If no PORT is given (”statistics”, a summary
of statistics for all Ethernet ports is presented.

If a PORT is given as argument (e.g., ”statistics 1/1”) detailed statistics
for that port is presented.

For information about what the different statistics counters represent, see
section 33.1.

Default values If no PORT argument is given, a summary of statistics for all
Ethernet ports is presented.

Error messages None defined yet.
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33.3.3 Clear Ethernet Statistics

Syntax clear-stats [PORT]

Context RMON context

Usage Clear Ethernet statistic counters. If no PORT is given (”clear-stats”,
counters for all Ethernet ports are cleared.

If a PORT is given as argument (e.g., ”clear-stats 1/1”) the counters for
that port are cleared.

Default values If no PORT argument is given, counters for all Ethernet ports are
cleared.

Error messages None defined yet.

33.3.4 Show Ethernet Statistics

Syntax show rmon [PORT]

Context Admin Exec context. Also available as ”show [PORT]” command within
the RMON context.

Usage Show Ethernet statistics. This command provides the same information
as the ”statistics” command (section 33.3.2). The only difference is that
the ”show rmon [PORT]” command is available from the Admin Exec con-
text.

If no PORT is given (”show rmon”, a summary of statistics for all Ethernet
ports is presented.

If a PORT is given as argument (e.g., ”show rmon 1/1”) detailed statistics
for that port is presented.

For information about what the different statistics counters represent, see
section 33.1.

Default values If no PORT argument is given, a summary of statistics for all
Ethernet ports is presented.

Error messages None defined yet.
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Chapter 34

Alarm handling, Front panel
LEDs and Digital I/O

This chapter describes WeOS features for alarm and event handling (sections 34.1-
34.3). The chapter also covers general information on functionality related to
Digital I/O and front panel LEDs (sections 34.4 and 34.5).

34.1 Alarm handling features

The table below summarises the WeOS alarm handling features.

Feature Web CLI General
(Sec. 34.2) (Sec. 34.3) Description

Configure alarm triggers X X Sec 34.1.1-34.1.3
Configure alarm actions X X Sec 34.1.1 and 34.1.4
Configure alarm targets X X Sec 34.1.1 and 34.1.5
View alarm status1 X X Sec 34.1.5

34.1.1 Introduction to the WeOS alarm handling support

The WeOS alarm handling support makes use of the following terminology:

� Alarm sources: An alarm source is an object being monitored by an alarm
trigger, e.g., the link status (up/down) of an Ethernet port, the input byte

1In addition to monitoring alarm status via Web and CLI, there are other ways in which an
operator can get notified when an alarm is triggered.
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Temperature sensors

Digital In sensors
Link−alarm (ports/interfaces)

RMON counters (ports/interfaces)

FRNT Ring Status

Examples:

Alarm sources

ON LED

Digital Out

SNMP Trap

Logging

Examples:

Alarm targets

Alarm targets specify:

Alarm type and source(s), e.g., "temperature sensor 1"

Alarm thresholds and condition (e.g., ’alarm’ for

Alarm action "index", i.e., point out the action to

Alarm severity, e.g., DEBUG, INFO, etc.

temperatures above 50 degrees.)

invoke when the trigger becomes "active" and "inactive".

Alarm triggers

Alarm actions specify:

Additional Target specific parameters such as SNMP Trap

Alarm targets

community (unless default trap community is used)

Alarm actions

Figure 34.1: Overview of WeOS alarm entities: Alarm triggers monitor the state of
alarm source, and define conditions and thresholds when to invoke an associated
alarm action. The invoked alarm action specifies what alarm target(s) to use to
notify the operator.

counter of a network interface, or the temperature value of a temperature
sensor. Alarm sources are described further in section 34.1.2.

� Alarm trigger: An alarm trigger monitors alarm sources, and defines the
conditions when alarm events occur, i.e., when the trigger becomes active
(alarm situation) or inactive (normal situation).

In addition, the alarm trigger specifies the alarm action to be invoked once
an alarm event occurs. Alarm triggers are described further in section 34.1.3.

� Alarm actions and alarm targets: When an alarm event occurs, the operator
can be notified via SNMP traps, logging, digital-out, and front panel status
LED. These notification mechanisms are referred to as alarm targets.

Instead of mapping triggers directly to targets, a trigger is mapped to an
alarm action (profile). The alarm action defines what specific targets to use
when an alarm event occurs. For example, a link alarm trigger for ports 1/1-
1/2 can be mapped to a specific alarm action, which in turn specifies logging
and SNMP traps as targets. Alarm actions and targets are described further
in sections 34.1.4 and 34.1.5 respectively.
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34.1.2 Alarm sources

As of WeOS v4.8.0 the following alarm sources are supported:

� Power failure: If the unit is equipped with redundant power feed (or redun-
dant power supply), an alarm can be triggered if one of the feeds lack input
power.

Note: if all power is lacking on all feeds, the unit is powerless and cannot
trigger alarms via SNMP traps or remote logging. To detect such a situation
remotely, the operator could poll the unit (e.g., by pinging the unit on a
regular interval). The drawback is that it is difficult to distinguish problems
in the intermediate network from problems in the monitored device.

An alternative is to use out-of-band signalling, e.g., via GPRS equipment
connected to digital-out to get an alarm notification instantly if a device
goes down.

� Link alarm: It is possible to configure link alarm triggers to react when a
link goes down (and up).

� Digital-In: Alarms can be triggered depending on the presence of input volt-
age/current on the Digital-In pins of the Digital I/O connector.

� Temperature sensor alarms: Temperature alarm triggers can be configured
to react when the temperature rises above (or falls below) some defined
threshold.

� FRNT status: The FRNT ring status trigger will react when an FRNT ring is
broken (bus mode) or healed (ring mode)1.

� Hardware failure: Hardware alarms triggers notifies that the unit has de-
tected a hardware failure (typically if an unsupported SFP is inserted).

� SHDSL/xDSL SNR Margin: On devices with SHDSL/xDSL ports, alarms can be
triggered when the SNR margin falls below some configured threshold.

� Link Fault Forward (LFF): On devices with SHDSL ports, alarms can be trig-
gered when the remote SHDSL switch indicates it has link down on its Eth-
ernet port. That is, this feature can be used in topologies where an Ethernet
is extended over an SHDSL link, and where the remote SHDSL switch (e.g.,
a DDW-120) is able to signal that the Ethernet link is down on its side.

1Only an FRNT focal point can determine the ring status with certainty.
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� Network Connectivity (Ping): It is possible to have a trigger to monitor
network connectivity by using the ping command to a specific host. The
remote node is considered unreachable if a configurable number of pings are
lost, and considered reachable if the same number of pings are succesfully
received.

Note: Make sure the remote host responds to ICMP ping. A typical
behaviour for many hosts is that ICMP ping is blocked in the host’s
firewall.

� PoE Power Usage: On units supporting Power Over Ethernet (PoE), alarms
can be triggered when the total power usage raises above (or falls below)
some configured threshold.

34.1.3 Alarm triggers

An alarm trigger defines the rules for when alarm events should be generated
for a monitored alarm source. Alarm triggers also define which alarm action to
invoke when an alarm event occurs.

Currently supported alarm trigger types:

� Power failure

� Link alarm

� Digital-In

� Temperature

� FRNT ring status

� Hardware failure (The hardware failure alarm trigger is implicit, and cannot
be removed or modified.)

� SNR margin (SHDSL and xDSL ports)

� LFF (SHDSL ports)

� Timer

� Ping
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� PoE power usage

As the WeOS alarm handling support is designed to include triggers for addi-
tional alarm sources, the following description is of more general nature, thus
contains more options than needed for the trigger types currently supported.

Note: As of WeOS v4.8.0 there is no support for making an alarm
trigger persistent. When an alarm condition is no longer fulfilled, the
trigger status will become inactive. As alarms are not persistent, it is
not possible for an operator to clear (i.e., acknowledge) an alarm.

34.1.3.1 Specifying what alarm source(s) a trigger should monitor

Different types of alarm triggers operate on different types of alarm sources:

� Power failure: A power failure trigger can monitor one or more power feed
sensors. The Westermo devices running WeOS today have two power feeds
(single power supply), with a sensor for each power feed. Typically a single
power failure trigger is used to monitor both power feed sensors.

� Digital-In: A digital-in trigger can monitor one or more digital-in sensors. The
Westermo devices running WeOS today have at most one digital-in sensor.

� Link alarm: Link alarm triggers monitor the operational status (up/down) of
Ethernet or DSL ports. Thus when configuring a link alarm trigger the port
(or ports) to monitor should be specified.

Note: It is possible to define multiple link alarm triggers, where
each trigger can monitor different ports and be mapped to different
alarm actions.

In the future, link alarm triggers can be extended to monitor the operational
status of network interfaces and VLANs in addition to physical ports (Ether-
net, SHDSL, etc.).

� RMON statistics (not yet supported): The alarm source for an RMON trig-
ger is specified by two parameters: (1) the name of the statistics counter
(e.g., etherStatsPkts), and (2) the port (or list of ports) for which this counter
should be monitored.
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Note: In WeOS the term RMON is used to refer to data traffic
statistics in general; not only to the Ethernet statistics defined in
the RMON MIB. Thus, if a counter from the IF-MIB (such as ifHCInU-
castPkts is specified, the alarm source could refer to network inter-
faces or VLANs as well as a physical ports (Ethernet, SHDSL, etc.).

� Temperature: Temperature triggers can apply to one or more temperature
sensors.

� FRNT: FRNT triggers can apply to one or more FRNT rings (as of WeOS v4.8.0
only a single FRNT ring is supported).

� Timer: Timer triggers are configured to go off at given time interval. As of
WeOS v4.8.0, only daily timers are supported, e.g., ”timeout daily 02:30”,
and only apply to ”log” and ”reboot” action targets.

� SNR Margin: An SNR Margin trigger applies to one or more SHDSL/xDSL
ports.

� LFF (Link Fault Forward): An LFF trigger applies to one or more SHDSL ports.

� Ping: A connectivity checker, sends an ICMP ping in a configurable interval.

� PoE Power Usage: The Westermo PoE enabled units have a single PoE power
module, and its current usage level is used as trigger source (i.e., no need
to select a trigger source).

Typically there would be no more than one trigger monitoring the status of a
specific alarm source. However, in some cases it would make sense to have mul-
tiple triggers monitoring a single alarm source. For example, one could define
two temperature triggers for a single temperature sensor, where one trigger re-
acts if the temperature rises above a warning threshold (say 60◦C), and the other
if the temperature gets critically high (say 75◦C).

34.1.3.2 Alarm thresholds and trigger output

For the trigger to know when an alarm event has occurred, threshold values for
the monitored alarm sources must be configured. Alarm sources which are ’bi-
nary’ to their nature (link up/down, power up/down, digital-in high/low, etc.) have
thresholds defined implicitly.

For sources which can take values in a wider range (temperature, SNR Margin,
received packets within a given time interval, etc.) the alarm thresholds should
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be configured. Fig. 34.2a) illustrates use of alarm thresholds for a temperature
trigger.

c) Trigger status with alarm condition "low".
time

Alarm event

(falling/low)

Alarm event
(rising/high)

Falling threshold

Temperature

time
a) Temperature status and alarm events.

b) Trigger status with alarm condition "high".
timeAlarm trigger "inactive"

Alarm trigger "active"

Alarm trigger "active"

Alarm trigger "inactive"

Rising threshold

Figure 34.2: Example use of rising and falling thresholds for a temperature alarm
trigger (a), and alarm condition setting to affect active and inactive trigger status
(b and c).

As can be seen in fig. 34.2a), two thresholds are used – a rising threshold and a
falling threshold. Alarm events will be generated when reaching the rising thresh-
old on the way up, and the falling threshold on the way down. However, once a
rising alarm event has occurred, a new rising alarm event cannot be generated
(for that alarm source) before the value has fallen down to the falling threshold
(and vice versa). Thus, the use of separate rising and falling thresholds creates
a hysteresis mechanism, which avoids generating multiple alarm events when a
monitored value fluctuates around the alarm threshold.

Alarm targets such as Digital-Out and the ON LED provide a summary alarm
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function (see section 34.1.5.1), and these targets assume that every alarm trig-
ger define the condition when the alarm is active (”alarm” situation) and inactive
(”normal” situation). To define this the alarm condition configuration option is
used. To warn the operator for high temperatures, the alarm condition should
be set to ”high”, see fig 34.2b). If we instead wish to warn the operator for
low temperatures, the alarm condition should be set to ”low”, see fig 34.2c). A
corresponding example for a Digital-In trigger is shown in fig. 34.3.

a) Digital In Sensor state

b) Digital In Trigger State (Alarm condition set to "high")

c) Digital In Trigger State (Alarm condition set to "low")

Alarm trigger "inactive"

Alarm trigger "inactive"

Low (Voltage non−present)

High (Voltage present)

Alarm trigger "active"

Alarm trigger "active"

time

time

time

Figure 34.3: Alarm condition example: The alarm trigger for digital-in can be
configured to become active when the signal is high (b) or when it is low (c).

Additional details on threshold settings and properties:

� The rising threshold cannot be set lower than the falling threshold.

� It is possible to use the same value for the rising and falling thresholds.

� Rising alarm events occur if the current sample value is equal or above
the rising threshold, and the previously sampled value was below the rising
threshold. A rising alarm event will also occur if the first sampled value is
equal or above this threshold, and the condition variable is configured as
rising (or any of its equivalents: high or up).

� Falling alarm events occur if the current sample value is equal or below the
falling threshold, and the previously sampled value was above the falling
threshold. A falling alarm event will also occur if the first sampled value is
equal or below this threshold, and the condition variable is configured as
falling (or any of its equivalents: low or down).
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34.1.3.3 Sample types and interval

Two sample types are possible: absolute and delta sampling. With absolute sam-
pling, the value is compared directly to the alarm thresholds. With delta sampling
it is the difference between the current sample and the previous sample which is
compared to the alarm thresholds.

Alarm sources of counter type, such as RMON data traffic statistics, are well
suited for delta sampling. As the delta is computed over a given time interval
(sample interval), the alarm thresholds should be configured with respect to the
configured sample interval.

Note: As of WeOS v4.8.0 only absolute sampling is supported, and
the sampling interval is not configurable for any trigger type.

34.1.3.4 Alarm severity

For each trigger it is possible to define the severity level of the associated alarm
events. The levels defined by Unix Syslog are used:

� EMERG: System is unusable

� ALERT: Action must be taken immediately

� CRIT: Critical conditions

� ERR: Error conditions

� WARNING: Warning conditions

� NOTICE: Normal, but significant, condition

� INFO: Informational message

� DEBUG: Debug-level message

It is also possible to configure severity level ”NONE”. Alarm events with severity
NONE will not cause SNMP traps to be sent or events to be logged, however, such
events can still affect digital-out and ON LED targets.

Note: Severity levels can be configured independently for the events
when an alarm trigger becomes ”active” and ”inactive”. Default sever-
ity level are WARNING for ”active” alarm events and NOTICE for ”inac-
tive” alarm events.
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34.1.3.5 Mapping triggers to actions

Triggers can be mapped to alarm actions (profiles) that are invoked when an
alarm event occurs, for more information see 34.1.4. It is however also possible
to leave a trigger unmapped, e.g., when specifying a VRRP+ ping trigger.

34.1.4 Alarm actions - mapping triggers to targets

Instead of mapping triggers directly to alarm targets, each trigger is mapped to
an alarm action (alarm action profile). The alarm action specifies which targets to
use (SNMP traps, Logging, ON LED, and Digital-Out) when an alarm event occurs.

In addition, the alarm action can specify target specific parameters shared by
all triggers mapped to this alarm, e.g., if a specific SNMP trap community is to be
used.

It is possible to configure several actions (action profiles). Each trigger can
be mapped to an individual action, but it is also possible for multiple triggers to
share the same action. This can be particularly useful when managing several
triggers of similar type, such as different types of RMON triggers.

By default a trigger is mapped to the default alarm action (index 1). The default
alarm action cannot be removed.

34.1.5 Alarm presentation (alarm targets)

When an alarm situation occurs, such as a FRNT ring failure, WeOS enables the
operator to be notified in numerous ways:

� SNMP trap: Alarms can be configured to generate SNMP traps2. See chap-
ter 36 for general information on SNMP.

� Log files and remote logging: Alarms can be logged locally or passed to a
remote logging server. See chapter 35 for general information on event and
alarm logging.

� Digital-Out: On units equipped with a Digital I/O contact, the Digital-Out
pins can be used as an alarm target. Similar to the ’ON’ LED, digital-out
provides a summary alarm function, where the ’gate’ is closed when the
switch is operating ’OK’, and open when any of the associated alarm triggers
becomes active (or when the unit has no power).

2As of WeOS v4.8.0 there is no support for SNMP traps for timer or hardware alarms.
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See section 34.4 for general information on Digital I/O.

� ’ON’ LED: There are front panel LEDs which can indicate status of specific
ports or protocols. There is also a general status LED, which shows a green
light when the unit is operating ’OK’, but shows a red light as soon as any of
the associated alarm triggers becomes active. Thus, the ’ON’ LED provides
a summary alarm function.

See section 34.5 for general information on front panel LEDs.

� Reboot: (USE WITH CARE) The reboot target is used to make the unit to
reboot upon a specified alarm event. The purpose is to provide a way to
reboot the unit on a regular basis (i.e., by mapping a timer trigger to an
action profile with target reboot, see section 34.3.2.8.

In addition, an operator can view the alarm status via the Web and CLI inter-
faces.

34.1.5.1 Summary alarm

The summary alarm in use by the digital-out and ON LED targets assumes that
every alarm trigger define the condition when the alarm is active (”alarm” situa-
tion) and inactive (”normal” situation).

� For many triggers this definition is implicit, e.g., a link alarm is active when
the port (or interface) is down and inactive it is up.

� Other triggers, such as temperature or digital-in sensor triggers allow for the
operator to define if the alarm is active: high or low temperature, voltage
signal present or not present, etc. See section 34.1.3.2, and in particular
figures 34.2) and 34.3, for further information on the active and inactive
trigger states.

Working as a summary alarm, digital-out as well as the ON LED will indicate
’alarm’ as soon as any of the associated alarm triggers become active. For the
ON LED alarm is indicated with a ’red’ light, as shown in fig. 34.4. For Digital-Out,
alarm is indicated by having the gate in ’open’ state. See sections 34.4 and 34.5
for general information on Digital I/O and front panel LEDs.

34.1.5.2 Target Severity thresholds

As of WeOS v4.8.0 setting target severity thresholds is not yet supported.
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Figure 34.4: Summary alarm example with three alarm triggers mapped to the ON
LED alarm target. The ON LED indicates ’alarm’ (red) when any of the associated
triggers are active.

For logging and SNMP trap targets it is possible to filter alarm events depending
on severity. E.g., if the SNMP trap target configures its severity threshold to
WARNING, only events of severity level WARNING or higher will cause SNMP traps
to be sent.

By default, both logging and SNMP trap targets have severity threshold set to
level INFO. See section 34.1.3.4 for information on how to classify the severity for
alarm triggers.
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34.2 Managing Alarms via the Web Interface

34.2.1 Show alarm status

Alarm status is presented in the System Overview and the Detailed System Overview
web pages, which are described in sections 5.4 and 5.4.2.

Fig. 34.5 shows the System Overview page when a Link Alarm is activated.

Figure 34.5: The basic system overview page with a link alarm activated.

34.2.2 Trigger configuration overview page

Menu path: Configuration ⇒ Alarm ⇒ Triggers

When entering the Alarm configuration page you will be presented to a list of
all alarm triggers configured on your unit, see below.
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Figure 34.6: The alarm trigger configuration overview page.

Trigger The index number of this trigger.
Type The trigger type.
Enabled A green check-mark means the trigger is enabled,

and a dash means it is disabled.
Action The index of the action profile associated with this

trigger. The action profile controls what targets
(LED, Digital Out, SNMP traps and/or Logging) to in-
voke for this alarm trigger.

Source A list of alarm sources associated with this trigger.
For link alarms, this is a list of port numbers, for a
power alarm it is the identifiers for the associated
power sensors, etc.

Edit Click this icon to edit a trigger.

Delete Click this icon to remove a trigger.
New Trigger Click this button to create a new alarm trigger. You

will be presented to a form where you can configure
the new trigger.
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34.2.3 Create a new alarm trigger using the web interface

Menu path: Configuration ⇒ Alarm ⇒ Triggers ⇒ New Trigger

When clicking the New Trigger button you will be presented to list of trigger
types. Select the trigger type and click next to continue.

Figure 34.7: The trigger type selection page.

When clicking the Next button you will be presented to the New trigger page.

Figure 34.8: The alarm trigger creation page.
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Type The type of alarm trigger.
Enabled To enable the trigger - check the box, to disable un-

check the box.
Severity Active Severity level when active
Severity Inactive Severity level when inactive
Condition Controls the condition for triggering (High/low)
Sensors The sensor source for this trigger
Threshold Rising The Rising threshold is the higher threshold value for

the sensor. When the current sample value is higher
than this value, and the last sample was lower than
this value, an action is triggered. Valid for none binary
sensors such as temperature and SNR.

Threshold Falling The falling threshold is the lower threshold value for
the sensor. When the current sample value is less than
this value, and the the last sample was greater than
this value, an action is triggered. Valid for none binary
sensors such as temperature and SNR.

Action Selects the action for the trigger
Port The ports on your switch is grouped as on the actual

hardware, in slots. To get alarms for a a specific port,
check the check-box located underneath the port label.
In the picture above you see ports 1/1, 1/2 and 2/1 are
marked as alarm sources for this link alarm trigger.
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34.2.4 Create a new alarm trigger with sensor value

Triggers controlled by an analogue sensor, must be configure with threshold
value. E.g. if you want to create a trigger that alarms if the temperature gets
above a given temperature, you must set the rising threshold value to the alarm
temperature. The falling thresholds may be set to the same value, but by using
different thresholds (rising higher than falling) one can avoid receiving multiple
events when the temperature fluctuates around the alarm threshold.

Figure 34.9: Example of a temperature trigger.
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34.2.5 Action configuration overview page

Menu path: Configuration ⇒ Alarm ⇒ Actions

When entering the Alarm action configuration page you will be presented to a
list of all alarm actions configured on your unit, see below.

Figure 34.10: The alarm action configuration overview page.

Action The index number of this action.
Targets The targets for this action.

Edit Click this icon to edit an action.

Delete Click this icon to remove an action.
New action Click this button to add a new alarm action. You will

be presented to a form where you can configure the
new action.
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34.3 CLI

The table below shows alarm management features available via the CLI.

Command Default Section
Configure Alarm Configuration Settings
alarm Section 34.3.1

[no] trigger <<INDEX> | <TYPE>> Section 34.3.2
[no] enable Enabled Section 34.3.3
[no] <port <PORTLIST> | Section 34.3.4

sensor <SENSORIDLIST> |
ring <FRNTINSTANCE>
timeout <TIMESPEC>
peer <FQDN|IPADDR>

[no] severity <<LEVEL> | Section 34.3.5
[active <LEVEL>] |
[inactive <LEVEL>]>

condition <high|low> Section 34.3.6
threshold <NUM | [rising <NUM>] | rising 0 Section 34.3.7

[falling <NUM>]> falling 0
[no] interval <SECONDS> 3 Section 34.3.8
[no] number <NUM> 3 Section 34.3.9
[no] outbound <IFNAME> Disabled Section 34.3.10
[no] action <INDEX> 1 Section 34.3.11

[no] action <INDEX> Section 34.3.12
[no] target <[log] [snmp] [led] > log Section 34.3.13

[digout] [reboot] [custom]>
[no] community <TRAPCOMMUNITY> Disabled Section 34.3.14
[no] custom <COMMAND> Disabled Section 34.3.15

Continued on next page

© 2012 Westermo Teleindustri AB 685

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Continued from previous page
Command Default Section
View Alarm Settings and trigger types
show alarm Section 34.3.16
alarm

show types Section 34.3.17
show triggers Section 34.3.18
show actions Section 34.3.19
trigger

show enable Section 34.3.20
show <port|sensor|ring|timeout|peer> Section 34.3.21
show severity Section 34.3.22
show condition Section 34.3.23
show threshold Section 34.3.24

action
show interval Section 34.3.25
show number Section 34.3.26
show outbound Section 34.3.27
show target Section 34.3.28
show community Section 34.3.29
show custom Section 34.3.30

Alarm Status
alarm Section 34.3.31

show Section 34.3.32

34.3.1 Managing Alarm Settings

Syntax alarm

Context Global Configuration context

Usage Enter the alarm configuration context.

Default values Not applicable.

Error messages None defined yet.
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34.3.2 Manage Alarm Triggers

Syntax [no] trigger <<INDEX> | <TYPE>>

Context Alarm Configuration context

Usage Create, remove or update an alarm trigger.

� Use ”trigger <TYPE>” to create a new trigger and enter the Trigger
context, e.g., ”trigger link-alarm” to create a new link-alarm trig-
ger.
Use ”show types” (section 34.3.17) to list supported trigger types.
An index will be assigned to each created index. This index can be used
to update or remove the trigger, see items below.

� Use ”trigger <INDEX>” to manage an existing trigger.

� Use ”no trigger <INDEX>” to remove an existing trigger.

Default values Not applicable.

Error messages None defined yet.

Some examples of alarm trigger configurations are given in sections 34.3.2.1-
34.3.2.4. Details of individual alarm trigger configuration settings are given in
sections 34.3.3-34.3.11.

34.3.2.1 Link Alarm Trigger Configuration Example

Syntax trigger link-alarm

Context Alarm Configuration context

Usage Create a link-alarm trigger, and enter the configuration context for this
trigger.

Additional settings for link-alarm triggers are listed below. The only manda-
tory setting is the list of ports - no link-alarm alarm events will occur until
ports are defined.

� Port(s) (mandatory): Define the port or ports this link-alarm trigger is
associated with.

� Enable/Disable: By default, the trigger is enabled.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.
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� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

redfox:/#> configure
redfox:/config/#> alarm
redfox:/config/alarm/#> trigger link-alarm
Created trigger 2
redfox:/config/alarm/trigger-2/#> port 1/1-1/2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show
Trigger Type Enabled Action Source
==============================================

1 power YES 1 1 2
2 link-alarm YES 1 1/1 1/2

redfox:/config/alarm/#>

34.3.2.2 Digital-In Trigger Configuration Example

Syntax trigger digin

Context Alarm Configuration context

Usage Create a digital-in trigger, and enter the configuration context for this
trigger.

Additional settings for digital-in triggers are listed below.

� Sensor: By default, digital-in sensor with ID 1 is used. Use ”show env”
(in Admin Exec context) to list available sensors, see section 7.3.34.

� Condition: By default, the alarm condition is set to low. That is, high is
considered normal and low is considered an alarm situation.

� Enable/Disable: By default, the trigger is enabled.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.

� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

redfox:/#> configure
redfox:/config/#> alarm
redfox:/config/alarm/#> trigger digin
Created trigger 2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show
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Trigger Type Enabled Action Source
==============================================

1 power YES 1 1 2
2 digin YES 1 1

redfox:/config/alarm/#>

34.3.2.3 Power Trigger Configuration Example

Syntax trigger power

Context Alarm Configuration context

Usage Create a power trigger, and enter the configuration context for this trig-
ger.

Additional settings for power triggers are listed below. The only mandatory
setting is the list of power sensors - no power alarm events will occur until
power sensors are defined.

� Sensor: Westermo units commonly have two power sensors; sensor 1
for DC1 and sensor 2 for DC2. Use ”show env” (in Admin Exec context)
to list available sensors, see section 7.3.34.

� Enable/Disable: By default, the trigger is enabled.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.

� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

Note that a power alarm trigger is generally defined by factory default. The
example below assumes there are no existing power alarm triggers.

redfox:/#> configure
redfox:/config/#> alarm
redfox:/config/alarm/#> trigger power
Created trigger 1
redfox:/config/alarm/trigger-1/#> sensor 1,2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show
Trigger Type Enabled Action Source
==============================================

1 power YES 1 1 2
redfox:/config/alarm/#>
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34.3.2.4 SNR-Margin Trigger Configuration Example

Note, this setting only applies to units equipped with DSL ports.

Syntax trigger snr-margin

Context Alarm Configuration context

Usage Create a SNR-margin trigger, and enter the configuration context for this
trigger.

Additional settings for SNR-margin triggers are listed below. The only manda-
tory setting is the list of (DSL) ports - no snr-margin alarm events will occur
until (DSL) ports are defined.

� Port(s) (mandatory): Define the port or ports this SNR-margin trigger is
associated with.
Note: SNR-margin alarms can only be generated for ports where a con-
nection has been established.

� Alarm threshold: As of WeOS v4.8.0 the SNR-margin falling threshold is
set to 3 (dB) by default, and the rising threshold to 6 (dB) by default.

� Enable/Disable: By default, the trigger is enabled.
� Condition: By default, the alarm condition is set to low. That is, high is

considered normal and low is considered an alarm situation.
� Severity: By default, active severity is WARNING and inactive severity

is NOTIFY.
� Action: By default, the trigger is mapped to the default action profile

(action 1).

Example

In this example an SNR-margin trigger is created for DSL ports 1/1 and 1/2,
with falling threshold 4 dB and rising threshold 6 dB.

wolverine:/#> configure
wolverine:/config/#> alarm
wolverine:/config/alarm/#> trigger snr-margin
Created trigger 2
wolverine:/config/alarm/trigger-2/#> port 1/1-1/2
wolverine:/config/alarm/trigger-2/#> threshold falling 4 rising 6
wolverine:/config/alarm/trigger-2/#> end
wolverine:/config/alarm/#> show
Trigger Type Enabled Action Source
==============================================

1 power YES 1 1 2
2 snr-margin YES 1 1/1 1/2

wolverine:/config/alarm/#>
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34.3.2.5 Temperature Trigger Configuration Example

Syntax trigger temperature

Context Alarm Configuration context

Usage Create a temperature trigger, and enter the configuration context for this
trigger.

Additional settings for temperature triggers are listed below. The only manda-
tory setting is the temperature sensor (or list of sensors) - no temperature
alarm events will occur until a sensor is defined.

� Sensor(s): Define the temperature sensor(s) this temperature trigger is
associated with (default is temperature sensor is ”1”). Use ”show env”
(in Admin Exec context) to list available sensors, see section 7.3.34.

� Alarm threshold: As of WeOS v4.8.0 the temperature falling threshold
and rising threshold are both set to 0◦C by default.

� Enable/Disable: By default, the trigger is enabled.

� Condition: By default, the alarm condition is set to high. That is, tem-
peratures below the falling threshold are considered normal, and tem-
peratures above the rising threshold is considered an alarm situation.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.

� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

In this example two temperature triggers are created, one to give alarm if
the temperature drops below 10◦C, and a second trigger to create an alarm
if the temperature rises above 60◦C.

falcon:/config/alarm/#> trigger temperature
falcon:/config/alarm/trigger-2/#> sensor 1
falcon:/config/alarm/trigger-2/#> threshold falling -10 rising -5
falcon:/config/alarm/trigger-2/#> condition low
falcon:/config/alarm/trigger-2/#> end
falcon:/config/alarm/#> trigger temperature
falcon:/config/alarm/trigger-3/#> sensor 1
falcon:/config/alarm/trigger-3/#> threshold falling 55 rising 60
falcon:/config/alarm/trigger-3/#> condition high
falcon:/config/alarm/trigger-3/#> end
falcon:/config/alarm/#> show
Trigger Type Enabled Action Source
===============================================================================
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1 frnt YES 1 1
2 temperature YES 1 1
3 temperature YES 1 1

Action Targets
===============================================================================

1 snmp log led digout
falcon:/config/alarm/#>

34.3.2.6 FRNT Trigger Configuration Example

A FRNT trigger exists in the factory default configuration. Thus, when FRNT is
enabled, FRNT alarms will be presented on the default alarm targets without
requiring the user to create a trigger.

Syntax trigger frnt

Context Alarm Configuration context

Usage Create a FRNT trigger, and enter the configuration context for this trigger.

Additional settings for digital-in triggers are listed below.

� Ring: By default, FRNT ring ID 1 is used (as of WeOS v4.8.0 only a single
FRNT ring is supported, thus other values are invalid.) Use ”show env”
(in Admin Exec context) to list available sensors, see section 7.3.34.

� Condition: By default, the alarm condition is set to down (or low). That
is, ring status up (high) is considered normal and ring down (low) is
considered an alarm situation.

� Enable/Disable: By default, the trigger is enabled.
� Severity: By default, active severity is WARNING and inactive severity

is NOTIFY.
� Action: By default, the trigger is mapped to the default action profile

(action 1).

Example

redfox:/#> configure
redfox:/config/#> alarm
redfox:/config/alarm/#> trigger digin
Created trigger 2
redfox:/config/alarm/trigger-2/#> end
redfox:/config/alarm/#> show
Trigger Type Enabled Action Source
==============================================

1 power YES 1 1 2
2 digin YES 1 1

redfox:/config/alarm/#>
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34.3.2.7 LFF Trigger Configuration Example

Note, this setting only applies to units equipped with SHDSL ports.

Syntax trigger lff

Context Alarm Configuration context

Usage Create a Link Fault Forward (LFF) trigger, and enter the configuration
context for this trigger.

Additional settings for LFF triggers are listed below. The only mandatory
setting is the list of (SHDSL) ports - no LFF alarm events will occur until
(SHDSL) ports are defined.

� Port(s) (mandatory): Define the port or ports this LFF trigger is associ-
ated with.
Note: LFF alarms are generated both when detecting that the remote
SHDSL switch indicated LFF, or when the SHDSL link is down.

� Enable/Disable: By default, the trigger is enabled.

� Condition: By default, the alarm condition is set to low. That is, high
(remote link ”up”) is considered normal and low (remote link ”down”) is
considered an alarm situation.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.

� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

In this example an LFF trigger is created to monitor incoming LFF indications
on SHDSL port 1/1.

wolverine:/config/alarm/#> trigger lff
wolverine:/config/alarm/trigger-2/#> port 1/1
wolverine:/config/alarm/trigger-2/#> end
wolverine:/config/alarm/#> show
Trigger Type Enabled Action Source
===============================================================================

1 frnt YES 1 1
2 lff YES 1 dsl 1/1

Action Targets
===============================================================================

1 snmp log led digout
wolverine:/config/alarm/#>
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34.3.2.8 Timer Trigger Configuration Example

Syntax trigger timer

Context Alarm Configuration context

Usage Create a timer trigger, and enter the configuration context for this trigger.

Additional settings for timer triggers are listed below.

� Timeout time: As of WeOS v4.8.0, only daily timeouts can be specified,
e.g., ”timeout daily 02:30”

� Enable/Disable: By default, the trigger is enabled.

� Condition: The condition setting has no meaning for a timer trigger,
since as of WeOS v4.8.0 the timer trigger should not affect the ON LED
or the digital out action targets.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.

� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

In this example a timer trigger is created to force a switch reboot daily at
02:30 in the morning.

wolverine:/config/alarm/#> trigger timer
wolverine:/config/alarm/trigger-2/#> timeout daily 02:30
wolverine:/config/alarm/trigger-2/#> action 2
wolverine:/config/alarm/trigger-2/#> end
wolverine:/config/alarm/#> action 2
wolverine:/config/alarm/action-2/#> target log reboot
wolverine:/config/alarm/action-2/#> end
wolverine:/config/alarm/#> show
Trigger Class Enabled Action Source
===============================================================================

1 frnt YES 1 Ring 1
2 timer YES 2 daily 02:30

Action Targets
===============================================================================

1 snmp log led digout
2 log reboot

===============================================================================
Summary alarm traps: Disabled

wolverine:/config/alarm/#>
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34.3.2.9 Ping Trigger Configuration Example

Syntax trigger ping

Context Alarm Configuration context

Usage Create an alarm trigger which monitors the network connecitivy (i.e., net-
work reachability) to a given host, using the ping command.

Associated with the ping trigger are the following settings:

� peer: The host to test the connectivity against.
� interval: the ping interval can be configured (see section 34.3.8)
� number: a robustness threshold, i.e., number of failed (or successful,

depending on the condition) pings required to consider the remote host
to be unreachable (or reachable), see section 34.3.9)

� outbound: to force ping to use a specific interface. Useful with dynamic
VRRP priority (see section 28.1.1), where you do not want to rely on the
system default gateway.

Example
In this example a ping trigger is created to trigger the ON LED when the peer
become unreachable after 3 retries.

lynx:/config/alarm/#> trigger ping
Trigger 2: Peer is mandatory
lynx:/config/alarm/trigger-2/#> peer bbc.co.uk
lynx:/config/alarm/trigger-2/#> number 3
lynx:/config/alarm/trigger-2/#> interval 3
lynx:/config/alarm/trigger-2/#> action 2
lynx:/config/alarm/trigger-2/#> end
lynx:/config/alarm/#> action 2
lynx:/config/alarm/action-2/#> target led
lynx:/config/alarm/action-2/#> end
lynx:/config/alarm/#> show
Trigger Type Enabled Action Source
===============================================================================

1 frnt YES 1 Ring 1
2 ping YES 2 peer bbc.co.uk

Action Targets
===============================================================================

1 snmp log led digout
2 log led

===============================================================================
Summary alarm traps: Disabled

In this example a ping trigger is created to trigger digital out when the peer
become reachable, to do this change the condition argument (default: low).
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lynx:/config/alarm/#> trigger ping
Trigger 2: Peer is mandatory
lynx:/config/alarm/trigger-2/#> peer bbc.co.uk
lynx:/config/alarm/trigger-2/#> number 3
lynx:/config/alarm/trigger-2/#> interval 3
lynx:/config/alarm/trigger-2/#> condition high
lynx:/config/alarm/trigger-2/#> action 2
lynx:/config/alarm/trigger-2/#> end
lynx:/config/alarm/#> action 2
lynx:/config/alarm/action-2/#> target digout
lynx:/config/alarm/action-2/#> end
lynx:/config/alarm/#> show
Trigger Type Enabled Action Source
===============================================================================

1 frnt YES 1 Ring 1
2 ping YES 2 peer bbc.co.uk

Action Targets
===============================================================================

1 snmp log led digout
2 log digout

===============================================================================
Summary alarm traps: Disabled

34.3.2.10 PoE Power Usage Trigger Configuration Example

Syntax trigger poe

Context Alarm Configuration context

Usage Create a PoE power usage trigger, and enter the configuration context
for this trigger. The power usage is defined as the percentage of con-
sumed/maximum power.

Additional settings for temperature triggers are listed below. The only manda-
tory setting is the temperature sensor (or list of sensors) - no temperature
alarm events will occur until a sensor is defined.

� Alarm threshold: Set the threshold to usage level (1-99 (%)) when an
alarm is desired. By default, the rising threshold is set to 95(%) and the
falling threshold to 90(%).

� Enable/Disable: By default, the trigger is enabled.

� Condition: By default, the alarm condition is set to high. That is, usage
levels below the falling threshold are considered normal, and tempera-
tures above the rising threshold is considered an alarm situation.

� Severity: By default, active severity is WARNING and inactive severity
is NOTIFY.
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� Action: By default, the trigger is mapped to the default action profile
(action 1).

Example

In this example a PoE trigger is created to give an alarm if the usage rises
above 80%.

viper:/config/alarm/#> trigger poe
viper:/config/alarm/trigger-2/#> threshold rising 80 falling 75
viper:/config/alarm/trigger-2/#> condition high
viper:/config/alarm/trigger-2/#> end
viper:/config/alarm/#> show
Trigger Type Enabled Action Source
===============================================================================

1 frnt YES 1 Ring 1
2 poe YES 1 1

Action Targets
===============================================================================

1 snmp log led

===============================================================================
Summary alarm traps: Disabled

viper:/config/alarm/#>

34.3.3 Enable/disable a Trigger

Syntax [no] enable

Context Trigger context

Usage Enable or disable an alarm trigger. A disabled trigger will keep its config-
uration settings, but will not affect any alarm targets.

Use ”enable” to enable and ”no enable” to disable a trigger.

Default values Enabled

Error messages None defined yet.

34.3.4 Manage alarm sources

Syntax [no] <port <PORTLIST> | sensor <SENSORIDLIST> |
ring <FRNTINSTANCE> timeout <daily <HH:MM>>>

Context Trigger context
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Usage Specify which alarm sources the trigger should monitor. The command
syntax differs depending on the trigger type:

� Use ”[no] port <PORTLIST>” to specify which port(s) a link-alarm trig-
ger should apply to, e.g., use ”port 1/1,2/2-2/4” to add ports 1/1,
and 2/2-2/4 to the list of ports monitored by this link-alarm trigger.

� Use ”[no] ring <FRNTINSTANCE>” to specify which FRNT ring an FRNT
alarm trigger should apply to.

� Use ”[no] sensor <SENSORIDLIST>” to specify which sensors a digi-
tal in, power or temperature trigger should apply to, e.g., use ”sensor
1,2” to add power sensors 1 and 2 to the list of power sensors moni-
tored by this power trigger.
Use command show env (section 7.3.34) to list available sensors and
their index values.

� Use ”[no] timeout <daily <HH:MM>>” to specify how often and when
an timer trigger should go off, e.g., use ”timeout daily 02:30” to
make the timer trigger to go off every day at 02:30 in the morning.

� Use ”[no] peer <FQDN|IPADDR>” to specify the peer (domain name or
IP address) to test the connectivity to.

”no peer” will delete the configured peer, however, having a ping trig-
ger without a configured peer is not a valid setting.

Use ”no port <PORTLIST>” remove a specific set of ports, or ”no port” to
remove all ports from a trigger (the same goes for other source types).

If no sources are defined when exiting the trigger context, the trigger will
automatically be configured as disabled (see section 34.3.3).

Default values

Error messages None defined yet.

34.3.5 Alarm Event Severity

Syntax [no] severity <<LEVEL>|[active <LEVEL>]|[inactive <LEVEL>]>

Context Trigger context

Usage Specify the severity level of active and inactive alarm events detected by
this trigger. See section 34.1.3.4 for information on available severity levels.
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Active and inactive severity levels can be configured together or indepen-
dently.

”no severity” to will set severity to level NONE. Alarm events with severity
NONE will not cause SNMP traps to be sent or events to be logged, however,
such events can still affect digital-out and ON LED targets.

Default values active warning and inactive notice

Error messages None defined yet.

Examples The examples below show how to set severity level for active and
inactive alarm events together and how to set it individually. The final ex-
ample shows how to set severity ’NONE’ for both active and inactive events.

redfox:/config/alarm/trigger-2/#> severity err
redfox:/config/alarm/trigger-2/#> show severity
active err, inactive err
redfox:/config/alarm/trigger-2/#> severity inactive debug
redfox:/config/alarm/trigger-2/#> show severity
active err, inactive debug
redfox:/config/alarm/trigger-2/#>
redfox:/config/alarm/trigger-2/#> no severity
redfox:/config/alarm/trigger-2/#> show severity
active none, inactive none
redfox:/config/alarm/trigger-2/#>

34.3.6 Configure Alarm Condition Setting

Syntax condition <high|low>

Alternate keywords are possible:

� rising and up are equivalents to high.
� falling and down are equivalents to low.

Context Trigger context

Usage Define whether the high or low trigger state should be considered the
alarm state, while the other is considered the normal state.

Some triggers, such as link-alarm and power triggers have a static (prede-
fined) alarm condition setting. (Both link-alarm and power triggers have
condition set to low). For other triggers, the alarm condition setting is con-
figurable.

See section 34.1.3.2 for more information.

Default values Differs for different trigger types

Error messages None defined yet.
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34.3.7 Configure Rising and Falling Thresholds

Syntax threshold <NUM|[rising <NUM>]|[falling <NUM>]>

Context Trigger context

Usage Set falling and rising thresholds. The thresholds may be set to the same
value, but by using different thresholds (rising higher than falling) one can
avoid receiving multiple events when the alarm source fluctuates around
the alarm threshold.

Triggers which are binary to their nature, such as link-alarm, power, and
digital-in triggers have implicit thresholds, which cannot be configured.

See section 34.1.3.2 for more information.

Default values rising 0 and falling 0 (except for binary alarm sources)

Error messages None defined yet.

34.3.8 Configure Ping Interval

Syntax [no] interval <SEC>

Context Trigger context

Usage Specify the interval between ICMP Ping.

34.3.9 Configure Ping Robustness Number

Syntax [no] number <NUM>

Context Trigger context

Usage Specify the number of ICMP ping that should be lost (or recieved) to de-
termine if a host is unreachable (or reachable).

34.3.10 Configure Ping Outbound Interface

Syntax [no] outbound <IFNAME>

Context Trigger context
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Usage Force pings to use a specific outbound interface. This is very useful when
tracking upstreams connectivity in a VRRP+ scenario. Because then you
want to make sure the default gateway, or any other route, is avoided.

Use ”no outbound” to disable the setting. This makes ping rely on network
routes and fall back to use the default gateway.

Default values Disabled (default gateway)

34.3.11 Configure Trigger Action

Syntax [no] action <INDEX>

Context Trigger context

Usage Specify the action (profile) to be invoked when this trigger detects an
alarm event.

Use ”no action” to disable the mapping to an alarm action. E.g., when in
use by another subsystem (VRRP+), or if you simply want to temporarily
disable or debug your alarms.

Default values 1 (default action)

Error messages None defined yet.

34.3.12 Manage Alarm Actions

Syntax [no] action <INDEX>

Context Alarm Configuration context

Usage Create, remove or update an alarm action (profile). Use ”action <INDEX>”
to enter the Action context and create a new or update an existing action.

Use ”no action <INDEX>” remove an existing action. The default action
(index 1) cannot be removed, but you can disable all targets.

Default values Not applicable.

Error messages None defined yet.
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34.3.13 Manage Action Targets

Syntax [no] target <[log] [snmp] [led] [digout] [reboot] [custom]>

Context Action context

Usage Add or remove alarm target to an alarm action (profile).

� led: Set ON/Status LED

� log: Log status change to syslog

� snmp: Generate an SNMP trap

� digout: Control digital out relay

� reboot: Reboot the unit. USE WITH CAUTION!

� custom: Run any admin-exec level command. DEPRECATED!

The ”custom” target is for experimental purposes only! A .conf file contain-
ing ”target custom” and ”custom reboot” (see section 34.3.15) will be
translated to ”target reboot” automatically. That is to be backwards com-
patible. Other ”custom” commands are not guaranteed to be supported in
future releases.

Default values target log (New action profiles has ”target log” as default.

Error messages None defined yet.

34.3.14 Set Action SNMP Trap Community

Syntax [no] community <TRAPCOMMUNITY>

Context Action context

Usage Set custom SNMP trap community for this action profile. This setting is
only valid if ”snmp” is configured as alarm target (see section 34.3.13). If
disabled, the default SNMP trap community (see section 36.3.4) will be used
by this action profile.

Use ”community <TRAPCOMMUNITY>” to set a custom trap community for
this action profile. Use ”no community” to disable/remove a custom trap
community, thus using the default trap community for this action profile.

Default values Disabled

Error messages None defined yet.
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34.3.15 Set Custom Action Target

Syntax [no] custom <COMMAND>

Context Action context

Usage Set custom action command. The custom target allows the user to con-
nect, e.g., a timer trigger to a CLI Admin Exec level command, such as
”reboot”, see section 7.3.7.

Note: This is a deprecated feature not guaranteed to be supported
in future releases. For experimental purposes only!

Use ”no custom” to remove a custom command.

Default values Disabled

Error messages None defined yet.

Examples See section 34.3.2.8.

34.3.16 Show Alarm Configuration Overview

Syntax show alarm

Context Global Configuration context. Also available as ”show” command within
the Alarm Configuration context.

Usage List an overview of configured alarm triggers and actions.

Default values Not applicable

Error messages None defined yet.

34.3.17 Show Supported Trigger Types

Syntax show types

Context Alarm Configuration context

Usage List supported trigger types. These are the types to be used with the
”trigger <TYPE>” command (see section 34.3.2).

Default values Not applicable

Error messages None defined yet.
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34.3.18 Show Configured Triggers

Syntax show triggers

Context Alarm Configuration context

Usage List configured alarm triggers. This is useful to find the index of a trig-
ger, which is needed to edit (”trigger <INDEX>”) or remove (no ”trigger
<INDEX>”) an existing trigger, see section 34.3.2.

Default values Not applicable

Error messages None defined yet.

34.3.19 Show Configured Action Profiles

Syntax show actions

Context Alarm Configuration context

Usage List configured alarm action profiles.

Default values Not applicable

Error messages None defined yet.

34.3.20 Show Trigger Enable Setting

Syntax show enable

Context Trigger context

Usage Show whether this trigger is enabled or disabled.

Default values Not applicable

Error messages None defined yet.

34.3.21 Show Trigger Alarm Sources

Syntax show <port|sensor|ring>

Context Trigger context
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Usage Show the alarm sources associated with this trigger. The type of alarm
source differs depending on the trigger type. See section 34.3.4 for more
information.

Default values Not applicable

Error messages None defined yet.

34.3.22 Show Trigger Severity Setting

Syntax show severity

Context Trigger context

Usage Show the severity setting (active and inactive severity) for this trigger.

Default values Not applicable

Error messages None defined yet.

34.3.23 Show Trigger Condition Setting

Syntax show condition

Context Trigger context

Usage Show the alarm condition setting for this trigger.

Default values Not applicable

Error messages None defined yet.

34.3.24 Show Trigger Threshold Settings

Syntax show threshold

Context Trigger context

Usage Show the trigger threshold setting (both rising and falling thresholds) for
this trigger.

Default values Not applicable

Error messages None defined yet.
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34.3.25 Show Ping Trigger Interval Setting

Syntax show interval

Context Trigger context (ping trigger)

Usage Show the ping trigger pinging interval setting, i.e., interval of which ping
messages are sent to probe the reachability to the peer.

Default values Not applicable

Error messages None defined yet.

34.3.26 Show Ping Trigger Robustness Number

Syntax show number

Context Trigger context (ping trigger)

Usage Show the ping trigger robustness number setting, i.e., the number of
pings required to be lost before the peer is considered unreachable, or the
number of pings required to succeed before the peer is considered reach-
able.

Default values Not applicable

Error messages None defined yet.

34.3.27 Show Ping Trigger Outbound Interface

Syntax show outbound

Context Trigger context (ping trigger)

Usage Show the configured outbound interface for this ping trigger. When unset,
”Default Gateway” is shown and the system will use the system default
route, or a matching network route, for ping packets.

Default values Not applicable

Error messages None defined yet.
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34.3.28 Show Action Targets

Syntax show target

Context Action context

Usage Show the alarm target(s) configured for this action profile.

Default values Not applicable

Error messages None defined yet.

34.3.29 Show Action SNMP Trap Community

Syntax show community

Context Action context

Usage Show the configured SNMP trap community for this action profile. If dis-
abled, the unit’s default SNMP trap domain is used (see section 36.3.4).

Default values Not applicable

Error messages None defined yet.

34.3.30 Show Custom Action Command

Syntax show custom

Context Action context

Usage Show the configured custom action command configured for this action
profile.

Default values Not applicable

Error messages None defined yet.

34.3.31 Handling Alarm Status

Syntax alarm

Context Admin Exec context

Usage Enter the alarm status context.
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Default values Not applicable.

Error messages None defined yet.

34.3.32 Show overall alarm status

Syntax show

Context Alarm Status context

Usage Show status of all alarms.

Default values Not applicable.

Error messages None defined yet.

708 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

34.4 Digital I/O

Almost all Westermo products running WeOS are with a Digital I/O connector as
the one shown in fig. 34.11. The location of the connector differs between prod-
ucts; on RedFox Industrial it is located on the CPU card as shown in fig. 34.12).
For a detailed specification on the Digital I/O connector (including definite pin-
out mapping, voltage levels, etc.), please see the User Guide of your specific
Westermo product[22, 23, 26, 27].

1
2
3
4

Figure 34.11: Digital I/O connector.

The Pin-Out of the Digital I/O connector is as follows:

Position Description
1 Digital-Out + (Relay Output +)
2 Digital-Out - (Relay Output -)
3 Digital-In +
4 Digital-In -

Digital In+

Digital In−

Digital Out−

Digital Out+
No. 1

No. 2

No. 4

No. 3

Westermo switch
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Figure 34.12: The RedFox Industrial Power and CPU module

As described in section 34.1, Digital-In can be used as an alarm source, while
Digital-Out is utilised as an alarm target (summary alarm).

� The Digital-In alarm is triggered when there is lack of voltage on the Digital-
In pins. For information on appropriate voltage/current levels to trigger
alarms via Digital-In, see the User Guide of your specific product[22, 23,
24, 25, 26, 27, 28, 29, 30].

� The Digital-Out pins are internally connected to a gate. The gate is open
when the switch has no power, or when any alarm sources are active. When
the switch is operating normally (the switch has booted up, and no alarm
source is active), the gate is closed.
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34.5 LEDs

The LED functionality when running WeOS is described in the User Guide of your
product[22, 23, 24, 25, 26, 27, 28, 29, 30]. Here the information on LED function-
ality of all WeOS products is summarised. Note that your product may not have
all LED types listed here.

LED Status Description

ON OFF Unit has no power
GREEN All OK, no alarm condition.
RED Alarm condition, or until unit has started up. (Alarm

conditions are configurable, see sections 34.1-34.3.)
GREEN BLINK Location indicator (”Here I am!”). Activated when

connected to IPConfig Tool, or upon request from
Web, or when entering the CLI configuration con-
text. Duration of blinking: 10 seconds.

RED BLINK Location indicator (see previous item) or indication
of pending cable factory reset, see section 7.1.4.3.

DC11 OFF Unit has no power.
GREEN Power OK on DC1.
RED Power failure on DC1.

DC21 OFF Unit has no power.
GREEN Power OK on DC2.
RED Power failure on DC2.

FRNT OFF FRNT disabled
GREEN FRNT OK. (See also the FRNT Error item below.)
RED FRNT Error. A focal point can detect and indicate

local FRNT errors (FRNT link down) as well as FRNT
errors elsewhere in the FRNT ring. A member switch
only detects and indicates local FRNT errors (FRNT
link down).

BLINK Unit configured as focal point.
RSTP OFF RSTP disabled.
(formerly GREEN RSTP enabled.
ST1) BLINK Unit elected as RSTP/STP root switch.

Continued on next page.

1Viper-12 has a common power indicator LED named ”DC”. When the ”DC” LED is ”GREEN”
power is OK on DC1 and DC2. When the ”DC” LED is ”RED” there is a power failure on DC1 or DC2.
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Continued from previous page.
LED Status Description

VPN/USR11 OFF (Configurable) VPN disabled.
(formerly
ST2)

GREEN (Configurable) Default: At least one VPN
tunnel up and OK.

RED (Configurable) Default: All VPN tunnels
down.

Ethernet OFF No link.
ports GREEN Link established.

GREEN FLASH Data traffic indication.
YELLOW Port alarm and no link. Or if FRNT or RSTP

mode, port is blocked.
SHDSL OFF No SHDSL link.
ports GREEN SHDSL link established.

GREEN BLINK SHDSL link negotiation.
GREEN FLASH Data traffic indication.
YELLOW Port alarm and no link. Or if FRNT or RSTP

mode, port is blocked.
YELLOW BLINK Only during unit startup. Firmware down-

loading to SHDSL chip.
ADSL/VDSL OFF No xDSL link.
(xDSL) ports GREEN xDSL link established.

GREEN BLINK xDSL link negotiation.
TD OFF No serial data received.

GREEN FLASH Serial data received.
RD OFF No serial data transmitted.

GREEN FLASH Serial data transmitted.

Additional explanations:

� BLINK means that the LED is blinking with a frequency about 1 Hz.

� FLASH means that the LED is blinking with a higher frequency.

� VPN/USR1 configurability: As of WeOS v4.8.0, the VPN/USR1 LED presents
VPN status as described above. Alternative use is planned but not yet sup-
ported.

� SHDSL LEDs only apply to products with SHDSL ports.

1The ”VPN” LED is referred to as ”USR1” on RFR-12-FB, and as ”ST2” on older RFI products.
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� xDSL (ADSL/VDSL) LEDs only apply to products with xDSL ports.

� TD and RD LEDs only apply to products with serial port(s). As the WeOS
serial ports operate in DCE mode, TD denotes receiving, and RD denotes
transmitting serial data.
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Chapter 35

Logging Support

This chapter describes WeOS support for alarm and generic event logging.

In WeOS general events detected by the system (such as user login attempts),
as well as alarm events defined by configured alarm triggers (see chapter 34)
can be logged for further analysis. Three logging methods are available:

� Logging to file: General events and alarm events are always logged to a
local log file.

� Logging to console: It is possible to direct logging messages to the console
port. Messages of severity level DEBUG or higher are shown on the console
port.

� Logging to a remote syslog server: Logging messages can be sent to a
remote syslog server for further processing. Messages of severity level NO-
TICE or higher are forwarded to the remote syslog server(s).

As of WeOS v4.8.0 logging support is only available via the CLI. The severity
thresholds for console and remote syslog logging are not configurable, however,
such support is planned.
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35.1 Logging Support in the web interface

Select the log file in the drop down list and press View to the display desired log
file.

Menu path: Maintenance ⇒View Log

Select the log file in the drop down list and press View to the display desired
log file.
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35.2 Managing Logging Support via the CLI

Command Default Section
Configuring Logging Settings
[no] logging Disabled Section 35.2.1

[no] console Section 35.2.2
[no] server <ADDRESS1 [ADDRESS2]> Disabled Section 35.2.3

View Logging Settings
show logging Section 35.2.4
logging

show console Section 35.2.5
show server Section 35.2.6

Managing Log Files
dir <cfg://|log://|usb://> Section 7.3.3
copy <FROM_FILE> <TO_FILE> Section 7.3.4
erase <file> Section 7.3.5
show <running-config | startup-config | Section 7.3.6

factory-config | [<filesys>://]FILENAME>

35.2.1 Managing Logging Settings

Syntax [no] logging

Context Global Configuration context

Usage Enter Logging configuration context.

Use ”no logging” to disable all logging.

Default values Disabled

Error messages None defined yet.

35.2.2 Logging to console port

Syntax [no] console

Context Logging context

716 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

Usage Enable or disable console logging.

Use ”no console” to disable console logging.

When enabled, general events detected by the system, as well as alarm
events associated with configured alarm triggers, will be presented on the
console port.

Default values Disabled

Error messages None defined yet.

35.2.3 Logging to remote syslog server

Syntax [no] server <ADDRESS1 [ADDRESS2]>

Context Logging context

Usage Set remote syslog server(s) (IPv4 addresses). A maximum of two remote
syslog servers are supported. The syntax allows typing them in one line or
two separate lines.

Use ”no server <ADDRESS>” to remove a single server. Use ”no server”
to remove all servers.

When enabled, general events detected by the system, as well as alarm

events associated with configured alarm triggers, will be forwarded to the
configured syslog server via UDP to port 514. If two servers are configured,
messages are sent to both of them.

Default values Disabled

Error messages None defined yet.

35.2.4 Show Logging Settings

Syntax show logging

Context Global Configuration context. Also available as ”show” command within
the Logging context.

Usage Show Logging configuration settings.

Default values Not applicable

Error messages None defined yet.
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35.2.5 Show Console Logging Setting

Syntax show console

Context Logging context.

Usage Show whether console port logging is enabled or disabled.

Default values Not applicable

Error messages None defined yet.

35.2.6 Show Remote Syslog Server Setting

Syntax show server

Context Logging context.

Usage Show whether remote syslog logging is enabled or disabled. If enabled,
the IP address(es) of the configured server(s) are presented.

Default values Not applicable

Error messages None defined yet.
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Chapter 36

SNMP

The Simple Network Management Protocol (SNMP) provides a standardised method
to manage and monitor IP devices remotely. The WeOS SNMP agent supports
SNMP v1, v2c and v3.

36.1 SNMP introduction and feature overview

Table 36.1 shows WeOS SNMP control features for the Web and CLI interfaces. Fur-
ther description of the SNMP support is presented in the sections 36.1.1-36.1.6.
If you are only interested in knowing how to manage SNMP features via the Web
or CLI, please visit sections 36.2 or 36.3 directly.

36.1.1 SNMP introduction

The Simple Network Management Protocol (SNMP) provides a standardised method
to manage and monitor IP devices remotely. In SNMP a manager station can man-
age a set of status and configuration objects via an SNMP agent on the manage-
ment unit. The WeOS SNMP agent supports SNMP v1, v2c and v3.

An SNMP manager:

� can send SNMP GET messages to poll status and configuration information
from an SNMP agent.

� can send SNMP SET messages to the SNMP agent to modify the device set-
tings (or issue commands such as ’reboot’).

� can get notified by an agent when specific events occur, such as link down
event, via SNMP TRAP messages.
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Feature Web CLI General
(Sec. 36.2) (Sec. 36.3) Description

General
Enable/disable SNMP X X

SNMPv1/v2c
Read Community X X Sec. 36.1.2
Write Community X X ”
Trap Community X X Sec. 36.1.2-36.1.3
Trap Host X X Sec. 36.1.3

SNMPv3
Read-Only SNMPv3 User X X Sec. 36.1.4
Read/Write SNMPv3 User X X ”

Table 36.1: WeOS control of SNMP features.

The objects manageable via SNMP are defined in a management information
base (MIB). The WeOS MIB support aims at providing SNMP management primar-
ily via standard MIBs to enable easy integration with existing SNMP management
tools. In addition, WeOS includes an enterprise MIB (private MIB) to provide ac-
cess to MIB objects not available via the standard MIBs.

36.1.2 SNMP Communities

An SNMP community is a relationship between the manager and managed sta-
tion. It can be seen as a (very) basic authentication and authorisation mechanism
for SNMP v1 and v2c1. Three types of communities are supported:

� Read community: The SNMP read community is used by a manager to read
SNMP MIB objects from a managed station.

Default read community: public

� Write community: The SNMP write community can be used to write (and
read) SNMP MIB objects to (from) a managed station. Thus, if the agent has
its write community enabled, it is possible to configure the switch via SNMP.
The write community is typically named ”private”.

1See section 36.1.4 for secure management using SNMPv3.
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Figure 36.1: Sample SNMP setup, where one manager station controls two de-
vices by communicating with SNMP agents running on the managed devices.

Default write community: Disabled

� Trap community: The SNMP trap community is used when an agent wants
to send a notification to the manager (SNMP Trap). The trap community is
typically named ”public”.

Default trap community: trap2

Warning: Using the well-known community strings ”public” and ”pri-
vate” could pose a serious security problem.

36.1.3 Trap Support

The WeOS SNMP trap support is integrated with the WeOS alarm handling system
(see 34.1). This means that you as an operator has fine grain control of which
traps to send.

The list below all traps, except Coldstart, are integrated with and can be con-
trolled via the alarm handling system.

2When trap community is disabled or left blank, the string ”trap” will implicitly be included as
trap community.
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� Link Alarm: A trap is generated on link up or link down, given that Link Alarm
is enabled on that specific port (see sections 34.1.3 and 10.1.4).

Link Down OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).linkDown(3)

Link Up OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).linkUp(4)

Note: When a port is being reconfigured, link down and link up
events are likely to occur. If link-alarm is enabled on that port, a
couple of SNMP traps are likely to be generated as a side-effect of
the port reconfiguration.

� Cold Start: A trap is generated when a system comes up.

OID: iso(1).org(3).dod(6).internet(1).snmpV2(6).snmpModules(3).
snmpMIB(1).snmpMIBObjects(1).snmpTraps(5).coldStart(1)

� Digital-In:: A trap is generated when the voltage level on the pins of a
digital-in sensor changes from high to low, or low to high.

Digital-In High OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).digitalInHigh(1)

Digital-In Low OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).digitalInLow(2)

� Power Supply: :A trap is generated when the voltage level on any of the
power feeds changes from high to low, or low to high.

Power Supply High OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).powerSupplyHigh(3)

Power Supply Low OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).powerSupplyLow(4)

� Temperature: :A trap is generated when the temperature measured by a
built-in temperature sensor reaches the configured rising or falling thresh-
olds.
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Temperature High OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).temperatureHigh(5)

Temperature Low OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
sensorNotifications(1).sensorNotificationPrefix(0).temperatureLow(6)

� FRNT Ring Status:: A trap is generated when a unit detects a change of
FRNT ring status, i.e., ring up (ring mode) or ring down (bus mode).

FRNT Ring Up OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
frntNotifications(2).frntNotificationPrefix(0).frntRingUp(1)

FRNT Ring Down OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
frntNotifications(2).frntNotificationPrefix(0).frntRingDown(2)

� SNR-margin: On units with a SHDSL/xDSL port traps are generated when
the SNR margin falls below (or rises above) a configurable threshold.

OID: iso(1).org(3).dod(6).internet(1).mgmt(2).mib-2(1).transmission(10).
hdsl2ShdslMIB(48).hdsl2ShdslNotifications(0).hdsl2ShdslSNRMarginCrossing(2)

� PoE total power consumption: On units with Ethernet ports supporting
Power over Ethernet, traps are generated with the total consumed power
rises above (or falls below) a configurable threshold.

Power consumption above threshold OID: iso(1).org(3).dod(6).internet(1).
mgmt(2).mib-2(1).powerEthernetMIB(105).pethNotifications(0).
pethMainPowerUsageOnNotification(2)

Power consumption below threshold OID: iso(1).org(3).dod(6).internet(1).
mgmt(2).mib-2(1).powerEthernetMIB(105).pethNotifications(0).
pethMainPowerUsageOffNotification(3)

� LFF Status: :On units with SHDSL ports, a trap is generated when a unit
detects a change in the Link Fault Forward (LFF) status on a SHDSL port, i.e.,
if the remote end reports that its Ethernet port is up or down.

LFF Remote Up OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
lffNotifications(3).lffNotificationPrefix(0).lffRemoteUp(1)

LFF Remote Fail OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
lffNotifications(3).lffNotificationPrefix(0).lffRemoteFail(2)
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� Summary Alarm Status: The summary alarm status (summaryAlarmSta-
tus) follows the status of the ON LED:

– when the ON LED turns red, the summaryAlarmStatus has value Warn-
ing (1), and a summaryAlarmWarning trap is sent.

– when the ON LED turns green, the summaryAlarmStatus has value OK
(2), and a summaryAlarmOK trap is sent.

Summary Alarm OK OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
genericNotifications(4).genericNotificationPrefix(0).summaryAlarmOK(1)

Summary Alarm Warning OID: iso(1).org(3).dod(6).internet(1).private(4).
enterprises(1).westermo(16177).common(2).weos(1).notifications(6).
genericNotifications(4).genericNotificationPrefix(0).summaryAlarmWarning(2)

The summary alarm status can be read at the following OID:
iso(1).org(3).dod(6).internet(1).private(4).enterprises(1).westermo(16177).
common(2).weos(1).system(5).eventSystem(2).summaryAlarmStatus(1)

SNMP traps are only generated if there is at least one Trap Host (i.e., SNMP
management station) defined. Up to two Trap Hosts can be defined (if two Trap
Hosts are configured, traps will be sent to both of them).

36.1.4 Secure management using SNMPv3

To manage a unit securely via SNMP, SNMPv3 should be used. SNMPv3 provides
privacy and integrity (per packet authentication) to the SNMP messages.

SNMPv3 introduces the notion of a SNMPv3 user, as opposed to the community
concept used in SNMPv1/v2c. The following parameters can be configured for an
SNMPv3 user.

� Read-Only or Read-Write access: Defines whether the user should have read
access to the SNMP variables, or be able to read and modify them.

� Security Mode: Three security modes are available:

– noAuthnoPriv: No security (i.e., neither authentication, nor encryption)

– authNoPriv: Authentication, but no privacy.

– authPriv: Authentication and Encryption
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Note: As of WeOS v4.8.0, the WeOS SNMP agent accepts SNMP
requests of security level authNoPriv also for SNMPv3 users created
at level authPriv. This feature is likely to be removed in future
WeOS releases.

� Encryption protocol: WeOS offers SNMPv3 data encryption using DES and
AES-128.

� Authentication protocol: WeOS offers SNMPv3 data integrity using using
MD5 and SHA1.

� Scope: A user can be restrained to only access a part of the MIB tree sup-
ported by the unit.

The encryption and authentication passwords are strings of 8-16 characters.
ASCII characters 33-126 except ’#’ (ASCII 35) are allowed.

A maximum of 8 SNMPv3 users can be defined, each with their own parameter
set.

36.1.4.1 SNMPv3 example

This example illustrates the configuration of an SNMPv3 user on the a WeOS
switch. The user alice is grated read-only access to the full MIB tree. Security
level authNoPriv is used where SHA1 is used as authentication protocol
redfox:/#> configure
redfox:/config/#> snmp-server
redfox:/config/snmp/#> rouser alice auth sha1 alicepwd
redfox:/config/snmp/#> leave
redfox:/#> cp running start

Section 36.1.6 lists recommended SNMP managment software. Those tools
have graphical user interfaces and should be straight forward to use. For a simple
test you could also use the (Unix) Net-SNMP ”snmpwalk” command. (Here it
is assumed that the switch is accessible on IP address 192.168.2.200 and the
”walk” is limited to the mib-2 system’s group).
mypc:~$ snmpwalk -v3 -u alice -l authNoPriv -a SHA -A alicepwd 192.168.2.200 system
SNMPv2-MIB::sysDescr.0 = STRING: Westermo RedFox Industrial, primary: v4.4.0, backup: v4.2.0,
bootloader: v2.01, fpga: v20080626
SNMPv2-MIB::sysObjectID.0 = OID: SNMPv2-SMI::enterprises.16177
DISMAN-EVENT-MIB::sysUpTimeInstance = Timeticks: (94018) 0:15:40.18
SNMPv2-MIB::sysContact.0 = STRING:
SNMPv2-MIB::sysName.0 = STRING: redfox
SNMPv2-MIB::sysLocation.0 = STRING:
SNMPv2-MIB::sysServices.0 = INTEGER: 79
SNMPv2-MIB::sysORLastChange.0 = Timeticks: (0) 0:00:00.00
mypc:~$
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36.1.5 Supported MIBs

36.1.5.1 Standard MIBs

As of WeOS v4.8.0 the following standard MIBs are supported:

� RFC1213 MIB-2: The original MIB-2 standard MIB.

� RFC2863 Interface MIB: The ifXTable of the IF-MIB is supported.

� RFC2819 RMON MIB: RMON Ethernet statistics (etherStatsTable) is supported.

� RFC4188 Bridge MIB

� RFC4318 RSTP MIB

� RFC4363 Q-BRIDGE MIB: The dot1qVlan group and dot1qVlanStaticTable are
supported, enabling support for static VLAN configuration.

� RFC4836 MAU MIB: The dot3IfMauBasicGroup and dot3IfMauAutoNegGroup
of the MAU MIB are supported.

� RFC4133 Entity MIB: The entityPhysical group of the Entity MIB is supported.
It can be used to read unit serial number, firmware version, etc.

� RFC3433 Entity Sensor MIB: The Entity Sensor MIB can be used to monitor
the status of unit sensors for temperature, power supply, and ”digital-in”,
etc.

� RFC 4319 HDSL2/SHDSL MIB: On products with SHDSL ports, the
hdsl2ShdslSpanConfTable, hdsl2ShdslSpanStatusTable,
hdsl2ShdslInventoryTable and hdsl2ShdslSpanConfProfileTable are supported
(read-only).

� RFC 3621 Power Ethernet MIB: The PoE MIB is supported on products with
PoE ports.

36.1.5.2 Private MIB

To use the WeOS private MIB, two Westermo specific MIB files should be loaded
into your SNMP management software (see section 36.1.6 for information on rec-
ommended management software):

� WESTERMO-OID-MIB: Defines the top level objects of the Westermo Private
MIB name space.
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� WESTERMO-WEOS-MIB: Defines the WeOS branch of the Westermo Private
MIB.

36.1.6 Recommended Management Software

Westermo recommends the following SNMP managers:

� OidView from ByteSphere3.

� MG-SOFT MIB Browser Pro. from MG-SOFT4.

� SNMPc from Castlerock Computing5.

3http://www.oidview.com/oidview.html. OidView is a trademark of BYTESPHERE TECHNOLO-
GIES LLC.

4http://www.mg-soft.com/mgMibBrowserPE.html.
5http://www.castlerock.com/. SNMPc is a trademark of Castlerock Computing.
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36.2 Managing SNMP via the web interface

Menu path: Configuration ⇒ SNMP

On the SNMP configuration page you will be presented to the current settings
for SNMP on your switch, see below. You may change the settings by editing the
page.
On the lower part of the page there is a list of SNMP V3 Users.

Enabled Check the box to enable SNMP. If you have a
JavaScript enabled browser the other settings
will not be displayed unless you check this box.

Read Community A community identifier for read access.
Write Community A community identifier for read/write access.
Trap Community A community identifier for traps.
Trap Host Address 1/2 IP address of SNMP trap management station.

None, one or two addresses may be filled in.

36.2.1 Manage SNMP V3 Users

On the lower part of the SNMP configuration page you will be presented to the
list of currently configured SNMP V3 users.
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Figure 36.2: Listing of SNMP V3 users.

Type Access rights for the user.
rwuser User has read and write access.
rouser User has read access only.

Name A text string defining the user. Max 32 charac-
ters. Valid characters are ASCII 33-126 except
’#’ (ASCII 35).

Auth Achieve message integrity protection by spec-
ifying MD5 or SHA1 message authentication.

Auth. Passphrase The authentication password is a string of 8-16
characters. ASCII characters 33-126 except ’#’
(ASCII 35) are allowed.

Crypto Achieve message privacy by specifying DES or
AES128 message encryption.

Crypto Passphrase The encryption password is a string of 8-16
characters. ASCII characters 33-126 except ’#’
(ASCII 35) are allowed.

OID Tree Limit access to a certain branch of the sup-
ported MIB. Defaults to the whole tree (’1.’)

Delete Click this icon to remove a the SNMP V3 user in
that table row.

New User Click on this button to create a new SNMP V3
user

When clicking the New User button, the SNMP V3 user edit page will be dis-
played.

See table above for description of fields.
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Figure 36.3: New SNMP V3 user.
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36.3 Manage SNMP Settings via the CLI

Command Default Section
[no] snmp-server Enabled Section 36.3.1

[no] rocommunity <COMMUNITY> public Section 36.3.2
[no] rwcommunity <COMMUNITY> Disabled Section 36.3.3
[no] trapcommunity <COMMUNITY> Disabled1 Section 36.3.4
[no] host <IPADDR> Disabled Section 36.3.5
[no] rouser <USERNAME> Disabled Section 36.3.6

[auth <md5|sha1> <PASSPHRASE>
[crypto <des|aes128> <PASSPHRASE>]]
[OIDTREE]

[no] rwuser <USERNAME> Disabled Section 36.3.7
[auth <md5|sha1> <PASSPHRASE>
[crypto <des|aes128> <PASSPHRASE>]]
[OIDTREE]

Show SNMP settings
show snmp-server Section 36.3.8

snmp-server
show rocommunity Section 36.3.9
show rwcommunity Section 36.3.10
show trapcommunity Section 36.3.11
show host Section 36.3.12
show rouser Section 36.3.13
show rwuser Section 36.3.14

36.3.1 Manage SNMP Server

Syntax [no] snmp-server

Context Global Configuration context.

Usage Enter snmp-server context. If the SNMP server is disabled, it will be en-
abled when issuing the ”snmp-server” command. Use ”no snmp-server”
to disable the SNMP server.

1Disabling the trapcommunity setting results in sending traps with community string ”trap”.
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Default values Enabled.

Error messages None defined yet.

36.3.2 Manage SNMP Read Community

Syntax [no] rocommunity <COMMUNITY_STRING>

Context snmp-server context.

Usage Configure the SNMP Read Community string. Use ”no rocommunity” to
disable the SNMP Read Community.

Default values rocommunity public

Error messages None defined yet.

36.3.3 Manage SNMP Write Community

Syntax [no] rwcommunity <COMMUNITY_STRING>

Context snmp-server context.

Usage Configure the SNMP Write Community string. Use ”no rwcommunity” to
disable the SNMP Read Community.

Default values Disabled.

Error messages None defined yet.

36.3.4 Manage SNMP Trap Community

Syntax [no] trapcommunity <COMMUNITY_STRING>

Context snmp-server context.

Usage Configure the SNMP Trap Community string. Disabling the trap commu-
nity string with ”no trapcommunity” implies that the string ”trap” will be
used as trap community.

Default values Disabled (I.e., string ”trap” will used as trap community.)

Error messages None defined yet.
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36.3.5 Manage SNMP Trap Hosts

Syntax [no] host <IPV4ADDRESS>

Context snmp-server context.

Usage Configure a SNMP Trap Host. Two trap hosts can be configured (issue the
”trap-host” command twice with different IP addresses). Use ”no host
<IPV4ADDRESS>” to remove a trap-host and ”no host” to remove all trap
hosts.

Default values Disabled.

Error messages None defined yet.

36.3.6 Manage SNMPv3 Read-Only User

Syntax [no] rouser <USERNAME> [auth <md5|sha1> <PASSPHRASE> [crypto
<des|aes128> <PASSPHRASE>]] [OIDTREE]

Context snmp-server context.

Usage Configure a SNMP read-only user.

� USERNAME: A text string defining the user. Max 32 characters. Valid
characters are ASCII 33-126 except ’#’ (ASCII 35).

� Authentication: Achieve message integrity protection by specifying MD5
or SHA1 message authentication. The authentication password is a string
of 8-16 characters. ASCII characters 33-126 except ’#’ (ASCII 35) are
allowed.

� Encryptions: Achieve message privacy by specifying DES or AES128
message encryption. The encryption password is a string of 8-16 char-
acters. ASCII characters 33-126 except ’#’ (ASCII 35) are allowed.

� OIDTREE: Limit access to a certain branch of the supported MIB. De-
faults to the whole tree (’1.’)

Use ”no rouser <USERNAME>” to remove a specific read-only user, or ”no
rouser” to remove all read-only users.

Default values Disabled.

Error messages None defined yet.
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Examples � Authentication and encryption:
”rouser alice auth sha1 alicepwd1 crypto aes128 alicepwd2”

� Authentication with access to dot1dBridge subtree:
”rouser bob auth md5 bobspwd1 1.3.6.1.2.1.17”

36.3.7 Manage SNMPv3 Read-Write User

Syntax [no] rwuser <USERNAME> [auth <md5|sha1> <PASSPHRASE> [crypto
<des|aes128> <PASSPHRASE>]] [OIDTREE]

Context snmp-server context.

Usage Configure a SNMP read-write user.

For more information, see section 36.3.7.

Default values Disabled.

Error messages None defined yet.

Examples See section 36.3.7.

36.3.8 View SNMP Server Settings

Syntax show snmp-server

Context Global Configuration context. Also available as ”show” command within
the snmp-server context.

Usage Show all SNMP server settings.

Default values Not applicable.

Error messages None defined yet.

36.3.9 View SNMP Read Community Settings

Syntax show rocommunity

Context snmp-server context.

Usage Show the SNMP Read Community setting.

Default values Not applicable.

Error messages None defined yet.

734 © 2012 Westermo Teleindustri AB

Proudly Distributed by Gross Automation | (877) 268-3700 
www.westermosales.com | sales@grossautomation.com



Westermo OS Management Guide
Version 4.8.0-0

36.3.10 View SNMP Write Community Settings

Syntax show rwcommunity

Context snmp-server context.

Usage Show the SNMP Write Community setting.

Default values Not applicable.

Error messages None defined yet.

36.3.11 View SNMP Trap Community Settings

Syntax show trapcommunity

Context snmp-server context.

Usage Show the SNMP Trap Community setting.

Default values Not applicable.

Error messages None defined yet.

36.3.12 View SNMP Trap Host Settings

Syntax show host

Context snmp-server context.

Usage Show the SNMP Trap Host setting.

Default values Not applicable.

Error messages None defined yet.

36.3.13 View SNMPv3 Read-Only User Settings

Syntax show rouser

Context snmp-server context.

Usage Show settings for configured SNMPv3 read-only users.

Default values Not applicable.

Error messages None defined yet.
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36.3.14 View SNMPv3 Read-Write User Settings

Syntax show rwuser

Context snmp-server context.

Usage Show settings for configured SNMPv3 read-write users.

Default values Not applicable.

Error messages None defined yet.
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Acronyms and abbreviations

3DES Triple DES
AAA Authentication, Authorisation and Accounting
AH Authentication Header
ASCII American Standard Code for Information Interchange
AES Advanced Encryption Standard
AVT Adaptive VLAN Trunking (Westermo propriatary dynamic VLAN

function)
CA Certificate Authority
CLI Command Line Interface
CN Common Name (X.509 certificate term)
CPU Central Processing Unit
DES Data Encryption Standard
DDNS Dynamic DNS
DH Diffie-Hellman
DHCP Dynamic Host Configuration Protocol
DN Distinguished Name (X.509 certificate term)
DNS Domain Name System
DPD Dead Peer Detection
DSCP Differentiated Services Code Point
DSL Digital Subscriber Line
EAP Extensible Authentication Protocol
ESP Encapsulating Security Payload
FRNT Fast Reconfiguration of Network Topology
GRE Generic Routing Encapsulation
HTTP Hypertext Transfer Protocol
HTTPS Secure HTTP (HTTP over SSL/TLS)
I/O Input/Output
IGMP Internet Group Management Protocol
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IKE Internet Key Exchange
IKEv1 IKE version 1
IP Internet Protocol
IPsec IP Security
IPv4 IP version 4
IPv6 IP version 6
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
LFF Link Fault Forward
LED Light Emitting Diode
MD5 Message Digest 5
MIB Management Information Base
MTU Maximum Transfer Unit
NAPT Network Address and Port Translation
NAT Network Address Translation
NAT-T NAT Traversal
NTP Network Time Protcol
OID Object Identifier
OSPF Open Shortest Path First
PC Personal Computer
PEM Privacy Enhanced Mail (X.509 certificate term)
PFS Perfect Forward Secrecy
PKCS Public Key Cryptography Standards
PKI Public Key Infrastructure
PNAC Port-based Network Access Control
PPP Point to Point Protocol
RIP Routing Information Protocol
RAM Random Access Memory
RDN Relative Distinguished Name (X.509 certificate term)
RMON Remote Monitoring
RSA Rivest, Shamir, and Adleman (public key encryption algorithm)
SHDSL Symmetric High-speed Digital Subscriber Line
SFP Small Form-factor Pluggable (transceiver module)
SHA Secure Hash Algorithm
SHA-1 Secure Hash Algorithm 1
SNMP Simple Network Management Protocol
SNR Signal to Noise Ratio
SNTP Simple NTP
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SSH Secure SHell
SSL Secure Socket Layer
TLS Transport Layer Security
USB Universal Serial Bus
VFS Virtual File System
VLAN Virtual LAN
VPN Virtual Private Network
VRRP Virtual Router Redundancy Protocol
WAN Wide Area Network
WeOS Westermo Operating System
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Index

802.1X, see VLAN, Port-based network
access control

802.1p, see Layer-2 priority

absolute sampling, see alarm, sample
type

account
admin, 68
default settings, 68

Adaptive VLAN Trunking, see VLAN, Dy-
namic VLAN

Admin Exec context, 55, 57
alarm

WeOS support, 667
action, 668, 676
CLI commands, 685
CLI examples

Digital-In Trigger, 688
FRNT Trigger, 692
LFF Trigger, 693
Link Trigger, 687
Ping Trigger, 695
PoE Trigger, 696
Power Trigger, 689
SNR Trigger, 690
Temperature Trigger, 691
Timer Trigger, 694

condition, 672–674
link, see alarm, trigger
sample interval, 675
sample type, 675
severity level, 675
sources, 667, 669–670, 710

target, 668, 676, 710
threshold, 672–674
trigger, 668, 670–676

Digital-In, 669–671, 688, 722
FRNT, 669, 670, 672, 692, 723
Hardware Failure, 669, 670
LFF, 669, 670, 672, 693, 723
Link, 155, 669–671, 687, 722
Ping, 670, 672, 695
PoE, 670–672, 696
Power, 670, 671, 689, 722
SNR, 669, 670, 672, 690
Temperature, 669, 670, 672, 691,

722
Timer, 670, 672, 694

Web settings, 679–684
AT command interpreter, see Serial Over

IP, AT command interpreter
AVT, see VLAN, Dynamic VLAN

certificates
valid time, 575
Web settings, 85–87

CLI
access to, 51
command conventions, 58
enter and leave context, 56
hierarchy, 49, 56
introduction, 49
navigating, 56

command line interface, see CLI
community, see SNMP, community
configuration files
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running configuration, 57
startup configuration, 58

Connectivity Alarm, see Ping alarm
console

access, see CLI, access to
cable, 51

CoS, see Layer-2 priority
CPU channel, 94–95, 148, 305, 332, 401

date/time
certificates, valid time, 575
manual setting of, 143
manual setting of (CLI), 148, 150
manual setting of (Web), 145
NTP to set, 395, 396, 406–408, 575
NTP to set (CLI), 430–431, 433–434
NTP to set (Web), 408–410

DDNS, see Dynamic DNS
default gateway, 406
default route, see default gateway
default VLAN, 304
delta sampling, see alarm, sample type
diagnostic cable, see console, cable
digital I/O, 709–710

digital-in, 710
digital-out, 710
pin-out mapping, 709
voltage levels, 709, 710

digital-in, see digital I/O, digital-in
digital-in alarm, see alarm, triggers
digital-out, see digital I/O, digital-out
DNS, see Domain Name System, 407
Domain Name System, 406

server(s), 406
Domain Name System

DDNS, see Dynamic DNS
domain search path, 406

DSCP, see Layer-2 priority
DSL alarm, see SNR alarm
Dynamic DNS, 406

CLI commands, 427–429

dynamic peer, see Serial Over IP, dy-
namic peer

Dynamic VLAN, see VLAN, Dynamic VLAN

enterprise MIB, see SNMP, private MIB
error indication, see alarm, WeOS sup-

port

factory default settings
for your product, 11

Fallback default VID, 158
falling threshold, see alarm, threshold
Fast Reconfiguration of Network Topol-

ogy, see FRNT
fault contact, see digital I/O
firmware

backup, 67
bootloader, 67
downgrading, 67
primary, 67

FRNT
IGMP snooping and, 437

FRNT alarm, see alarm, triggers

general IP settings, see general network
settings

general network settings
default gateway, 403

general network settings, 403, 406
domain search path, 403
IGMP snooping, see IGMP snooping
name server, 403
routing, 406
static vs dynamic, 403

Global Configuration context, 55, 57
global network settings, see general net-

work settings

hardware
differences between switches running

WeOS, 10
switches running WeOS, 8
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hardware failure alarm, see alarm, trig-
gers

ICMP
CLI commands, 429–430

IEEE 802.1X, see VLAN, Port-based net-
work access control

IGMP snooping, 305, 406, 436
FRNT ports, 437
per VLAN, 305
proxy querier, 436
querier mode, 406, 436
query interval, 406, 437
trunk port, see IGMP snooping, mul-

ticast router port
IP address, 402

DHCP, 403
dynamic, 402, 403
factory default, 398
link-local, 402, 404
new interface, 400

IP forwarding, see IP routing
IP routing, 406

default gateway, see default gate-
way

default route, see default gateway
static, 406
unicast routing, 406

latest calling, see Serial Over IP, dynamic
peer

Layer-2 priority, 153–155, 304
VLAN priority, 304

LFF alarm, see alarm, trigger
link alarm, see alarm, trigger

MAC forwarding database, 308–309
CLI commands, 326–328, 336–338

management interface, 398–400, 404
Web configuration, 412

management VLAN, see management
interface

MIB, see SNMP, MIB
Modbus gateway, 281
modem replacement, see Serial Over IP,

AT command interpreter
multicast router port, see IGMP snoop-

ing, multicast router port

network interface
management interface, see manage-

ment interface
PPP interface, 396

network interface
factory default settings, 398
management interface, see manage-

ment interface
naming of, 400
new interface settings, 399
PPP interface, 405
primary, 398–400, 402, 403
VLAN, 400

NTP, see date/time, NTP to set

password
admin account, 68
allowed characters, 68, 638
default settings, 68
length, 68

Ping alarm, see alarm, triggers
PoE alarm, see alarm, triggers, see PoE

alarm
Point to Point Protocol

PPP interface, see network interface,
PPP interface

PPP over Ethernet (PPPoE), 396
port

alarm, see alarm, trigger
identifier (portID), 11
monitoring, see port monitoring
naming of, 10–11

port mirroring, see port monitoring
port monitoring, 76
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CLI commands, 105–106
Web configuration, 82

Port based network access control, see
VLAN, Port-based network access
control

power failure alarm, see alarm, trigger
PPP, see Point to Point Protocol
private MIB, see SNMP, private MIB

read community, see SNMP, community
rising threshold, see alarm, threshold
routing, see IP routing
running configuration, see configuration

files, running configuration

sample interval, see alarm, sample in-
terval

Serial/IP®, see Serial Over IP, virtual se-
rial port

Serial Over IP, 248
AT command interpreter, 251, 253,

256, 258
dynamic peer, 255, 261

CLI commands, 272, 276
modem replacement, see Serial Over

IP, AT command interpreter
One-to-many, 249
Peer mode, 249, 252
Point-to-point, 249
Serial/IP®, see Serial Over IP, virtual

serial port
TCP client mode, 249, 252
TCP server mode, 249, 252

Secondary listen port, 254
UDP, 249, see Serial Over IP, Peer

mode
virtual serial port, 250, 253

serial port redirector, see Serial Over IP,
virtual serial port

slot
identifier (slotID), 11

SNMP, 719
CLI commands, 731–736
community, 720
Management Information Base, see

SNMP, MIB
MIB, 720, 726, 727
private MIB, 726
SNMP manager, 719, 727
SNMPv3, 724–725
standard MIBs, 726
supported versions, 719
trap, 719, 721–724
Web settings, 728

SNR alarm, see alarm, triggers
SNTP, see date/time, NTP to set
standard MIBs, see SNMP, standard MIBs
startup configuration, see configuration

files, startup configuration
Supplicant, see VLAN, Port-based net-

work access control
syslog

severity, see alarm, severity level

temperature alarm, see alarm, triggers
trap community, see SNMP, community

USB
WeOS products with, 10
console cable, see console, cable
copy files to/from, 75, 96–97
delete file on, 97
firmware upgrade from, 93–94
format of memory stick, 75
list files on, 95
show file on, 98
VFS path, 74

virtual serial port, see Serial Over IP, vir-
tual serial port

VLAN, 299–338
CLI commands, 325–338
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CPU channel, see CPU channel
default VLAN, 304
default VID, 158, 303
Dynamic VLAN, 305–307
FRNT usage of, 342
IGMP snooping, see IGMP snooping,

per VLAN
management VLAN, see management

interface
Port-based network access control,

309
priority, see Layer-2 priority, VLAN

priority
priority tagged, 303
tagged, 299–304, 316, 318, 330
untagged, 299–304, 316, 318, 330
Web settings, 315–324

write community, see SNMP, commu-
nity
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